Request Details " Status : initial Evaluation Due Date : A/
Request Type : FOA % 0 (Never Started)

Submitted Evaluation Assignment Processing Closed

~Request Details
Tracking Number | DON-NAVY-2018-002707 Submitted Date : 12/29/2017
3 Requester: Robert Hammond Last Assigned Date : 12/29/2017
Crganization : N/A Fee Limit : $50.00
Requester Has Account ; No Request Track : Simple
Email Address : (b) (6) @aol.com Due Date : N/A
Phone Number : N/A Assigned To : Chief of Naval Operations
Fax Number: N/A Last Assigned By : N/A

& D) (6)

State/Province
Zip Code/Postal Code ;

#
FEEI TR (oo Fie T fdmin Cost - Assigned Tasks - Comments {0) -
- Request Handling
Requester Info Available to [No & C Request Perfected: No &}
the Public: " L e
R, Appellate Authority : |CJAG14
Request Track : iSimple gg Lot
Fee Cat et Acknowledgement Sent Date: 12/29/17 &
ee Category : | e
) gory Other e Unusua! Circumstances 7 : No
Fee WalverlReql;ested: Yes . 3 5 Day Notifications: ©
Fee‘Wawer tat'us. Pending Decision Litigation ; Wb' &i
Expedited Processing No L—— =
Requested :
Expedited Processing Status : N/A
-~ Request Description
i A Shert Description ; - o - o
Communications regarding Requester Y
I am respectfully seeking for your Command: 1. Any and all records of communication from August 11, 2017 to present
sent by any member DON FOIA/PA team referencing requester Robert Hammond or emailm&—and any of
responses thereto received by DON FOIA/PA Office. Such communications may be by email, fax, phone call, letter or
other means. 2. | am also requesting that a copy of this FOIA Request (which is an agency record) be included as a
responsive record integral to my Request,
Description Available to the INo & "Has Description Been i 486/2000
L ... . . Modifiedt -
1am respectfully seeking for your Command: 1. Any and ail records of communication from August 11, 2017 to present -
sent by any member DON FOIA/PA team referencing requester Robert Hammond or email (b)(6) and any of respanses :
thereto received by DON FOIA/PA Office. Such communications may be by email, fax, phone call, letter or other means. 2. !
1am also requesting that a copy of this FOIA Request (which is an agency record) be included as 2 responsive record
integral to my Request. :
—~Additional Information
Case #: ‘ |
Name of Locai Command: |~ o :
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Contract/Sol.#: =

Limit Request To Clearly | Select Limit Request To Clearly Releasable Info =]

Releasable Info: ™

~ Attached Supporting Files

No supporting files have been added.

Upload Supporting Files

No attachments have been added.
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Garcia, Della W CIV USN BUMED FCH VA (US) '
L "~ h

From:; Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Wednesday, September 06, 2017 6:13 AM
To: mﬂav USN BUMED FCH VA (US)
Subject: Hammond FOIA

Importance: High

Good morning.

Can you please send me the data for the Hammond FOIA--my response is due today.

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste
Falls Church, VA 22042-5124

COIVIM (6)

(b) (6) e

FOR OFFICIAL USE ONLY {FOUO) - PRIVACY SENSITIVE. Any misuse or unautharized disclosure may result in both civil
and criminal penalties.




Garcia, Della W CIV USN BUMED lF_C_I“-I VA (US)

L
. From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Tuesday, November 28, 2017 9:56 AM
To: Strong, Richard R CIV USN DNS (US)
Subject: FW: [Non-DoD Source] FOIA DON 18-0 - Walter Reed FY 2012 Annual FOIA Report
Submission as received by BUMED
Attachments: DON 18-O; BUMED- WRNMMC Unredacted FOIA Reoort with enclosures.pdf
Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste[(QXG
Falls Church, VA 22042-5124

comM ((XE)
(b) (6) @mail.mil
FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil

and criminal penalties.

-----Qriginal Message-----

From: [(HYB) @aol.com [mailto[{s)N(5)) @aol.com)

Sent: Sunday, November 26, 2017 8:58 AM

To: Garcia, Della W CIV USN BUMED FCH VA (US);[{()X(S); mail.mil; Garcia, Della W CIV USN BUMED FCH VA
(US)

Subject: [Non-DoD Scurce] FOIA DON 18-0 - Walter Reed FY 2012 Annual FOIA Report Submission as received by
BUMED

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

RobertHammond

(b) (6)

November 26, 2017
FOIA OFFICER
" DEPARTMENT OF THE NAVY



BUREAU OF MEDICINEAND SURGERY (BUMED)
7700 ARLINGTON BOULEVARD

FALLS CHURCH, VA 22042
(b) (6) @med.navy.mil

Subject: FOIA Request — WalterReed FY 2012 Annual FOIA Report Submission as received by BUMED
Requester Personal Reference Number: FOIA DON 18-0

<Caution-file:///C:/Users/Bob/AppData/Local/Temp/msohtmiclip1/01/clip_image001.png> References: <Caution-
file:///C:/Users/Baob/AppData/Local/Temp/msohtmlclip1/01/clip_image001.png> (a) The Freedom of Information Act
(“FOIA”), 5 U.S.C. § 552 et seq., as amended,

(b} Jointpublication of U.S. Departmentof Justice, Executive Office of the President andU.S. General Services
Administration of July 2011, “Your Right to Federal Records”

(c) The Privacy Act (“PA”) of 1974, 5 U.S.C. § 5524, et seq., as amended (d)DoD 5400.11-R, May 14, 2007, Departmentof
Defense Privacy Program

(e} DoD 5400.7-R,September 1998, DoD Freedomofinformation Act(FOIA) Program (f)DoD 5400.11-R, May 14, 2007,
Departmentof Defense Privacy Program '

(g) DoD 6025.18-R,Jan.24, 2003, DoD Health informationPrivacy Regulation

() GAO ReportGAO-12-8280f July 2012,subject Freedom of InformationAct

(}) Departmentof Justice HandbookforAgency Annual Freedom of InformationAct Reports

Dear Ms. Garcia:
This is a FOIA request, not an appeal.
This Requestwill be ripe for judicial review in twenty working days.

| am submitting this request under the Freedom of InformationAct(“FOIA”), 5 U.S.C. § 552 et seq., as amended. If you
deny all or any part of thisrequest, please cite each specific exemption you think justifies your decisionnot to release the
information and notify me of appeal procedures availableunder the law. References cited above apply.

RECORDS SOUGHT VIA FOIA.
lam respectfullyseeking all records in NAVSEApossession related to:

a.  Anunredacted copy of Walter Reed’s FY 2012 Annual FOIA Report submission records asreceived by BUMED, to
include the forwarding correspondence therecf. Please seeEnclosure A

b. Notethat the email addresses of Della Garcia (BUMED) and Judy Bizzell {Walter Reed{WRNMMC)) have been
released into the public domain countless times with regardto their FOIA duties. See Enclosure B

c.  Also,there is no privacy exemption with regard to public employees in their officialcapacities.

2. Recordsindicating how BUMED reported my FOIA Request at Enclosure A in BUMED’s FY 2014and subsequent FOIA
Reports via BUMED’s Reporting Chain.

3. lam also requesting that a copy of this FOIA Request (which isan agency record) be included as a responsive record
integral to my Request.

Requested Format. | am respectfully requestingthat documents he provided asa singlePDF file by return email

Agreement toPay Fees. | agreeto pay fees for searching or copying the recordsup to $150. If the fees exceed thisamount
please advise me of the cost before proceeding. | do not believethat there should be anycharge forproviding these
records, as there is public interest ingovernmentoperations. | am a private individual not seeking documentsfor

~ commercial use,suchthat the following applies: “Nofees may be charged byany DoDComponent if the costs of routine

2



collectionand processing of the fee are likely to equal or exceedthe amount of the fee. With the exceptionof
requestersseeking documentsfor a commercial use,Components shall providethe first two hours of search time,and the
first one hundred pages ofduplication without charge.”l would note that because | am requesting a PDFfile, thereshould
not be a per page copyfee.

PUBLIC INTEREST. Thesubject of the requested records concerns "the operations or activities ofthe government.” The
disclosure is "likely to contribute" to anunderstanding of government operations or activities. There is no
commercialinterest. There is significant public interest in Privacy Act reporting toCongress.

PRESERVATION OF RECORDS ANDSEARCHES PERFORMED. Please preserve all responsiveor potentially responsive
records andrecords of yoursearches in your FOlAcase fileuntil the statutory date forjudicialreviewhaspassed (should that
be necessary) orin accordance with a NARA approvedrecords schedule, if longer.Records of responsive searches would
include but not be limited to: searchesconducted for each specific record sought and all other records known to
theAgency, inctuding dates, manner of searching, responsible agent or employeeconducting each search and the results
thereof.

Civillan Employees Information SpecificallyAuthorized for Release

The following information isspecifically authorized for release under the Departmentof Defense Privacy Program by
reference {b) and isnot exempt under FOIA exemption {b)(6):

DoD 5400.11-R,May 14, 2007, DoD Privacy Act Program:

C4.CHAPTER 4

DISCLOSUREOF PERSONAL INFORMATION TO OTHER AGENCIES AND THIRD PARTIES C4.1.CONDITIONS OF DISCLOSURE
[Intervening text omitted] C4.2.NON-CONSENSUAL CONDITIONS OF DISCLOSURES [Intervening text omitted]
€4.2.2.Disclosures Required by FOIA C4.2.2.1. All records must be disclosed if their release is required byReference (p),
as implemented by Reference (d). The FOIA requires that recordsbe made available to the public unless withholding is
authorized pursuant toone of nine exemptions or one of three law enforcement exclusions under theAct.

[Intervening text omitted]

€4.2.2.5.1.DaD Civilian Employees

€4.2.2.5.1.1.5o0me examples of personal information regarding DoD civilian employees thatnormally may be released
without a clearly unwarranted invasion of personalprivacy include:

€4.2.2.5.1.1.1.Name.

€4.2.2.5,1.1.2.Present and past position titles.

€4.2.2.5.1.1.3.Present and past grades.

€4.2.2.5.1.1.4.Present and past annual salary rates.

C€4.2.2.5.1.1.5.Present and past duty stations.

€4.2.2.5.1.1.6.0ffice and duty telephone numbers.

€4.2.2.5.1.1.7 Position Descriptions.

C4.2.2.5.1.2 All disclosures of personal information regarding Federal civilian employeesshall be made in accordance
with OPM release policies.

LEGAL FRAMEWORK OF FOIA

1. The definition of“records” includes:
“[A]ll books, papers, maps, photographs, machine readablematerials, or other documentary materials, regardlessof
physical form or characteristics,made or received by anagency of the United States Governmentunder Federal law or in
connection with the transaction ofpublic business and preserved or appropriatefor preservation by that agency or
itslegitimate successoras evidence of the organization, functions, policies, decisions, procedures,operations, or other
activities of the Government or because ofthe informationalvalue of data in them.” 44 U.S.C. § 3301 {(emphasis
supplied).



2. FOIA requires that “each agency, upon any request forrecords which (i) reasonably describes such records
and (ii) is made inaccordance with published rules stating the time, place, fees (if any), andprocedures to be followed,
shall make the records promptly available to anyperson” 5 U.S.C. § 552(a}(3)(A).

3. FOIA requires that “each agency shallestablish a system to assign an individualized tracking number for each
requestreceived that will take longer than ten days to process and provide to eachperson making a request the tracking
number assigned to the request” 5 U.S.C. § 522(a)(7}(A).

4, ~ FOIA requires that each agency shall “establish a telephone line or Internetservice that provides information
about the status of a request to the personmaking the request using the assigned tracking number, including the date
onwhich the agency originally received the request; and an estimated date onwhich the agency will complete action on
the request. 5 U.S.C. § 522{a}(7)(B).

5. FOIA alsorequires federalagenciesto makea final determinationon FOIA administrativeappeals that itreceives
withintwenty days (exceptingSaturdays,Sundays, andlegal public holidays) afterthereceiptof
suchappeal,uniesstheagency expressly provides noticeto the requester of “unusualcircumstances” meriting additional
time for respondingto aFOIA request.5 U.S.C. § 552(a)(6)(A)(ii).

6. FOIA expresslyprovides thata personshallbe deemed to have constructively exhaustedtheir
administrativeremediesif the agencyfailsto complywiththeapplicable timelimitationsprovidedby 5U.5.C. § 552(a)(6 {A)}(1)-
{il).See also 5 U.S.C. § 552(a){6)(C).

7. FOIA providesthatany person who hasnotbeen providedtherecords requested pursuant toFQIA, after
exhausting theiradministrative remedies,mayseekiegal redressfrom the FederalDistrict Courtto enjoin the agencyfrom
withholding agency recordsand toordertheproductionof any agencyrecords improperlywithheld from the complainant.

8. Regarding he names of the FOIA requesters, the courts have held hat under theFOIA requesters do not have
an expectation of privacy. Stauss v. IRS, 516 F.Supp. 1218, 1223 (D.D.C. 1981),

9, Under FOIA, the federalagency has the burden ofsustainingits actions. 5 U.S.C.§552(a)(4)(B).

10. Pursuantto FOIA, a Court may assess attorney feesand litigation costs againsttheUnited States ifthe
Plaintiffprevails inan actionthereunder. 5 U.S.C. § 552(a)(4}{E).

11. Department of Justice (DOJ) has issued a handbook addressing FOIA AnnualReports. See DOJ, Handbook for

AgencyAnnual Freedom of Information Act Reports, “Dispositionof FOIA Requests,” (availableat Caution-
http://www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of justice_handbook_for_
agency_annual_freedom_of_information_act_reports.pdf < Caution-
http://www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of_justice_handhook_for_
agency_annual_freedom_of_information_act_reports.pdf > } {“DOJ Handboaok”).

12. Among other things, the DOl Handbook states, “All requests (perfected andnon-perfected), appeals, and
consultations that were pending at any time duringthe relevant fiscal year [October 1st through September 30th] will
becaptured.”

13. The DOJ Handbook also states:

“[E]ach agency is ultimately respansible for the accuracy andcompleteness of its Annual FOIA-Report. It is therefore
essential foragencies to take steps that will ensure that they are adequately tracking allof the information necessary to
complete the Annual FOIA Report sectionsdetailed below. Agencies that utilize a tracking or case management system
forthis purpose are responsible for ensuring that the system they are using canproduce an accurate Annual FOIA Report
that is in compliance with the law andDepartment of Justice guidance.” DOJ Handbook, at 3.

| believe that | have adequately described therecords that | am seeking. If you believe that my request is unclear, if

- youhave any questions, or if there is anything else that you need from me tocomplete this request in a timely manner,
please contact me in writing, so thatl may perfect my request. If you deem that any portion of my request isunclear,
answer the remaining portions and | will perfect a request foradditional materiat as needed.

Thank you very much in advance.

With my respect,

Robert Hammond



Robert Hammond

(b) (6)

(b) (6)

November 26, 2017
FOIA OFFICER

DEPARTMENT OF THE NAVY

BUREAU OF MEDICINE AND SURGERY (BUMED)
7700 ARLINGTON BOULEVARD

FALLS CHURCH, VA 22042

(X med.navy.mil

Subject: FOIA Request — Walter Reed FY 2012 Annual FOIA Report Submission as received by
BUMED

Requester Personal Reference Number: FOIA DON 18-0O

References: (a) The Freedom of Information Act (“FOIA”), 5 U.S.C. § 552 et seq., as
amended, '

(b) Joint publication of U.S. Department of Justice, Executive Office of the
President and U.S. General Services Administration of July 2011, “Your
Right to Federal Records”

(¢) The Privacy Act (“PA”)of 1974, 5 U.S.C, § 552a, et seq., as amended

(d) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program

(e) DoD 5400.7-R, September 1998, Do) Freedom of Information Act

(FOIA) Program
(f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy
Program

(g) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation

(1) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act

(j) Department of Justice Handbook for Agency Annual Freedom of Information

Act Reports

Dear Ms. Garcia:

This 1s a FOIA request, not an appcal.

This Request will be ripe for judicial review in twenty working days.

[ am submitting this request under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552
et seq., as amended. If you deny all or any part of this request, please cite each specific

exemption you think justifies your decision not to release the information and notify me of
appeal procedures available under the law. References cited above apply.

FOIA.
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I am respectfully secking all records in NAVSEA possession related to:

a. Anunredacted copy of Walter Reed’s FY 2012 Annual FOIA Report
submission records as received by BUMED, to include the forwarding
correspondence thereof. Please see Enclosure A

b. Note that the email addresses of Della Garcia (BUMED) and Judy Bizzell
(Walter Reed (WRNMMC)) have been released into the public domain
countless times with regard to their FOIA duties. See Enclosure B

¢. Also, there is no privacy exemption with regard to public employees in their
official capacities. '

2. Records indicating how BUMED reported my FOIA Request at Enclosure A in
BUMED’s FY 2014 and subsequent FOIA Reports via BUMED’s Reporting Chain.

3. Iam also requesting that a copy of this FOIA Request {which is an agency record) be
included as a responsive record integral to my Request.

REQUESTED FORMAT. I am respectfully requesting that documents be provided as a single
PDF file by return email

AGREEMENT TOQ PAY FEES. I agree to pay fees for searching or copying the records up to
$150. If the fees exceed this amount please advise me of the cost before proceeding. I do not
believe that there should be any charge for providing these records, as there is public interest in
government operations. I am a private individual not seeking documents for commercial use,
such that the following applies: “No fees may be charged by any DoD Component if the costs of
routine collection and processing of the fee are likely to equal or exceed the amount of the fee.
With the exception of requesters seeking documents for a commercial use, Components shall
provide the first two hours of search time, and the first one hundred pages of duplication without
charge.” | would note that because [ am requesting a PDF file, there should not be a per page
copy fee.

PUBLIC INTEREST. The subject of the requested records concerns "the operations or
activities of the government.” The disclosure is "likely to contribute” to an understanding of
government operations or activities. There is no commercial interest. There is significant public
interest in Privacy Act reporting to Congress.

PRESERVATION OF RECORDS AND SEARCHES PERFORMED. Please preserve all
responsive or potentially responsive records and records of your searches in your FOIA case file
until the statutory date for judicial review has passed (should that be necessary) or in accordance
with a NARA approved records schedule, if longer. Records of responsive searches would
include but not be limited to: searches conducted for each specific record sought and all other
records known to the Agency, including dates, manner of searching, responsible agent or
employee conducting each search and the results thereof. ‘

CIVILIAN EMPLOYEES INFORMATION SPECIFICALLY AUTHORIZED FOR
RELEASE
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The following information is specifically authorized for release under the Department of Defense
Privacy Program by reference (b) and is not exempt under FOTA exemption (b}(6):

DoD 5400.11-R, May 14, 2007, DoD Privacy Act Program:;
C4. CHAPTER 4
DISCLOSURE OF PERSONAL INFORMATION TO OTHER AGENCIES AND
THIRD PARTIES
C4.1. CONDITIONS OF DISCLOSURE
[Intervening text omitted]
(C4.2. NON-CONSENSUAL CONDITIONS OF DISCLOSURES
[Intervening text omitted]
€422, Disclosures Required by FOIA
C4.2.2.1, All records must be disclosed if their release is required by Reference (p), as
implemented by Reference (d). The FOIA requires that records be made available to the
public unless withholding is authorized pursuant to one of nine exemptions or one of
three law enforcement exclusions under the Act.
[Intervening text omitted]
C4.2.2.5.1. DoD Civilian Employees
C4.2.2.5.1.1. Some examples of personal information regarding DoD civilian
employees that normally may be released without a clearly unwarranted invasion
of personal privacy include:
C4225.1.1.1. Name.
C4.2.2.5.1.1.2. Present and past position titles.
(C4.2.2.5.1.1.3. Present and past grades.
C4.2.2.5.1.1.4. Present and past annual salary rates.
C4.2.2.5.1.1.5. Present and past duty stations,
C4.2.2.5.1.1.6. Office and duty telephone numbers.
(C4.2.2.5.1.1.7. Position Descriptions.
C4.2.2.5.1.2. All disclosures of personal information regarding Federal civilian
employees shall be made in accordance with OPM release policies.

LEGAL FRAMEWORK OF FOIA

1. The definition of “records” includes:

“[A}ll books, papers, maps, photographs, machine readable materials, or other
documentary materials, regardless of physical form or characteristics, made or received by an
agency of the United States Government under Federal law or in connection with the transaction
of public business and preserved or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures, operations,
or other activities of the Government or because of the informational value of data in them.” 44
U.S.C. § 3301 (emphasis supplied).

2. FOIA requires that “each agency, upon any request for records which (i)
reasonably describes such records and (ii) is made in accordance with published rules stating the
time, place, fees (if any), and procedures to be followed, shall make the records promptly
available to any person” S U.S.C. § 552(a)(3)(A).
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3. FOIA requires that “each agency shall establish a system to assign an
individualized tracking number for each request received that will take longer than ten days to
process and provide to each person making a request the tracking number assigned to the
request” S U.S.C. § 522(a)(7)(A).

4, FOIA requires that each agency shall “establish a telephone line or Internet
service that provides information about the status of a request to the person making the request
using the assigned tracking number, including the date on which the agency originally received
the request; and an estimated date on which the agency will complete action on the request. 5
U.S.C. § 522(a}(7)(B).

5. FOIA also requires federal agencies to make a final determination on
FOIA administrative appeals that it receives within twenty days (excepting Saturdays,
Sundays, and legal public holidays) after the receipt of such appeal, unless the agency
expressly provides notice to the requester of “unusual circumstances” meriting additional
time for responding to a FOIA request. 5 U.S.C. § 552(a)(6)(A)(ii).

6. FOIA expressly provides that a person shall be deemed to have
constructively exhausted their administrative remedies if the agency fails to comply with
the applicable time limitations provided by 5 U.S.C. § 552(a)(6)(A)(I) - (ii). See also 5
U.S.C. § 552(a)(6)(C).

7. FOITA provides that any person who has not been provided the records
requested pursuant to FOIA, after exhausting their administrative remedies, may seek legal
redress from the Federal District Court to enjoin the agency from withholding agency
records and to order the production of any agency records improperly withheld from the
complainant.

8. Regarding he names of the FOIA requesters, the courts have held hat under
the FOIA requesters do not have an expectation of privacy. Stauss v. IRS, 516 F. Supp. 1218,
1223 (D.D.C. 1981),

9. Under FOIA, the federal agency has the burden of sustaining its actions.
5U.S.C.§ 552(a)4)(B).
10. Pursuant to FOIA, a Court may assess attorney fees and litigation costs

against the United States if the Plaintiff prevails in an action thereunder. 5 U.S.C. §
552(a)(4)(E).

11. Department of Justice (DOJ) has issued a handbook addressing FOIA Annual
Reports. See DOJ, Handbook for Agency Annual Freedom of Information Act Reports,
“Disposition of FOIA Requests,” (available at
http://www justice.gov/sites/default/files/oip/pages/attachments/2014/1 1/04/department_of justi
ce_handbook_for agency annual freedom of information_act reports.pdf) (“DOJ
Handbook™).

12. Among other things, the DOJ Handbook states, “All requests (perfected and
non-perfected), appeals, and consultations that were pending at any time during the relevant
fiscal year [October Ist through September 30th] will be captured.”

13. The DOJ Handbook also states:

“[Elach agency is ultimately responsible for the accuracy and completeness of its Annual FOIA
Report. It is therefore essential for agencies to take steps that will ensure that they are
adequately tracking all of the information necessary to complete the Annual FOIA Report
sections detailed below. Agencies that utilize a tracking or case management system for this
purpose are responsible for ensuring that the system they are using can produce an accurate
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Annual FOIA Repeort that is in compliance with the law and Department of Justice guidance.”
DOJ Handbook, at 3.

I believe that I have adequately described the records that I am seeking. If you believe that my
request is unclear, if you have any questions, or if there is anything else that you need from me to
complete this request in a timely manner, please contact me in writing, so that I may perfect my
request. If you deem that any portion of my request is unclear, answer the remaining portions and
I will perfect a request for additional material as needed.

Thank you very much in advance.

With my respect,

(b) (6)

Robert Hammond




ENCLOSURE A



FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION INITIAL FINAL REDACTION
DATETO OFFICE RESPONSE | RESPONSE CODES
CONTROL BATE REQUESTOR/ ACTION ACTION SUSPENSE 1o O
# RECEIVED NAME SUBJECT/TITLE OFFICE OFfICE DATE REQUESTER | REQUESTER COMMENT
Closed 12/08/2011
by requester without
Digital copy of Pubiic respehsiva docs. Tele
patient Affairs/ Out Con to requester NIA
discharge Patience shows that the docs
Cid Stendifer/ | statistics- 2000 | Correspond were recajved thru
#12-01 10/13/2011 | Military Times | thru 2020 ance 10/26/2011 { 11/8/2011 10/17/2011 | 12/8/2011 alternete channels
Pharmacy and Ciosed 11/1/208% -
gilling spoke with KITER
Dept of Health | Information for: - NI
andHuman | NG Granted per signed | ey
Sapyices ] roguest of each
{survey I | -/ patignt {provider
#12-02 §/26/201% | #1039350} A | ALTA 10/31/2011 11/01/2011 | narmes redacted)
CHCS/
mzoz | 100201 (YRS Medical Records | AKLTA W27/2011 | N/A /012002 | 13/1/2011 | Closed 13/01/2005. | WA
NG RECORD.
Ms. Ince will not
provige formal reguest.
Spoke with TN
N - SR
reparding this N/A
7/22/2011 Cemplaint about ﬁr.?waltmi 4
former requester's responsa.
Carryover Supervisor - Patier CLOSED 2/8/2012 - N
from passibie HIPPA Advocacy respense from
CEETEN EV (D) (6) vilat|on (WRAMC). Tequaster




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION INFTIAL fINAL Redaction
DATE 10O OFFICE RESPONSE RESPONSE Codes
CONTROL DATE REQUESTOR/ ACTION ACTION SUSPENSE o T0
H RECEIVED NAME SUBJECT/TITLE OFFICE OFFiCE DATE REQUESTER | REQUESTER COMMENT
Closed 12/15/2011
spoke R
b [E
(b ) (6 ) Qut Patient: Granted In full with NA
#12-08 10/31/2011 Medicsl Records | Records 10/31/2011 § 11/19/2011 { 10/31/2011 palient signed auth.
CLOSED 2/8/2012 -
No response from Wk
wizts  §12/12000 | {(QJH(EY] | police Report LPolice Dept | 32/1/2011 | 12/15/2011 | 12/1/2011 requester
Closed 12/08/2011
Digital copy of by requester without
patient résponsive docs. Tele
discharge Public Con to requester
‘ N/A
statistics Atffalrs/ Out revealed docs were
{paient stay Patience recelved thru
Cid Standifer/ | greaterthan 24 Correspond ahternata channels -

#12-Q7 10/13/2011  Military Timoes | hiours) for 2010 | ance 13/26/2013 | 11/8/2¢11 W0/17/2011 | 12/8/200% Spgp 12-01




FY12 FOIA PROCESSING LOG
Ot 2011 - Sep 2012

Redaction
ACTION INITIAL FINAL Codes
DATETQ QFFICE RESPONSE RESPONSE
CONTROL DATE REQUESTOR/ ACTION ACTION SUSPENSE Fey T
# RECEIVED MAME SUBJECT/TITLE OFFCE QFFICE DATE REQUESTER | REQUESTER COMMENT
Perfi¥ "
she will collect and
distribute
Informatian for and
1o this affice,
Responsive
documaents recelved
frorn EERERA {b) 6
Redactions made, (b7}
Al and entlre dacs were
Cemmunication given toy RO on
to or frem - 1/13/2012 for review
WRMMC staff and procassing,
discussing CoS Response docs back
Callzhan's 10 JAG 3 times.
/1472011 Finally sent to JJAG
masmo, priot ko Nawy Yard (Pantagon;
and after e 24171202,
release; and Rwditing response.
copy of prior CiOSED
Americans for | policy regarding
Limited “no religious
#12-08 12/20/2011 | Government ltems" section. JAG




FY12 FOIA PROCESSING LOG

 Oct 2011 - Sep 2012

ACTION INFFIAL FINAL Redaction
DATE DATETQ OFEICE RESPONSE | RESPONSE Codes
CONTROL RECEWED REQUESTOR/ ACTION ACTION SUSPENSE ™ T0
# NAME SUBIECT/YITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT
she wili collect and
distribute
inforimation for and
1o this office.
Resgonsive
documents recelved .
from EIECH. (b)Y
Redactions made, (b}n
and entire docs were
given to TGN on
Communication 1/13/2012 for review
to or from and processing,
WRMRC staff CLOSED
discussing Cos
Callahan's
8/14/2011
mamag, prior o
and after
release; and
copy of pricr
Family potley ragarding
Research "nu religious
#12-09 12/2%/3011 ; Council items” sactlon,




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
]

DATE
RECEIVED

ACTION INITIAL FINAL
N DATE TO OFFICE RESPONSE RESPONSE
REQUESTOR/ ACTION ACTION SUSPENSE 0 T0
NAME SUBIRCT/TITLE OFFICE QFFICE BATE REQUESTER | REQUESTER J COMMENT

Redacticn
Cotas

#12-10.

12/21/2051

MOTE: !contactad
the “father" to say
that we neaded
proaf of his tdenty
bafore wa coald
process Mis reguest,
MHe was in a class;
took my number ans
says he will callme
kack, Tried ¢

several times. No
return call recefved,
E-malied him/her on
1/2.7/2012 and called
agaln several times,
H/she read e-mzii on
Copy of his sons 1/17/2012,
latest NAVPERS
1070/502 -
NOTE; Son = NAVY
HN3 Parspnnel -
0

CLOSED 2/8/2002.
Nb rasponse from
requester,

(b) (6) died on 9 Aug
Father 2011

/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

Redaction
Codes
ACTION INITIAL FINAL
DATE DATE TO OFFICE RESPONSE RESPONSE
CONTROL [ preewip REQUESTOR/ ACTION ACTION SUSPENSE TO 10
# NAME SUBJECT/TITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT
Sales data for
monhsrs
procured by
manufacturer Contracting N/A
end thedollar | - S5 CLOSED 2/8/2012
Philips Health | amaunts of
Care-Pamela | those 1 page docurnent
#12-11 1/17/2012 | Knop piocuraments. | RS faved to Ms, Knogp
ALl dociments contact Pax and
betweaen any Refarved received responsive
one that pertains | back te: dots on/about 15
(bS); (DHE
to the work Naval Health feb 2012. | recalvad bY7)
David P. performance Clinke; 47149 docs on 17 Peb 2012,
Sheldon, £sq - | and any advers2 | Buse Read; Prepared letter for
On behalf of actions the Patuxent, requester. JAG has
corR[QKE) | commend has MD 20670~ back for review on
#1212 1/31/2012  [[(JXEQMUsN | taken 1540 1/31/2012 | N/JA 1/31/2612 | N/A 347/2012
Net 2 WRNMMC
case. Transfereed to
LexisNexls - on WRAMC - WRAMC PD- Forest | N/A
behaif of Forost Glan Glen.
( b ) (6 ) Auto Accident Police
#12-13 1/31/2012 Repart Depart 2/1/2012 N/A 2/4/2012 2/1/2012 CLOSED




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

Redaction
Codes
ACTION INITIAL FINAL
DATE RATETO QFFICE RESPONSE RESPONSE
CONTROL RECEVED REQUESTOR/ ACTION ACTION SUSPENSE TO T
# NAME SUBJECT/YITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT
All faciiities
construciion CLOSED-83/08/2012
information of ror EFECUMTINNE
WRNMMC -forwarded caseto | y/n
{formally Fadilitles s, SEECEINE -t
NNmIC/Bethesda | CREKEVINI Faclfities and notified
Machonald NavalHospitat) | [N the requester. Sea e

£#12.44 2/23/2012 | Law Group from 1341-1982 | NENENIN) 3/6/2012 N/A 3/6/2012 41642012 mail string
Medical Regords CLOSED - 3/8/2012.
referred from Because they were
JAG, Criminal his medical records,
Law Division, reigase in full, No N/A

#12-18 v (D) (6) {Cade 20} N/A N/A N/A N/A N/A charge

#i2.16 4732012 Cooley, LLP Contract Contracting | 4/3/2012 47237204 | 4/3/2012

Patricia Perry | information an { - Attn:

G NMMC &
WRAMC
contracts on {bH6}
Orthotics and .
Prosthetics for
medicai and
surgical
instruments.




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION INITIAL FINAL Redaction
DATETO OFFICE RESPONSE | RESPONSE Codes
CONTROL REQUESTOR/ ACTIGN ACTION SUSPENSE T0 ™0
# DBATE RECEIVED NAME SUBSECT/TITLE OFFICE QOFFICE DATE REQUESTER REQUESTER COMMENT
#12-17 4/18/2012 Cohen & Identity of Blood [ NARMC - 4/19/2012 B/A N/A 4/19/2012 Snoke with Ms.
Cohen, P.C Bank civilian, Ft Brlvolr; Kim Brooks-
Kim Brooks- | non-¢ivilian and | ATTA: Redrey and
Rodney contractor from * informed that
F8 137125711 ¢ase was
transferred to
NARMC (per MNiA
[RERARY]
)
sent foilow-up
e-mail to Ms,
Brogks-Rodney
and ST
{NARMC FOIA
DOfficar). Ses
nota in folder
for further
comiments.
CLOSED
A7 19/2002
#12-18 4/24/2012 Fayatteville Warrior NRMC - N/A N/A N/A N/A hes {1
Observer Transitlon Ft Belvolr; forwarded me 3
frigade arrv: (M copy of this
Dischargss | 7H request, | 7

informed this
WS NIt my case
and gave her
genersl
guldance on
processingit
LLERED

Al RafamR




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL

DATE RECEIVED

#12-1¢

#12-20

4/18/205£2

REQUESTOR/
NAME

SUBJECT/TITLE

ACTION
OFFICE

DATE TO
ACTION
QFFICE

ACTION
OFfICE
SUSPENSE
DATE

IN{TIAL
RESPONSE
TC
REQUESTER

FINAL
RESPONSE
TO
.REQUESTER

COMMENT

Redaction
Codes

Graduate
racords from
civilian
organization

Chvilian
Hospital -
Akron, Qhio

N/A

/A

N/A

M/A

Thig ona is
aurmbered out
aforder, Thisls
not a gase for
this office.
intormed
reguaster that
he must submit
his request to
Akron Hospltal.
We have no
oversight on
civilian
organizations -
CLOGED
A/16/2032

h/A

Personal
informatlian on
result of lab
tests conducted

FOIA Office

N/A

N7A

1/A

N/A

Request was
received from
Navy Criminal
Investigative
Service at
Quantico, VA.
That agency
s#nt most of
the response o
SRR - o
wanted this
agencydn agree
to sending the
rasuils of the
lab tests,
CLOSEN

5234 2063

(b){8)




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION NITAL FINAL
DATETO OFFICE RESPONSE RESPONSE
CONTROL REQUESTOR/ ACTION ACTION SUSPENSE TO ™
# DATE RECEIVER NAME SUBJECT/TITLE OFFICE OFFICE DATE REQUESTER REQUESTER COMMENT
#i32-21 Glenda Rattle | Therapeutic FOIA Offlce &/14/2012 7/20/2012 5f44/2012 7/20/2012 TRANSFERRED
vehavioral to SE Reglon -
heaith screening, Naval Air
6/14/2012 psychologleat Station,
{out of assessments, Jacksonville, FL [ N/A
SEGUaNca) referrals, links 32212-0102
w/fprovidars, LLOSED
partners with 77E3) 202
jocal Chaplains
and MELC -3 s Oyt of
seguence -
#12-22 L CMEQ Report-9 | WRNMMC - | N/A N/A N/A N/A pe{ITTIERI -
Mar 2042 JAG Gffice; f2quest came
POL o his offica.
) He gathered
the
information,
did the N/A
redactions andd
will presant
documants to
reguester. He
onlfy wants this
office to
"seriafize” the
case.
CHBED

&f7/2n2




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
f

DATE RECEIVED

REQUESTOR/
NAME

SUBJECT/TITLE

ACTION
OFFICE

PATE TQ
ACTION
OFFICE

ACTION
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
0
REQUESTER

FINAL
RESPONSE
TQ
REQUESTER

COMMENT

#12-23

6/5/2017

Any and alk
Inforrnation
concerning
hushand's
accident

Naval Drstrict
of
Washingtan

6/6/2012

N/A

6/5/2012

6/6/2012

Spoke with

at NOW who
cenfirmed case
beionged to
tham,
Transferred
case to her
6/6/2012.
LLOSED
6742012

N/A

i12-24

7572012

LEXIS NEXIS v
jieYs (D) (6)

(b) (6)

Actident Report

#2231634001G1

N/A

N/A

N/A

7/i3/2012

7/11/2012

Spoke with

at
LexisNexis to
inform that|{
needed a
release iettar
from the:
insurad, tlads
reguestad that
terminate case,
Her office will
send a new
reuest along
with release
docyment.
CLOSED
/1172072

N/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

#12-25 7/16/2012 Mr Wade B | Outlook FOIA/IAG 7/16/2012 7/31/ 2012 7/18/2012 7/19/2012 Sent requester
Casey Calendar, Lell final response,
phone and text Info requested
MEessIEes 1s denled via
pertaining to Exemption &
5 i, and the #rivacy
on 20 Act. NA
Apr 2012 from
1430-1530 CLOSED
7/As Az
Ragpenad dus
to tustomer
consems 7/23
CLOSED 2nd
time 8/16/2012
f#12-26 7/26/2032 CPT Ryan Requasts for EQIA 7/36/2012 N/A 7/26/2012 7/26/2012 Spoke with i
toward-on | religlous | ]
,behalf of MAJ | accorsmodation confirmed that
Nidal M. to weal beard, tha information
Hasan turban, Yakama, he neaded is at | MSA

et Also
Comrmand
policies ralating
o religious
arccommedation
for past 10 years

FT. Relvolr
{whera WRAMC
records were
transfersed to},
| cormacted Ft.
Belvoir to
inform of the
trapsfet then
sent request
electronically,
CLEISED

RO R0LE




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
#

DATE RECEIVED

REQUESTOR/
NAME

SUBJIECT/TITLE

ACTION
OFFICE

DATE TO
ACTION
QFFICE

ACTION
CFFIcE
SUSPENSE
DATE

INITEAL
RESPONSE
TO
REQUESTER

FINAL
AESPONSE
TO
REQUESTER

COMMENT

Redaction
Codes

#12-27

7/ j2012

touls franch

IG Investigation

<]

Awalting official
reguest. No
response from
requestar since
/262012
therefore case
CLOSED
9/B/20312

R/ A

#12/28

5/25/2012
(ot of
seguance]

Fitzpatrick,
Hunt, Tucker,
Collier,
Pagang,
Aubert

Hea ECCras

NMedical
Records

Outpatient
Records

Sent request to
Recards for
direet reply to
requester,
Asked for vopy
of response.
Didntgat it
from recosds,
Called
requaster who
conflimed she
had received
requested
doctaneants.
CLESED
7/20{2012

N/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
#

DATE RECEIVED

REQUESTOR/
NAME

SUBJECT/TITLE

ACTION
OFFICE

DATETO
ACTION
OFFICE

ACTION
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
0
REQUESTER

FINAL
RESPONSE
TO
REQUESTER

COMMENT

Redaction
Codes

#1229

g/1/2012

(b) (6)

Pulice Racords

JAG/FOIA

8/1/2012

8/13/2012

8/1/2012

flesponsive
doruments sent
10 requester via
e-mail,

CLOSED
8F16G/2032

(bH&}

#1230

8/14/2012

Allen Conrad

1G Report

8/14/2012

8/21/2012

8/14/2012

Requested
documetns sent
1o requester via
email. CLOSED
4/19/2012

{BHek
B)7)

#12-31

8/14j2032

MNavai Health
Clinic Quantico
records

NHC
Quantico

871412012

8/28/2002

2/14/2012

Case
transferrad to
Quantico
9/10/2012 ~ see
notes and e-
matls in folder.
CEOSED
/112
REOPEMED -
9/11/7012
Quartico did
Not PIOCESS,
gadastions
completed and
a0t to
)
approval to
sl to
reguaster MUY
Gf13/e0i2

{b)(6)




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
]

DATE RECEIVED

REQUESTOR/
NAME

SUBJECT/TITLE

ACTION
QFFICE

OATETO
ACTION
OFFICE

ACTION
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
TG
REQUESTER

FINAL
RESPONSE
T
REQUESTER

COMMENY

Redaction
Codes

#12-32

Unknown

I 6
D) (O

Formal copy of
CMEQ report

WRNMMC
1AG OFFICE

Unknown

mknown

Unkrsown

e RN -
Raquest came
te hls office.
He gathered
the
information,
did the
redactions and
will present
documents to
requester, He
only wants this
officeto
“serializa’ the
rase,

CLOSED

B 16/ 012

NA

12-33-

8/24/2012

(b) (6)

Psychiatric
Records

WRAMC 1AG

CEOSED
9/10/2012

N/&

1235

9/10/2012

Nigk
Nowatney

Dept of
Pediatries/IA
GfFOIA

9/10/2012

9/17/2012

5/10/2012

—

NOTE: Casa
was hand

delivered by
2 Ha

fhad
already
gathered
information
from

MG, USN, Dept
of Peds;
AFCFCP.

N/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

Melntosh

ACTION INTIAL FINAL “Ed":t"’"
DATE T OFFICE RESPONSE | RESPONSE Codes
CONTROL REQUESTOR/ ACTION ACTION SUSPENSE ™0 TO
# DATE RECEIVED NAME SUBJECT/TITLE OFFICE OFFICE DATE REQLIESTER REQUESTER COMIMENT
1235 9/10/2012 Roger Inspection, Contracting 571172012 9/18/2012 9/11/2012
Myerberg avaluation, Via g-mall
testing and
analysis of 2
23mm
WMedtroalc bio-
prosthetls valve-
Medtranic Corp. .
1236 a/25/2012 Charles Copy of Command §/25/2012 | N/A-hand 9/25/2012 Gf25/2012 | Two part N/A
Porter WRNMMC thst Secratariat catried and refjuast, This
572G.4C - renaived no office answered
#ible Hand Instruction 1,3,84, and
aumzD S
, answered 2 4 5
12-37 Y 26/2012 {W4 Rajush Dosumaents from | FOIA Office 9/26/2012 N/A 92672012 9/26/2012 Transfarred to N/A
' Sabharwal Ft, Meade NSA - Ft, Meade
12-38 /242012 Signature Contract Contracting 5/24/2012 6/2/2012 6/19/2012 Redacted
performance, | Information - information
ING - for WOILYTZ-12:P- given to e}
client; Kally 0516 requester




From: CIY_USN_BUMED FCH VA (IS)
To! 3 QIAG, Code 14
Subject: : FOIA End of Year Report

Data: Friday, November 13, 2015 12:26:16 PM

FOIE!PA !aralegal Specialist

Bureau of Medicine and Surgery

Medical—i.eial Affairs Office

FOR QFFICIAL USE ONLY (FQUO) - PRIVACY SENSITIVE. Any misuse or unautherlzed
disclosure may result in both civil and criminal penaitles.

----- riginal Message«----
Erom: MCIV NNMC
Monday, October 01, 2012 4:36 PM

GS BUMED
Subject: RE: FOIA End of Year Report

Yas, but I'm off on Friday. Any other day will be perfect

————— Original Massage-----
From: h GS BUMED
Sent; Mandaii October 01, 2012 3:20 PM

To: CIV NNMC
Subject: RE: FOIA End of Year Report

Good afternoon. Thanks! Will you be available in the next day or two to
disctiss? v/r

FOLA!PA Paralegaf Spedialist

Bureau of Medicine and Surgery

Mec!ical-Leial Affairs Office

comm IEIBE

FOR QFFICIAL USE ONLY (FOUO} - PRIVACY SENSITIVE. Any misuse or
unguthorized
disclosure may resutt In both cvil and criminal penaltfes.

~~~~~ Original Message««~-»
From: Mbcw NNMC
Sent: Maonday, Qctober 01, 2012 3:09 PM




To: | i GS BUMED
Ce CIV NNMC
Subject: FOIA €nd of Year Report

Good moming - In follow-up to our conversation regarding the FOIA end
of year report, attached please find the Processing Log as discussed. '

Please let me know if thera is anything else I need to do.

Thanks!

e




ENCLOSURE B




Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Tuesday, December 19, 2017 7:41 AM , "

To: TR OPNAY, DNS-36'

Subject: FW: [Non-DoD Source] FOIA DON 18-Q - Walter Reed FY 2012 Annual FOIA Report
Submission as received by BUMED '

Attachments: DON 18-O: BUMED- WRNMMC Unredacted FOIA Reoort with enclosures.pdf

Signed By: m@mail‘mil

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste ([
Falls Church, VA 22042-5124

(b) (6) Email.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized
disclosure may result in both civil and criminal penalties.

----- Original Message-----
From: Maol.com [mailto[{)X(S)) @aol.com)

Sent: Sunday, November 26, 2017 8:58 AM

To: Garcia, Della W CIV USN BUMED FcH VA (US); [{Q) X&) @mail.mil; Garcia, Della W CIV USN BUMED FCH VA
(Us)

Subject: [Non-DoD Source] FOIA DON 18-0 - Walter Reed FY 2012 Annual FOIA Report Submission as received by
BUMED

All active links contained in this email were disabled. Please verify the identity of the sender; and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

RobertHammond

@aol.com

November 26, 2017
FOIA OFFICER

DEPARTMENT OF THE NAVY



BUREAU OF MEDICINEAND SURGERY (BUMED)
7700 ARLINGTON BOULEVARD

CH, VA 22042
med.navy.mil
Subject: FOIA Request — WalterReed FY 2012 Annual FOIA Report Submission as received by BUMED
Requester Personal Reference Number: FOIA DON 18-O

<Caution-file:///C:/Users/Bob/AppData/Local/Temp/mschtmlclipl/01/clip_image001.png> References: <Caution-

file:///C:/Users/Bob/AppData/Local/Temp/msohtmiclip1/01/clip_image001.png> (a) The Freedom of Information Act
(“FOIA”), 5 U.S.C. § 552 et seq., as amended,

(b} Jointpublication of U.S. Departmentof Justice, Executive Office of the President andU.S. General Services
Administration of July 2011, “Your Right to Federal Records”

(c) The Privacy Act (“PA”) of 1974, 5 U.S.C. § 552a, et seq., as amended (d)DoD 5400.11-R, May 14, 2007, Departmentof
Defense Privacy Program

(e) DoD 5400.7-R,September 1998, DoD Freedomofinformation Act(FOIA) Program (f)DoD 5400.11-R, May 14, 2007,
Departmentof Defense Privacy Program

(g) DoD 6025.18-R,Jan.24, 2003, DoD Health InformationPrivacy Regulation

(i) GAO ReportGAO-12-8280of July 2012,subject Freedom of InformationAct

(i) Pepartmentof Justice HandbockforAgency Annual Freedom of InformationAct Reports

Dear Ms. Garcia:
This is a FOIA request, not an appeal.
This Requestwill be ripe for judicial review in twenty working days.

| am submitting this request under the Freedom of InformationAct(“FOIA”), 5 U.S.C. § 552 et seq., as amended. If you
deny all or any part of thisrequest, please cite each specific exemption you think justifies your decisionnot to release the
information and notify me of appeal procedures availableunder the law. References cited above apply.

RECORDS SOUGHT VIA FOIA.
lam respectfullyseeking all records in NAVSEApossession related to:

a. Anunredacted copy of Walter Reed’s FY 2012 Annual FOIA Report submission records asreceived by BUMED, to
include the forwarding carrespondence thereof. Please seeEnclosure A

b. Notethat the email addresses of Della Garcia (BUMED) and Judy Bizzell (Walter Reed(WRNMMC)) have been
released into the public domain countless times with regardto their FOIA duties. See Enclosure B

c. Also,there is no privacy exemption with regard to public employees in their officialcapacities.

2. Recordsindicating how BUMED reported my FOIA Request at Enclosure A in BUMED's FY 2014and subsequent FOIA
Reports via BUMED's Reporting Chain.

3. lam also requesting that a copy of this FOIA Request (which isan agency record) be included as a responsive record
integral to my Request.

Requested Format. | am respectfully requestingthat documents be provided asa singlePDF file by return email

Agreement toPay Fees:. | agreeto pay fees for searching or copying the recordsup to $150. If the fees exceed thisamount
please advise me of the cost before proceeding. | do not believethat there should be anycharge forproviding these
records, as there is public interest ingovernmentoperations. | am a private individual not seeking documentsfor

commercial use,suchthat the following applies: “Nofees may be charged byany DoDComponent if the costs of routine

2



collectionand processing of the fee are likely to equal or exceedthe amount of the fee. With the exceptionof
requestersseeking documentsfor a commercial use,Components shall providethe first two hours of search time,and the
first one hundred pages ofduplication without charge.”l would note that because | am requesting a PDFfile, thereshould
not be a per page copyfee.

PUBLIC INTEREST. Thesuhject of the requested records concerns "the operations or activities ofthe government.” The
disclosure is "likely to contribute" to anunderstanding of government operations or activities. There is no
commercialinterest. There is significant public interest in Privacy Act reporting toCongress.

PRESERVATION OF RECORDS ANDSEARCHES PERFORMED. Please preserve all responsiveor potentially responsive
records andrecords of yoursearches in your FOlAcase fileuntil the statutory date forjudicialreviewhaspassed {should that
be necessary) orin accordance with a NARA approvedrecords schedule, if ionger.Records of responsive searches would
include but not be limited to: searchesconducted for each specific record sought and all other records known to
theAgency, including dates, manner of searching, responsible agent or employeeconducting each search and the results
thereof. ‘

Civilian Employees Information SpecificallyAuthorized for Release

The following information isspecifically authorized for release under the Departmentof Defense Privacy Program by
reference (b) and isnot exempt under FOIA exemption {h}(6):

Pob 5400.11-R,May 14, 2007, DoD Privacy Act Program:

CA.CHAPTER 4

DISCLOSUREOF PERSONAL INFORMATION TO OTHER AGENCIES AND THIRD PARTIES C4.1.CONDITIONS OF DISCLOSURE

[Intervening text omitted] C4.2.NON-CONSENSUAL CONDITIONS OF DISCLOSURES [Intervening text omitted]

C4.2.2.Disclosures Required by FOIA C4.2.2.1. All records must be disclosed if their release is required byReference (p),

as implemented by Reference (d). The FOIA requires that recordsbe made available to the public unless withholding is

authorized pursuant toone of nine exemptions or one of three law enforcement exclusions under theAct.

[Intervening text omitted) ‘

C4.2.2.5.1.DoD Civilian Employees

C4.2.2.5.1.1.5ome examples of personal information regarding DoD civilian employees thatnormally may be released

without a clearly unwarranted invasion of personalprivacy include:

C4.2.2.5.1.1.1.Name.

C4.2.2.5.1.1.2.Present and past position titles.

€4.2.2.5.1.1.3.Present and past grades.

C4.2.2.5.1.1.4.Present and past annual salary rates.

C4.2.2.5.1.1.5.Present and past duty stations.

C4.2.2.5.1.1.6.0ffice and duty telephone numbers.

C4.2.2.5.1.1.7.Position Descriptions.

C4.2.2.5.1.2.All disclosures of personal information regarding Federal civilian employeesshall be made in accordance
with OPM release policies. '

LEGAL FRAMEWORK OF FOIA

1. The definition of“records” includes:

“[Alll books, papers, maps, photographs, machine readablematerials, or other documentary materials, regardlessof

physical form or characteristics,made or received by anagency of the United States Governmentunder Federal law or in

connection with the transaction ofpublic business and preserved or appropriatefor preservation by that agency or

itslegitimate successoras evidence of the arganization, functions, policies, decisions, procedures,operations, or other

activities of the Government or because ofthe informationalvalue of data in them.” 44 U.S.C. § 3301 {emphasis
supplied).




2. FOIA requires that “each agency, upon any request forrecords which (i} reasonably describes such records
and (ii) is made inaccordance with published rules stating the time, place, fees (if any}, andprocedures to be followed,
shall make the records promptly available to anyperson” 5 U.S.C. § 552(a){3)(A).

3. FOIA requires that “each agency shallestablish a system to assign an individualized tracking number for each
requestreceived that will take longer than ten days to process and provide to eachperson making a request the tracking
number assigned to the request” 5 U.S.C. § 522{a)(7}(A).

4, FOIA requires that each agency shall “establish a telephone line or Internetservice that provides information
about the status of a request to the personmaking the request using the assigned tracking number, including the date
onwhich the agency originally received the request; and an estimated date onwhich the agency will complete action on
the request. 5 U.5.C. § 522(a)(7}{B).

5. FOIA alsorequires federalagenciesto makea final determinationon FOIA administrativeappeals that itreceives
withintwenty days (exceptingSaturdays,Sundays, andlegal public holidays) afterthereceiptof
suchappeal,unlesstheagency expressly provides noticeto the requester of “unusualcircumstances” meriting additional
time for respondingto aFOIA request.5 U.S.C. § 552(a){6)(A)(ii).

6. FOIA expresslyprovides thata personshallbe deemed to have constructively exhaustedtheir
administrativeremediesif the agencyfailsto complywiththeapplicable timelimitationsprovidedby 5U.5.C. § 552(a){6}{A){1})-
(ii).See also 5 U.5.C. § 552{a){6)(C).

7. FOIA providesthatany person who hasnotbeen providedtherecords requested pursuant toFOIA, after
exhausting theiradministrative remedies,mayseeklegal redressfrom the FederalDistrict Courtto enjoin the agencyfrom
withholding agency recordsand toordertheproductionof any agencyrecords improperlywithheld from the complainant.

8. Regarding he names of the FOIA requesters, the courts have held hat under theFOIA requesters do not have
an expectation of privacy. Stauss v. IRS, 516 F.Supp. 1218, 1223 (D.D.C. 1981),

9, Under FOIA, the federalagency has the burden ofsustainingits actions. 5 U.5.C.§552(a){4){BR).

i0. - Pursuantto FOIA, a Court may assess attorney feesand litigation costs againsttheUnited States ifthe
Plaintiffprevails inan actionthereunder. 5 U.5.C. § 552(a}(4)}(E).

11. Department of Justice (DOJ) has issued a handbook addressing FOIA AnnualReports. See DOJ, Handbook for

AgencyAnnual Freedom of Information Act Reports, “Dispositionof FOIA Requests,” {availableat Caution-
http.//www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of_justice_handbook_for_
agency_annual_freedom_of_information_act_reports.pdf < Caution-
http://www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of justice_handbook_for_
agency_annual_freedom_of information_act_reports.pdf > } (“DOJ Handbook”).

12. Among other things, the DOJ Handbook states, “All requests {perfected andnon-perfected), appeals, and
consultations that were pending at any time duringthe relevant fiscal year [October 1st through September 30th] will
becaptured.”

13. The DOJ Handhook also states:

“[EJach agency is ultimately responsible for the accuracy andcompleteness of its Annual FOIA Report. It is therefore
essential foragencies to take steps that will ensure that they are adequately tracking allof the information necessary to
complete the Annual FOIA Report sectionsdetailed below. Agencies that utilize a tracking or case management system
forthis purpose are responsible for ensuring that the system they are using canproduce an accurate Annual FOIA Report
that is in compliance with the law andDepartment of Justice guidance.” DOJ Handbook, at 3.

| believe that | have adequately described therecords that | am seeking. If you believe that my request is unclear, if
youhave any questions, or if there is anything else that you need from me tocomplete this request in a timely manner,
please contact me in writing, so thatl may perfect my request. If you deem that any portion of my request isunclear,
answer the remaining portions and | will perfect a request foradditional material as needed.

Thank you very much in advance.

With my respect,

W’Robert Hammond -



Robert Hammond

(@aol.com

November 26, 2017
FOIA OFFICER
"DEPARTMENT OF THE NAVY
BUREAU OF MEDICINE AND SURGERY (BUMED)
7700 ARLINGTON BOULEVARD
FALLS CHURCH, VA 22042

( b ) (6 ) (@med.navy.mil

Subject: FOIA Request — Walter Reed FY 2012 Annual FOTA Report Submission as received by .
BUMED

Requester Personal Reference Number: FOIA DON 18-0O

References: (a) The Freedom of Information Act (“FOIA™), § U.S.C. § 552 et seq., as
amended,

(b) Joint publication of U.S, Department of Justice, Executive Office of the
President and U.S. General Services Administration of July 2011, “Your
Right to Federal Records”

(c) The Privacy Act (“PA”) of 1974, 5 U.S.C. § 5524, et seq., as amended

(d) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program

(e) DoD 5400.7-R, September 1998, DoD Freedom of Information Act
(FOTA) Program ,

(f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy

Program

(g) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation

(i) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act

(j) Department of Justice Handbook for Agency Annual Freedom of Information

Act Reports

Dear Ms. Garcia:

Thisis a FOL'\- request, not an appeal.

This Request will be ripe for judicial review in twenty working days.

[ am submitting this request under the Freedom of Information Act (“FOIA™), 5 US.C. § 552
et seq., as amended. If you deny all or any part of this request, please cite each specific

exemption you think justifies your decision not to release the information and notify me of
appeal procedures available under the law. References cited above apply.
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I am respectfully seeking all records in NAVSEA possession related to:

a. Anunredacted copy of Walter Reed’s F'Y 2012 Annual FOIA Report
submission records as received by BUMED, to include the forwarding
correspondence thereof. Please see Enclosure A

b. Note that the email addresses of Della Garcia (BUMED) and Judy Bizzell
(Walter Reed (WRNMMC)) have been released into the public domain
countless times with regard to their FOIA duties. See Enclosure B

¢. Also, there is no privacy exemption with regard to public employees in their
official capacities.

2. Records indicating how BUMED reported my FOIA Request at Enclosure A in
BUMED?’s FY 2014 and subsequent FOIA Reports via BUMED’s Reporting Chain,

3. Tam also requesting that a copy of this FOIA Request (which is an agency record) be
included as a responsive record mtegral to my Request.

REQUESTED FORMAT. I am respectfully requesting that documents be provided as a single
PDF file by return email

AGREEMENT TO PAY FEES. I agree to pay fees for searching or copying the records up to

'$150. If the fees exceed this amount please advise me of the cost before proceeding. I do not

believe that there should be any charge for providing these records, as there is public interest in
government operations. I am a private individual not seeking documents for commercial use,
such that the following applies: “No fees may be charged by any DoD Component if the costs of
routine collection and processing of the fee are likely to equal or exceed the amount of the fee.
With the exception of requesters seeking documents for a commercial use, Components shall
provide the first two hours of search time, and the first one hundred pages of duplication without
charge.” I would note that because I am requesting a PDF file, there should not be a per page
copy fee.

PUBLIC INTEREST. The subject of the requested records concerns "the operations or
activities of the government.” The disclosure is "likely to contribute™ to an understanding of
government operations or activities. There is no commercial interest. There is significant public
interest in Privacy Act reporting to Congress,

PRESERVATION OF RECORDS AND SEARCHES PERFORMED. Please preserve all
responsive or potentially responsive records and records of vour searches in your FOIA case file
until the statutory date for judicial review has passed (should that be necessary) or in accordance
with a NARA approved records schedule, if longer. Records of responsive searches would
include but not be limited to: searches conducted for each specific record sought and all other
records known to the Agency, including dates, manner of searching, responsible agent or
employee conducting each search and the results thereof.

CIVILIAN EMPLOYEES INFORMATION SPECIFICALLY AUTHORIZED FOR
RELEASE
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The following information is specifically authorized for release under the Department of Defense
Privacy Program by reference (b) and is not exempt under FOIA exemption (b)(6):

DoD 5400.11-R, May 14, 2007, DoD Privacy Act Program:
C4. CHAPTER 4
DISCLOSURE OF PERSONAL INFORMATION TO OTHER AGENCIES AND
THIRD PARTIES
(C4.1. CONDITIONS OF DISCLOSURE
[Intervening text omitted]
C4.2. NON-CONSENSUAL CONDITIONS OF DISCLOSURES
[Intervening text omitted]
C4.2.2, Disclosures Required by FOIA
C4.2.2.1. All records must be disclosed if their release is required by Reference (p), as
implemented by Reference (d). The FOIA requires that records be made available to the
public unless withholding is authorized pursuant to one of nine exemptions or one of
three law enforcement exclusions under the Act.
[ntervening text omitted]
C4.2.2.5.1. DoD Civilian Employees
C4.2.2.5.1.1. Some examples of personal information regarding DoD civilian
employees that normally may be released without a clearly unwarranted invasion
of personal privacy include:
C4.2.2.5.1.1.1. Name.
C4.2.2.5.1.1.2. Present and past position titles.
C4.2.2.5.1.1.3. Present and past grades.
C4.2.2.5.1.1.4. Present and past annual salary rates.
C4.2.2.5.1.1.5. Present and past duty stations,
C4.2.2.5.1.1.6. Office and duty telephone numbers,
C4.2.2.5.1.1.7. Position Descriptions.
C4.2.2.5.1.2. All disclosures of personal information regarding Federal civilian
employees shall be made in accordance with OPM release policies.

LEGAL FRAMEWORK OF FOIA

1. The definition of “records” includes:

“[A]Y books, papers, maps, photographs, machine readable materials, or other
documentary materials, regardless of physical form or characteristics, made or received by an
agency of the United States Government under Federal law or in connection with the transaction
of public business and preserved or appropriate for preservation by that agency or its legitimate
successor as evidence of the organization, functions, policies, decisions, procedures, operations,
or other activities of the Government or because of the informational value of data in them ” 44
U.8.C. § 3301 (emphasis supphed)

2. FOIA requires that “each agency, upon any request for records which (i)
reasonably describes such records and (ii) is made in accordance with published rules stating the
time, place, fees (if any), and procedures to be followed, shall make the records promptly
available to any person” 5 U.S.C. § 552(a)}(3)(A).
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3. FOIA requires that “each agency shall establish a system to assign an
individualized tracking number for each request received that will take longer than ten days to
process and provide to each person making a request the tracking number assigned to the
request” 5 U.S.C. § 522(a)(7)(A).

4. FOIA requires that each agency shall “establish a telephone line or Internet
service that provides information about the status of a request to the person making the request
using the assigned tracking number, including the date on which the agency originally recetved
the request; and an estimated date on which the agency will complete action on the request. 5
US.C. § 522(a)7)(B).

. FOIA also requires federal agencies to make a final determination on
FOIA admlmstratwe appeals that it receives within twenty days (excepting Saturdays,
Sundays, and legal public holidays) after the receipt of such appeal, unless the agency
expressly provides notice to the requester of “unusual circumstances” meriting additional
time for responding to a FOIA request. 5 U.S.C. § 552(a)(6)(A)(ii).

6. FOIA expressly provides that a person shall be deemed to have
constructively exhausted their administrative remedies if the agency fails to comply with
the applicable time limitations provided by 5 U.S.C. § 552(a)(6)(AXD) - (i1). See also 5
U.S.C. § 552(a)(6)(C).

7. FOIA provides that any person who has not been provided the records
requested pursuant to FOIA, after exhausting their administrative remedies, may seek legal
redress from the Federal District Court to enjoin the agency from withholding agency
records and to order the production of any agency records improperly withheld from the
complainant.

8. Regarding he names of the FOIA requesters, the courts have held hat under
the FOIA requesters do not have an expectation of privacy. Stauss v. IRS, 516 F. Supp. 1218,
1223 (D.D.C. 1981),

9. Under FOIA, the federal agency has the burden of sustaining its actions.
5U.S.C.§ 552(a)(4)(B).
10. Pursuant to FOIA, a Court may assess attorney fees and litigation costs

against the United States if the Plaintiff prevails in an action thereunder. 5 U.S.C. §
552(a)(4)(E).

11 Department of Justice (DOJ) has issued a handbook addressing FOIA Annual
Reports. See DOJ, Handbook for Agency Annual Freedom of Information Act Reports, /
“Disposition of FOIA Requests,” (available at
http://www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of justi
ce_handbook_for_agency_annual freedom_of information_act reports.pdf) (“DOJ
Handbook™).

12, Among other things, the DOJ Handbook states, “All requests (perfected and
non-perfected), appeals, and consultations that were pending at any time during the relevant
fiscal year [October 1st through September 30th] will be captured.”

13. The DOJ Handbook also states:

“[Elach agency is ultimately responsible for the accuracy and completeness of its Annual FOIA
Report. It is therefore essential for agencies to take steps that will ensure that they are
adequately tracking all of the information necessary to complete the Annual FOIA Report
sections detailed below. Agencies that utilize a tracking or case management system for this
purpose are responsible for ensuring that the system they are using can produce an accurate
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Annual FOIA Report that is in compliance with the law and Department of Justice guidance.”
DOJ Handbook, at 3.

I believe that T have adequately described the records that I am seeking. If you believe that my
request is unclear, if you have any questions, or if there is anything else that you need from me to
complete this request in a timely manner, please contact me in writing, so that [ may perfect my
request. If you deem that any portion of my request is unclear, answer the remaining portions and
I will perfect a request for additional material as needed.

Thank you very much in advance.
With my respect,

(b) (6)

Robert Hammond
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ENCLOSURE A



FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION INITIAL FINAL REDACTION
DATETO OFFICE RESPONSE | RESPONSE CODES
CONTROL DATE REGUESTOR/ ACTION ACTION SUSPENSE 0 T©
# RECEIVED NARE SUBJECT/TITLE OFFICE OFFICE DATE | REQUESTER | REQUESTER COMMENT
Closed 12768/ 2011
by reguester withcut
Cigival copy of public responsive docs. Tele
patient Affalrs/ Qut Con to requester /A
dischaige Patience shows that the docs
Cid Stendifer/ | statistics - 2000 | Correspond were receivad thru
#12-01 10/33/2011 | Military Times | thre 2010 ence 30/26/2011 | 13/8/200 10/17/2011 | 12/8/2011 alternate channels
Pharmacy and Clpsed 11/1/2014,
Billing spake with SR
Dept of Heaith | information for: ).
and Human | IS : Granted per signed
) {bH6}
Services T teruest of euch
, (survey T | Crics/ patient {provider
#1202 $/25/2013 | 41039350} N | AHiTA 10/31/2011 11/01/2011 | aarmes redactad)
CHES/
12203 | 107202012 |[(S)NEIIM | vecicatRacords | anLTA 10/27/2011 | N/A 13/02/2012 | 12/2/201) | Closed 11/01/2012 | N/A
NO RECORI.

Ms. Inca will not
provige formal request,

Spoke with SUEEE
. - SR
N
7/2342011 Complaint about m’m:f::: rr::mls "
former requester's Tesponse.
Carryover Supevisor - Patlent CLOSED 2/8/2012 - No
from pessible HIPPA Advocacy raspense from

#1204 | wramc (b) (6) vialatlon (WRAMC), roquestar




FY12 FOIA PROCESSING LOG
Oct 2011 - Sep 2012

ACTION iNITIAL FHVAL Redaction
RATE TO OFFICE RESPONSE RESPONSE Codes
CONTROL DATE REQUESTOR/ ACTION ACTION SUSPENSE 0 10
fi RECEVER NAME SUBJECT/TITLE OFFICE OFFICE DATE REQUESTER [ REQUESTER CONMMENT
Closed 12/15/2011
Spoke w/ I
) N/A
( b) (6 ) Out Patient Granted in full with
B12-05 10/31/2013 Medical Records | Records 103172011 | 11/19/2011 § 10/31/2032 patient signed aath.
CLOSED 2/8/2012 -
No responsé from N/A
wzos |20 | [(QXE) Police Report police Dept | 12/1/2001 | 12/15/2011 | 12/1/2011 requester
Closed 12/08/ 2011
Digital copy of by requester without
pattent responsive dogs. Tele
discharge Public Con o raquester WA
statistics Affalrs/ Qut revealed docs were
{patiant siay Patience reqalved thri
Cld Standifer/ | groatsrthan24 | Correspend alternaie channhels
#12-07 10/13/2011 & Military Times | Aowers) for 2010 ence 1072672031 [ 13/8/2011 001772011 | 12/812011 St 32-(¥1




FY12 FOIA PROCESSING LOG
Gct 2011 - Sep 2012

Retiattion
ACTION INiTIAL FINAL Codes
. DATETQ DFFICE RESPONSE RESPONSE
CONTROL DATE REQUESTOR/ ALTION ALTION SUSPENSE o LT
# RECEIVED NAME SUBMECE/TITLE OFFICE OFFICE DATE REQIUESTER | REQUESTER COMMENT

she will collect and
distribute
information for and
to this affice.
Responsive
documents recgived
from SRR, {bHEY:
Redactions mads, {B){7}

Al and entire does were

Communication given TEKEINN on

to or frem 1/13/2012 for review

WHMMC staff and processing,

discussing Co$ Response docs back

Callzhan's t0JAG 3 times.

9/14/2011 Finally seng to JAG

mema, prior to Nawy Yard (Pentaghng

and after e 2/17)205.2,

release; and Awiting responsa,

copy of prior CLOSED

Americans for | polley regarding
Limited "no religious
#12-08 12/20/2011 | Governmant ftems* section, IAG J




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

. ACTION IITIAL FINAL Rednction
BATE DATE T QFEICE RESPONSE RESPONSE Codey
CONTROL RECEIVED REQUESTOR/ ACTION ACTION SUSPENSE 10 TO
# NAME SUBIECT/TITLE QFFICE GFFIEE RATE REQUESTER | REQUESTER COMMENT

she will collect and
distribute
Information for and
to this office,
Responsive
documents recelvesd
from KR, (B)E):
Redaciians made, (B}7)
and entite docs were
givan Lok on

Communication 1/13/2012 for review

to or from and processing,

WRMMC staff CLOSED

diseussing Cos

Callahan's

9/14/2011

mermg, prior i

and after

ralease; and

capy of prior

Family policy regarding
Research "no religious
#172-09 12/23/201% | Coungil trems" sectlon,




FY12 FOIA PRQCESSING LOG
"~ Oct 2011 - Sep 2012

Redactlon
BATE ACTION [NITIAL FINAL Codes
RECEIVED DATETO OFFICE RESPONSE | RESPONSE

CONTROL REQUESTOR/ ACTION ACTION SUSPENSE 70 T
@ NAME SUBIECT/TITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT

NOTE: | contacted
the "futher" to sy
that we needed
proaf of his tdenty
hefora we could
process his reguast.
Me was in 8 chess;
took my number ans
says he will call me
back. Tried to
coniact SErEsH
several times. No
return call recelved,
E-maiiged him/her on
1/17/2012 and calied
again sevaral times.
H/she read e-mzil on
Copy of his sans 1/17/2012.

fatest NAVPERS
15704602 -
NOTE: Son= NAVY

e (D) (6) persotng| -
(b) (6) W
(b) (6) . | died on 19 Aug

#112-10. 12/21/20114 | Father 20131

N/A

CLOSED 27872042
Nuo response from
reguaster,




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

Redaction
Codey
ACTION INITIAL FINAL
DATE DATE TO OFFICE RESPONSE RESPONSE
CONTROL RECEIVED REQUESTOR/ ACTIQN ACTION SUSPENSE TO T0
# NAME SUBJECT/TITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT
Sales data for
monitors
pracured by
manufacturer Contracting N/A
and shedollar - (R CLOSED 2/8/2012
Philips Health | ameunts of [
Care - Pamele | those ] 1 page ducument
#12-11 1/17/2012 | Knop procurements. | [N faxed to Ms. Knop
— TR
ALL documents contact Pax and
hatween any Referred received responsive
one that pertalns | back to: docs on/about 15 | X
(b5); (b)e};
to the work Naval Health Feb 2012, | received X7}
Mavid P, performance Clinic; 47149 do¢s on 17 Feb 2012.
Sheldon, Esq - | and any adverse | Buse Road; Prepared letter for
On behalf of actions the Patuxent, requester. JAG has
CDR Command hag MD 20870~ backfor review on
#17-12 1312012 [[OIGHEEUsN | taken 1540 1/31/2012 | NZA 1/31/2012 | N/A 3/7/2012
Not 2 WRNMMC
cese. Transfereed to
LexisNaxis - on WRAMC - WRAME PD- Forest N/A
behalf of Forest Glen Glan,
Auto Actident Palici .
#12-13 1/38/2012 Report Depart I/ /2012 N/A 21320112 2/1/2002 CLOBED




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

Redaction
Codes
ACTION INITIAL FINAL
DATE DATE TO QFFICE RESPONSE RESPONSE
CONTROL RECENVED REQUESTOR/ ACTION ACTION SUSPENSE 0 TQ
# NAME SURJECT/TITLE OFFICE OFFICE . DATE REQUESTER | REQUESTER COMMENT
All facilitles
construction CLOSEN-03/06/2012
information of Per
WRNMMC -forwardedcaseto | pysa
{formally Facilities ivts. SETRTE ot
NNMC/Bethesda | (EKETINN Facifities and notified
MacDonald Naval tospiral) | [N the requester. Seq &

#12.44 2/23/2012 Law Group from 1941-1983 ") 3/6/2012 N/A 3/6/2012 3672012 mall string
Medical Raconds CLOSED - 3/8/2012.
referred from Because they were
IAG, Criminai his medical recards,
Law Division, release Infull, No N/A

MYRCEEREV:V,1 PR | () (6) (Code 20} N/A /A N/A N/A N/A chares

H12-16 | 4/3/2012 | Coeley, LLP | Contract Contracting | 4/3/2012 [ 2/23/2022 | 4/3/2012

Patricia Pery | information on { - Attn:

6 NMMC &
WRAMC
contracis on {b}6)
Orthotics and
Prosthetics for
medical and
surgical

instrurnents.




Fy12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROE
#

DATE RECEIVED

REQUESTOR/
NAME

SUBJECT/TITLE

ALCTION
OFFICE

DATE TO
ACTION
QFFICE

ACHON
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
TO
REQUESTER

FINAL
RESPONSE
T
REQUESTER

COMMENT

Redaction
Codes

#12-17

4/19/2012

Cohen &,
Cohen, P.C
Kirn Brooks-
Rodney

ldentity of Blood
Bank civilian,
non-¢hilian and
contractor from
7119/11-7/25/11

NARMC -
Ft Balvair;
ATTN:

4£15/2012

N/A

N/A

4/19/2012

#12-18

a/24/2012

Fayettevilie
Observer

Warrior
Transition
frigade
Discharges

NRMC -
£t Belvolr;
ATTN: §

N7A

NFA

N/A

N/A

Spoke with Ms.
Kim Brooks-
Rodney and
informed that
¢ase was
transferred to
NARMCG [par

Sent follow-up
e-mail to Ms,
Brogks-Rodney
and TR

(NARMC FOIA
Dfficer). See
notg in folder
for further
ommanis.
CLOSED

N/A

a4/19/2002

s

forwarded me a
copy of this
reguest,
informed this
wag ot my tase
and gave her
general
guldance on
processing it
CLIZRED
qf2efanz

N/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
#

DATE RECEIVED

#12-19

3/13/2012

K12-20

4/18/2012

REQUESTOR/
NAME

SUBJECT/TITLE

ACON
GFFiCE

DATE TO
ACTION
OFFICE

ACTION
QFFICE
SUSPENSE
DATE

INITIAL,
RESPONSE
™
REQUESTER

FINAL
RESPONSE
TO
REQUESTER

COMMENT

Redactlon
Codes

Graduate
records from
wivilian
organization

Civilian
Hospital ~
Alren, Qhio

N/A

N/A

N/A

N/A

This ons is
nurbered out
aforder. Thisls
not a ¢ase for
this office.
Informed
requaster that
he must submit
his request to
Akron Hosgital,
We have no
uversight on
civilian
erganizations -
CLOSED
ALIGFE012

N/A

(b) (6)

Personat
informatlen on
result of lab
tesis conducted

FOIA Office

N/A

NA

N/A

N/A

Request was
recelved from
Navy Criminal
Investigative
Service at
Quantico, VA,
That agency
sent mast of
the response to
and
wanted this
agency to agree
to sending the
resulis of the
lab tests.
CLOSER
52377052

{bi{s)




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

' ACTION INITIAL FINAL
DATE TO OFFICE RESPONSE RESPONSE
CONTROL REQUESTOR/ ACTION ACTION SUSPENSE T® 0
# DATE RECEIVED NAME SUBJECT/TITLE OFFICE OFFICE DATE REQUESTER | REQUESTER COMMENT
#12-21 Glends Sattle | Therapeutic FOIA Office 6/14/2012 7/20/2012 6/14/2012 7/40/2012 TRANSFERRED
oehavioral . 10 SE Reglon -
health screening, Naval Alr
6/14/2012 psychological Statlan,
{out of assessrnents, Jatksonville, FL | N/A
SeQUENc) refersals, links 32212-0102
w/providars, CLOSERD
partners with /2312002
local Chaplalns
and MERLC ~#is Outof
SEQUENCE -
#12.22 LT CMEQ Report -9 | WANMMC- | NJA NJA N/A N/A pe STRETIN -
Mar 2012 JAG Office; Request came
POC t0 his office.
-6) He gathered
the
infarmation,
did the NA
redactlons and
will present
decuments to
reguester. He
only wants this
office to
"seriafize" the
rase,
CLossn

84772012




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTiON INTIAL FINAL
DATE TO OFFICE RESPONSE RESPONSE
CONYROL REQUESTOR/ ACYION ACTION SUSPENSE TO 10
& DATE RECEIVED NAME SUBJECT/MTLE OFFICE OFFICE DATE REQUESTER REQUESTER COMMENT
N/A
#12-23 6/5/2012 (b) (6) Any and ol Naval District | 6/6/2012 §/5/2012 5/6/2012 | Spoke with
(b) (&) Information of
If concernig Washingtan at NDW whe
W hushand's confirmed case | N/A
accident belonged to

them.
Transferred
<ase to her
B/6/201.2.
CLOSED
B/ P/2052

Wi2-24 71512032 LEXi\JIS « | Actident Report | N/A N/A N/A /1272012 7/11/2012 Socke with

ar - f at
H#123163400104 LexisMexis to

inform that | /A
nezded a
relzase fatter
from the

insured, ifnda
reguested that |
ferminate case.
Her offtce will
send a new
request along
with release
document,
CLOSED

FL 0




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

#1225 Ti16/2012 Mr. Wade F, Outlock FOIA/IAG /16,2012 7/31/ 2012 7/18/2012 TA%/2032 Sent requester
Casay Calendar, Cell final vesponse.
phone and text Irife requested
massages Is denled via
pertaining to Examption &
and the Privacy
o0 20 Act. N/A
Apr2012 from
1430-1530 CLUMSED
TAA 20082
Raopuned dus
10 custoimer
concams 7/23
CLOSED 2l
tirna 8/16/2012
H12-36 /3612012 CPT fyan Reruests for FOIA 7/26/2012 N/A T/26/2012 7116/2012 Spoke wlth
Coward-on | raliglous I )
behalf of MAJ | accommmacdation confirmed that
Nidal M, 0 wear beard, the information
Hasan Turban, Yakama, he needed s 3t | /A

ete. Also
Command
policles relating
ta refigious
accommodation
for past 10 yaars

FT. Belvolr
[where WRAMC
rectrds were
transferred to)
| cartacted Ft.
Belvair to
Infarm of the
transfer then
sent request
elactronically.
CLOSED
/262002




FY12 FOIA PROCESSING 1,0G

Oct 2011 - Sep 2012

CONTROL
#

DATE RECEIVED

REQUESTOR/
NAME

SUBIECT/TITLE

ACTION
OFFICE

DATE TO
ACTION
QFFICE

ACTION
OFFICE
SUSPENSE
DATE

iNITIAL
RESPONSE
TO
REQUESTER

TG

FINAL
RESPONSE

REQUESTER

COMMENT

Redaction
Codes

#1227

7 2012

Louls Frenich

IG Investigation

Awaiting offictal
reguest. No
response from
regquester since
712642012
therefore casa
CLOSER
B/B/A0A2

73

#13/28

5/25/2D12
{out of
sptiuange}

Flizpatrick,
Huat, Tucker,
Colller,
Pagano,
Avbert

Qan sehaif of

Health Records

Medical
Records

Quipatient
Records

Sentrequest io
Regords for
divet reply to
requestar,
Asked for copy
of rasponse.
Dida't get it
from records.
Caliad
raquaster who
conflrmed she
had recefved
reguested
documeants.
CLOSED
/203012

NfA




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

CONTROL
#

DATE RECEIVED

REQUESTOR/

NAME

SUBSECT/THTLE

ACTION
QOFFICE

DATETO
ACTION
QFFICE

ACTION
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
70
REQUESTER

FINAL
RESPONSE
TQ
REQUESTER

COMMENT

Redaction
Codes

#12-29

8f1f2m2

(b) (6)

Prlice Records

JAG/FOIA

8/1/2012

8/13/2012

8/1/2012

Raspons|vi
documents sent
to raquester via
amail.

CLOSED
#i18/2012

(b}{8)

#12-30

8/14/2012

Allen Conrad

IG Report

8/14/2012

Rf21/2052

8/14/2012

fequested
dotumetns sent
to requester via
e-mail. CLOSEDR
9/10/2013

{BHe)
o))

#13-31

Bf14/2012

—
-

Navul Health
Clinie Quantico
records

NHC
Quantico

871472012

B/28/2012

8/14/2012

Case
transferred to
Quantico
9/10/2012 ~ see
notes ang e-
mails in folder,
CLOSED>
H/ADF2012
REQPENED -
9/11/2012
Quantica did
not process,
Radactinng
comptered and

SRk to
requester NAT
Q1372022

{b}8)




FY12 FOIA PROCESSING LOG

Qct 2011 - Sep 2012

CONTROL

ODATE RECEIVED

REQUESTOR/
NAME

SUBJECT/TITLE

ACTION
OFFICE

CATETO
ACTION
OFFICE

ACTION
OFFICE
SUSPENSE
DATE

INITIAL
RESPONSE
T0
REQUESTER

FINAL
RESPONSE
TO
REQUESTER

CONMMENT

Redaction
Codas

#12-32

Unknown

M

Formal copy of
CMED report

WRNMMC
IAG OFFICE

Unknown

Unknown

Unknown

Request came
to his office,
He gathered
the
infarmation,
did the
radactions zngd
wiil present
documents to
reguaster, He
only wants this
affice to
"seriqiize" the
case.

CLORED

RIALTRIOH

N

1233

8f24/2012

Psychiatric
| Records

WHRAMC JAG

CLOSED
S/10/2012

N/A

1234

9/10/2012

Nick ]
Nowatney

AFCECP write-tip

PRI(0) (6) F3
(b) (6)

Oept of

Pedlatrics/IA

G/FQIA

8/10/2012

91772012

9/10/2012

NOTE: Case

was hand

deliverga by
AL He

1

had
already
gathered
information
from

MCUSN, Rept
of Pedls;
AFCFCP.

K/A




FY12 FOIA PROCESSING LOG

Oct 2011 - Sep 2012

ACTION INFTIAL FINAL aed":"""
DATE TO OFFICE RESPONSE | RESPONSE Codes
CONTROL REQUESTOR/ ACTION ACTION SUSPEMSE T0 o
# DATE RECEIVED NAME SUBJECT/TITLE OFFICE QFFICE DATE REQLUESTER REQUESTER COMMENT
12-35 5/10/2012 Roger Inspection, Contracting 5/11/2012 i 1872012 9/11/2012
Myerberg avaluation, Via e-mall
tasting and
analysis of 3
23mm
Medtronic blo-
prosthetic valve-
Medtronlc Corp,
1236 9/25/3012 Charles Copy of Comrant 9/25/2012 N/A - hand a/an/2012 9/25/2012 | Two pait N/A
Porter WRNMMC [nst Secretariat carried and regrest, This
5720.4C~ recelved no offlce answered
Bible Band Instruction 1,3,84, and
sUMED SN
answered 2 & 5
12-37 9/26/2012 CW4 Rajesh Bocuments from § FOM Office 92642002 NA s/26/2012 9/26/2012 Trensferred to NfA
Sabharwal Ft. Moade NSA - Ft. Meade '
12-38 5/24/2012 Signatura Contract Contracting | 5/24/2012 B/2{2012 6/19/2012 Redacted
Performance, | Information - informatlion
INC - for WaLYTZ-12-P- givan to {bis)
cllent: Kelly 0516 reguester

Melntosh




From; CIv SN BUMED FCH VA (LIS
To! R QIAG. Code 14
Subject: FW: FOTA End of Year Report

Date) Friday, November 13, 2015 12:26:16 PM

FOIA/PA !aralegal Specialist

Bureau of Medicine and Surgery

Medicai~Leial Affairs Office

FOR QFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized

disclosure may result in both civil and criminal penalties.

~~~~~ Qriginal Message-«---

From: % CIV NNMC
Sent: Monday, October 01, 2012 4:36 PM

Tou GS BUMED
Subject: RE: FOIA End of Year Report

Yes, but I'm off on Friday. Any other day wilt be perfect

~~~~~ Original Message-----

From: M GS BUMED
Sent: Mondaii Qctober 01, 2012 3:20 PM

To: CIV NNMC
Subject: RE: FOIA End of Year Report

Good afternoan. Thanks! Will you be available in the next day or two to
discuss? v/ir K8

FOIA/gA Para!egal Specialist

Bureau of Medicine and Surgery

Medicaz-!.eial Affairs Office

COMM §

41 {0

FOR QFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or
unauthorized
disclosure may result in bath civil and criminal penatties.

~~~~~ Original Massage-----
Erom: M?cw NNMC
Sent: Monday, Qctober 01, 2012 3:09 PM




To: Sk GS BUMED
Co 43 CIv NNMC
Subject: FOIA End of Year Report

Good marning §iE - In follow-up to our conversation regarding the FOIA end
of year report, attached please find the Processing Log as discussed,

Please let me know if there is anything eise I heed to do.

Thanks!

s




ENCLOSURE B



Bizzell, Judx J CIV DHA NCR MEDICAL DIE (US)

From: Bizzell, Judy J CIV US WRNMMC

Sent: Thursday, January 24, 2013 1:07 PM

To: 'DONFOIA-PA'; Patterson, Robin L CIV OPNAYV, DNS-36

Cc: Garcia, Della W, GS BUMED; Bizzell, Judy J CIV US WRNMMC
Subject: FY13 1st FOIA Quarterly Report

FY13 FOIA Quarterly REPORTING M

Quarter: 1st Quarter FY13

Department Name: Walter Reed National Military Medical Center

a) FOIA requests received during quarter: 12

b} FOIA requests processed during quarter: 7

c) FOIA backlog at end of quarter: 4

d) Status of 10 oldest backlogged cases reported on FY12 report -N/A

V/R

JudéJ. Bizzell

----- Original Message-----

From{XG Il cv ornAv, DNs-36¢ [maiito[(DXCIINE navy. mil) on
Behalf Of DONFOIA-PA

Sent: Thursday, January 24, 2013 12:29 PM

To: Patterson, Robin L CIV OPNAV, DNS-36

Subject: DRAFT REMINDER: Action Item due Jan 25th -

SOP - FOIA Quarterly Reports and Consolidation process

Importance: High

DON/Marine Corps FOIA Community,

This is a friendly reminder that the FOIA Quarterly Report is rapidly
approaching along with the wintery weather conditions. The DON/MC
consolidated submission is due to DNS-36 by COB tomorrow,

Echelon I/1l's and Marine Corps, please coordinate with your subcomponents
(same premise as the FOIA Annual Reporting process), consolidate the
component data and provide your consolidated component response in the
attached format. You may use the attached format to collect your
subcomponents data. If you would like the master [oader format to assist
you in conselidating your responses, please contact our office thru the
DONFOIA-PA mailbox or the service line at 202-685-0412, my FOIA team will
expedite your request.

For those DON/MC community members fully vested in the DON/MC (NAVSEA) FOIA
tracker and management tool, please find the attached SOP on how you can
generate this data within the tool. This SOP provides you with visual step

by step instructions.



Please include in your final response the hours and costs to generate your
components consolidated report. The DON/MC consolidated submission is due
to DNS-36 no later than COB January 25th. Please send your final response

to the DONFOIA-PA mailbox.

Respectfully,

Robin Patterson

Head, DON PA/FOIA Office
(O @ oy, mil

FOIA/PA Service Center 202-685-0412

or DONFOIA-PA@NAVY.MIL



Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Wednesday, August 30, 2017 9:57 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: RE: robert hammond address

Hi. It did--follow up in Feb.

Mr. Hammond's address is:

(b) (6)

v/r Della “,

2,5 S S
Della W. Garcia 3
FOIA/PA Paralegal Specialist -
Bureau of Medicine and Surgery _ e
Medical-Lega! Affairs Office e

7700 Arlington Blvd Ste{(JXQ)
Falls Church, VA 22042-5124

SWb) (6)

(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

-----0riginal Message-----

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Sent: Wednesday, August 30, 2017 9:39 AM '

To: Garcia, Della W CivV USN BUMED FCH VA (US)
Subject: robert hammond address

Della -- will send out the letter re the disposed of gift today if | can get his address -- thanks - and hope all went well
yesterday! VR/ pam

Captain Pamelia A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (M00J-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042
Teiephone: ((JX(S)] DSN 761

Facsimilie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED DISCLOSURE OF THIS INFORMATION
MAY RESULT IN BOTH CRIMINAL AND CIVIL PENALTIES. The information contained in this e-mail, and any attachments,
is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be LEGALLY PRIVILEGED. This information is

1



intended for the sole use of a particular recipient for a proper business purpose. If you are not the intended recipient of
this information, any disclosure, copying, distribution, or the taking of any action in reliance upon contained information
is strictly prohibited. The sender has not waived any applicable privilege by sending this transmission. If you received
this e-mail in error, please notify the sender immediately, either by return e-mail or by using the telephone or fax
numbers provided. If you have any questions regarding this notice, please contact the sender. Thank you.



Garcia, Della W CIV USN BUMED FCH VA (US)
e ———————————— . -

“

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: ' Wednesday, September 06, 2017 3:56 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject; SIGN ME NOW, please Interim Response - Hammond
Attachments: F17-073 (Hammond).docx

Importance: High

Hi.

Attached is the proposed interim response to Mr. Hammond.

Upon your blessing/signature, would you please have Wnake a copy and mail out the original to Mr. Hammond.
Thanks so much!

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste [EE)
Falls Church, VA 22042-5124

g ) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE GNLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.




Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:33 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: RE: SIGN ME NOW, please Interim Response - Hammond
Thank you.

I'm gomg to work from home until arcund 830 and then we'll leave to take Frosty in to his procedure. Depending on the
amout of time/mental state {mine), | will either make it up or take leave,

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office

7700 Arlington Blvd Std(QXE)
Falls Church, VA 22042-5124

comm (K@)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:29 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Here you go -
will have\JEGmail the original tomorrow -

VR/ pam

Captain Pamella A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (M00j-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone: [((QXE) DSN 761

Facsimilie: 703-681-9604



FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL
PENALTIES. The informaticn contained in this e-mail, and any attachments,

is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be
LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the

intended recipient of this information, any disclosure, copying,

distribution, or the taking of any action in reliance upon contained

information is strictly prehibited. The sender has not waived any

applicable privilege by sending this transmission. If you received this

e-mail in error, please notify the sender immediately, either by return

e-mail or by using the telephone or fax numbers provided. If you have any
questions regarding this notice, please contact the sender. Thank you.

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 3:56 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: SIGN ME NOW, please Interim Response - Hammond
Importance: High

Hi.
Attached is the proposed interim response to Mr. Hammond.

Upon your blessing/signature, would you please have Wnake a copy and
mail out the original to Mr. Hammond.

Thanks so much!
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste [(QXG)
Falls Church, VA 22042-5124

S (b) (6)
BIG) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclosure may result in both civil and criminal penalties.



Garcia, Della W CIV USN BUMED FCH VA (US)
L ————— e

e e

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:36 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: RE: SIGN ME NOW, please Interim Response -~ Hammond

Thank you so much! | think I'll know more tomorrow-- don't know how quickly they will get biopsy results and follow up
appointments. '

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste[(QJE)
Falls Church, VA 22042-5124

v Y1¥l(b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

--~~0riginal Message-----

From: Myers, Pamella A CAPT USN BUMED FCH VA {US)

Sent: Wednesday, September 06, 2017 4:35 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Ok-- and | just sent you another email and said - if you would prefer to
telework Friday - please do so (or whatever leave you need, | understand) -

VR/ pam

Captain Pamella A, Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (M00J-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone: m- DSN 761

Facsimilie: 703-681—9_604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL
PENALTIES. The information contained in this e-mail, and any attachments,

is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be

1



LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the
intended recipient of this information, any disclosure, copying,
distribution, or the taking of any action in reliance upon contained
information is strictly prohibited. The sender has not waived any
applicable privilege by sending this transmission. If you received this
e-mail in error, please notify the sender immediately, either by return
e-mail or by using the telephone or fax numbers provided. If you have any
questions regarding this notice, please contact the sender. Thank you.

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:33 PM

To: Myers, Pamelia A CAPT USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please interim Response - Hammond

Thank you.

I'm going to work from home until around 830 and then we'll leave to take
Frosty in to his procedure. Depending on the amout of time/mental state
(mine), | will either make it up or take leave.

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste{(X(&)]
Falls Church, VA 22042-5124

gaVi¥I (D) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclosure may result in both civil and criminal penalties.

----- Original Message-~---

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:29 PM

To: Garcia, Della W CIV USN BUMED FCH VA {US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Here you go -

Will haveWmail the original tomorrow -

VR/ pam



Captain Pamella A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (MO0J-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone:{{JX(S)] DSN 761

Facsimilie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL
PENALTIES. The information contained in this e-mail, and any attachments,

is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be
LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the

intended recipient of this information, any disclosure, copying,

distribution, or the taking of any action in reliance upon contained

information is strictly prohibited. The sender has not waived any

applicable privilege by sending this transmission. If you received this

e-mail in error, please notify the sender immediately, either by return

e-mail or by using the telephone or fax numbers provided. If yoy have any
questions regarding this notice, please contact the sender. Thank you.

-----0Original Message-----

From: Garcia, Della W CIV USN BUMED FCH VA {US)

Sent: Wednesday, September 06, 2017 3:56 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA {US)
Subject: SIGN ME NOW, please Interim Response - Hammond
Importance: High

Hi.
Attached is the proposed interim response to Mr. Hammond.

Upon your blessing/signature, would you please have [QJQ) make a copy and
mail out the original to Mr. Hammond.

Thanks so much!
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office

7700 Arlington Blvd Ste{{9X(S)]
Falls Church, VA 22042-5124

sel¥i¥(b) (6)
(b) (6) @mail.mil



FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclosure may result in both civil and criminal penalties.




Garcia, Della W CIV USN BUMED FCH VA (US)
e ——————

S S ST T S

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:38 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: RE: SIGN ME NOW, please Interim Response - Hammond
I willl

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste[(3XE]
Fails Church, VA 22042-5124

2 (b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO}) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civii
and criminal penalties.

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:37 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Ok -- call me regardless, if you want to -

Captain Pamella A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (MOCJ-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone: (b) (6) DSN 761

Facsimilie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHQRIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL
PENALTIES. The information contained in this e-mail, and any attachments,

is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATICN, and may also be
LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the

intended recipient of this information, any disclosure, copying,

distribution, or the taking of any action in reliance upon contained

information is strictly prohibited. The sender has not waived any

applicable privilege by sending this transmission. If you received this

1



e-mail in error, please notify the sender immediately, either by return
e-mail or by using the telephone or fax numbers provided. If you have any
questions regarding this notice, please contact the sender. Thank you.

~—---0riginal Message-----

From: Garcia, Della W CIV USN BUMED FCH VA {US)

Sent: Wednesday, September 06, 2017 4:36 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Thank you so much! [ think I'll know more tomorrow--I don't know how
quickly they will get biopsy results and follow up appointments.

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste ((QXE)
Falls Church, VA 22042-5124

comm [(JXE);
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclosure may result in both civil and criminal penalties.

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:35 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Ok -- and | just sent you another email and said -- if you would prefer to
telework Friday - please do so (or whatever ieave you need, | understand) -

VR/ pam

Captain Pamella A, Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery {(M00J-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042
Telephone: ({(JX(E)] DSN 761

Facsimilie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL

2



PENALTIES. The information contained in this e-mail, and any attachments,
is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be
LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the
intended recipient of this information, any disclosure, copying,

distribution, or the taking of any action in reliance upon contained
information is strictly prohibited. The sender has not waived any
appticable privilege by sending this transmission. If you received this
e-mail in error, please notify the sender immediately, either by return
e-mail or by using the telephone or fax numbers provided. If you have any
questions regarding this notice, please contact the sender. Thank you.

-----Original Message-----

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:33 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Thank you.

I'm going to work from home until around 830 and then we'll leave to take
Frosty in to his procedure. Depending on the amout of time/mental state
(mine), 1 will either make it up or take leave.

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office

7700 Arlington Blvd Ste{QEG)
Falls Church, VA 22042-5124

COMM (b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclesure may result in both civil and criminal penalties.

----- Original Message-----

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, September 06, 2017 4:29 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: RE: SIGN ME NOW, please Interim Response - Hammond

Here you go -

wili havelSQRS mail the original tomorrow -



VR/ pam

Captain Pamella A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (MOOJ-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone: [{XE) DSN 761

Facsimilie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED
DISCLOSURE OF THIS INFORMATION MAY RESULT IN BOTH CRIMINAL AND CIVIL
PENALTIES. The information contained in this e-mail, and any attachments,

is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be
LEGALLY PRIVILEGED. This information is intended for the sole use of a
particular recipient for a proper business purpose. If you are not the

intended recipient of this information, any disclosure, copying,

distribution, or the taking of any action in reliance upon contained

informatian is strictly prohibited. The sender has not waived any

applicable privilege by sending this transmission. If you received this

e-mail in error, please notify the sender immediately, either by return

e-mail or by using the telephone or fax numbers provided. If you have any
questions regarding this notice, please contact the sender. Thank you.

From: Garcia, Della W CIV USN BUMED FCH VA {US)

Sent: Wednesday, September 06, 2017 3:56 PM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: SIGN ME NOW, please Interim Response - Hammond
Importance: High

Hi.
Attached is the proposed interim response to Mr. Hammond.

Upon your blessing/signature, would you please have[(XEmake a copy and
mail out the original to Mr. Hammeond.

Thanks so much!
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste [QXQ)]
Falls Church, VA 22042-5124

svl(b) (6)



(b) (6) B mail. mil

FOR OFFICIAL USE ONLY (FOUOQ) - PRIVACY SENSITIVE. Any misuse or
unauthorized disclosure may result in both civil and criminal penalties.



Garcia, Della W CIV USN BUMED FCH VA (US)

N ]|
From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Monday, October 02, 2017 6:49 AM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: BUMED False Reaporting? FOIA Fee Waiver Disposition

Reached for DON-NAVY-2016-000246

Good morning.

Another email from Mr. Hammond.

We can address this in the same letter | am preparing responding to last week's email.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste
Falls Church, VA 22042-5124

(o) (6)
(b) (6) ‘Y

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in bath civil
and criminal penalties.

----- Original Message-~---

From{{9X@) @aol.com [mailto@“aol.com]

Sent: Saturday, September 30, 2017 8:46 A

To: Bono, Raquel C VADM USN DHA (US); Faison, C-Forrest (Forrest) VADM USN BUMED FCH VA {US); Moulton, Terry J
RADM USN BUMED FCH VA (US); Chung, Joo Y SES OSD ODCMO (US}; Allard, Cindy L CIV OSD ODCMO (US)

Cc: Tillotson, David 11l SES 0$D ODCMO (US); Bono, Raquel C VADM USN DHA (Us); (X&) @mail.mil;
(b) (6) @med.navy.mil; mail.mil;{{JXKE)] @mail.mil; voiceofthecustomer@dha.mil;
BIB) bdha.mil .

Subject: [Non-DoD Source] Re: BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-
000246

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.




Dear Vice Admiral Faison, Vice Admiral Bono, Rear Admiral Moulton, Ms. Chung, Ms. Allard,

As a point of clarification, the accuracy of reporting to this request was not resolved by the administrative appeal below.
Perhaps it will be accurately documented now.

In his November 16, 2015 final determination letter, Mr. Grant E. Lattin, DON JAG, stated, “You appeal the non-response
of the Navy Bureau of Medicine and Surgery (BUMED) to your September 21, 2014 request for all information they
received from Walter Reed National Military Medical Center (WRNMMC) with regard to the Fiscal Year 2012 FOIA
Report...BUMED was not able to locate a response to your September 21, 2014 request.”

Regarding, whether or not my FOIA Request had been reported and entered into previous Fiscal Year Reports or if such
reports should be amended, Mr, Lattin, stated that no action would be taken... that | had no right to ask... that the
agency had no requirement to respond.

This followed a 7 Jan 15 letter (Ser DNS-36JP/15U105010), from Ms. Robin L. Paterson {OPNAY DNS 36 (DON FOIA/PA)) -
that included BUMED, DHA, Walter Reed, Defense FOIA Policy Office - in which Ms. Patterson states, “BUMED indicated
that their offices have no record of a FOIA Annual Report submission from WRNMMC since Fiscal Year 2009.”

In doubt, | sought through FOIA and obtained from Ms. Patterson, the “Fiscal Year 2012 Subcomponent/Component or
Agency” addendum supporting her FY 2012 Annual Report. That addendum shows National Naval Medical Center as the
first subcomponent under BUMED.

In partially granting my appeal, Mr, Lattin released Walter Reed’s FY 2012 Annual FOIA Report submission to BUMED
that Walter Reed had forwarded as an attachment to BUMED in an October 01, 2012 3:09PM email. BUMED had the
records all along.

| thought then, and still believe, that WRNMMC, BUMED, DON FOIA/PA, DHA did not want me to have those records.
Why? These records are required by DOJ to be made publicly available, allowing requsters to see how — or even if — their
requests and appeals are being reported to the Attorney General of the United States. Accurate reporting is the
cornerstone of accountability.

Also, in my appeal package, you will find discussion relating to an appeal of a FOIA request that Walter Reed had
improperly denied claiming that | had not offered to pay, even though the request clearly offers to pay $200. By that
unethical action any FOIA request could be denied. DON JAG sustained the appeal. Ms. Patterson interjected that matter
into her letter.

Through OGIS, | sought only the basis of denfal of that request as DON JAG and Walter Reed had reported it in their
Annual FOIA Reports. Rather than answer that question, Mr. Lattin proclaimed that he was prepared to defend his
decision in court. | felt that response was arrogant. DON JAG ultimately conceded that | “was improperly advised,” but
did not disclose the basis for denial. Long story short, | sought DON JAG’s Appeals Processing Log via FOIA, which,
although heavily and improperly redacted, shows that DON JAG had not reported that appeal denial along with others.
As I recall, there is a critical performance element for Mr. Lattin’s position related to the accuracy of the FOIA/Appeals
Logs.

In over 40 years of serving DOD, it is my experience that by-in-large, FOIA/Privacy Officers are good and decent people
trying to do a good job. Decisions are typically made by management, following legal review, sometimes placing those at
the bottom rung, leadership and the Department in peril.

When will this all end? What will it take? These are easy audits.

In my view, integrity matters; accountability begins at the top; leadership is key.
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This is a DOD matter.
I am asking for your help.

That said, | am open to considering timely, reasonable mediation with DOD regarding some records that | am currently
seeking.

Thank you.
With my deep respect,

Robert Hammond

In @ message dated 9/28/2017 3:33:45 PM Eastern Standard Time [{sJR(5)] @aol.com writes:

Dear Vice Admiral Faison, Rear Admiral Moulton, Ms. Chung; Ms. Allard,

With deep respect, please see the email below that | received today. From the perspective of the accuracy and
integrity of BUMED, DON JAG, DON FOIA processes and reporting through DOD to the Attorney General of the United
States - not good. Potentially premeditated. Gets worse.

| have similar concerns regarding the accuracy and integrity of BUMED/DON Privacy Act reporting through DOD
to Congress.

Please address this as to the accuracy and integrity of the BUMED/DON FOIA process and reporting of this
Request/Appeal and whether or not there is willful false reporting plus an attempt to cover up same. DOD has all
records contained in my appeal, along with the DON JAG reply, which | may address later. Ugly.

Ms, Chung, Ms. Allard, this is a DoD matter. | will greatly appreciate knowing your findings.

With my deep respect,

Robert Hammond

CC: Multiple
From: (6) [@navy.mil < Caution-mailto (b) (6) @navy.mil >
(D) (6) @aol.com < Caution-mailto:[()X()) @aol.com >

Sent 9/28/2017 8:56:33 AM Eastern Standard Time
Subject: FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Your request for Fee Waiver for the FOIA request DON-NAVY-2016-000246 has been partially granted
with $ 0.0 waived. Additional details for this request are as follows: :



* Request Created on: 10/14/2015

* Fee Waiver Disposition Reason: This request is a partial grant and part denied

* Request Long Description: THIS IS AN APPEAL, NOT A FOIA REQUEST. | am appealing my FOIA
request of September 14, 2014 to BUMED (which is shown at page 12 of the attached PDF) seeking the Walter Reed
National Miiitary Medical Center (W RNMMC} Fiscal Year 2012 Annual FOIA Report Submission. Basis for Appeal. This
request remains open and unanswered, and | have not been provided an FY 2014 case tracking number. Despite
factually inaccurate assertions by Ms. Patterson in the attachment, BUMED has not provided a reply to this FOIA
reguest, nor has there been any letter of referral to Walter Reed National Military Medical Center. No responsive
documents have been provided. | am further asserting that my FOIA request was not included in the DON FY 2014
Annual FOIA Report Submission to the Attorney General, nor has it been included in the FY 2015 submission. As shown
" in the attachment, DON is aware that this FOIA request has not been included in its Annual FOIA Report submission.
Please address this matter in your response to my appeal.



Garcia, Della W CIV USN BUMED FCH VA (US)

ittt NN
From: Garcia, Della W CIV USN BUMED FCH VA {US)
Sent: Tuesday, October 03, 2017 1:09 PM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Sourcej Re: BUMED False Reaporting? FOIA Fee Waiver Disposition

Reached for DON-NAVY-2016-000246 (UNCLASSIFIED)

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd St{(SXE)
Falls Church, VA 22042-5124

comm [(QXE)
(b) (6) ZEum

FOR OFFICIAL USE ONLY (FOUOQY} - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result ih both civil
and criminal penalties. :

-----Original Message-----

From: Hogan, James P CIV OSD ODCMO (US)

Sent: Tuesday, October 03, 2017 11:39 AM

To: Garcia, Della W CIV USN BUMED FCH VA {US)

Subject: RE: [Non-DoD Source] Re: BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-
000246 (UNCLASSIFIED)

CLASSIFICATION: UNCLASSIFIED
Della,

Please contact the DHA attorney working this litigation, Paul Cygnarosicz, at{(JXE) @mail.mil. He would
like to talk with you before you proceed. [ also recommend you get your attorney involved.

Jim

-----Original Message-----

From: Hogan, James P CIV OSD ODCMO (US)

Sent: Tuesday, October 3, 2017 10:58 AM

To: Garcia, Della W €IV USN BUMED FCH VA (US) {XQ G 2. mil>

Subject: FW: [Non-DoD Source] Re: BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-
2016-000246 (UNCLASSIFIED)

CLASSIFICATION: UNCLASSIFIED



Good Morning Della,
| talked to the Defense Health Agency attorney who is working the litigation with Mr. Hammond, and he advises:

“The FY 2012 Walter Reed FOIA annual report submission is part of his litigation. Accordingly, a response of "this matter
is in active litigation and DON will not respond separately.” Is the recommended response.”

Please let me know if you have any further questions.

Jim

SGInE(b) 6)  @ElNeely) [mailto (6) @aol.com]

Sent: Saturday, September 30, 2017 8:46 AM

To: Bono, Raquel C VADM USN DHA {US) {(XG)] @mail.mil>; Faison, C Forrest (Forrest) VADM USN BUMED
FCH VA (US) {QIC - 2il.mil>; Moulton, Terry J RADM USN BUMED FCH VA (US)

: ®majl.mil> Chyng, Joo Y SES 0SD ODCMO (US) {(9K(S)] @mail.mil>; Allard, Cindy L CIV
0sD oncmo (Us) <\(INEED) Pmail.mil>

Cc: Tillotson, David 111 S£S 0SD 0neMO (Us) (K] @mail.mil>; Bono, Raquel C VADM USN DHA (US)

i(b) (6) pmail.mil>; (XS] @mail.mil; david.a.lane @med.navy.mil; mail.mil;

BIG) ®mail.mil; voiceafthecustomer@dha.mil;{{KE) @dha.mil

Subject: [Non-DoD Source] Re: BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-~
000246

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

Dear Vice Admira! Faison, Vice Admiral Bono, Rear Admiral Moulton, Ms. Chung, Ms. Allard,

As a point of clarification, the accuracy of reporting to this request was not resolved by the administrative appeal below.
Perhaps it will be accurately documented now.

In his November 16, 2015 final determination letter, Mr. Grant E. Lattin, DON JAG, stated, “You appeal the non-response
of the Navy Bureau of Medicine and Surgery {(BUMED) to your September 21, 2014 request for all information they
received from Walter Reed National Military Medical Center (WRNMMC) with regard to the Fiscal Year 2012 FOIA
Report...BUMED was not able to locate a respanse to your September 21, 2014 request.”

Regarding, whether or nat my FOIA Request had been reported and entered into previous Fiscal Year Reports or if such
reports should be amended, Mr. Lattin, stated that no action would be taken... that | had no right to ask... that the
agency had no requirement to respond.



This followed a 7 Jan 15 letter (Ser DNS-36JP/15U105010), from Ms. Robin L. Paterson {OPNAV DNS 36 (DON FOIA/PA)) -
that included BUMED, DHA, Walter Reed, Defense FOIA Policy Office - in which Ms. Patterson states, “BUMED indicated
that their offices have no record of a FOIA Annual Report submission from WRNMMC since Fiscal Year 2009.”

In doubt, | sought through FOIA and obtained from Ms. Patterson, the “Fiscal Year 2012 Subcomponent/Component or
Agency” addendum supporting her FY 2012 Annual Report. That addendum shows National Naval Medical Center as the
first subcomponent under BUMED.

In partially granting my appeal, Mr. Lattin released Walter Reed’s FY 2012 Annual FOIA Report submission to BUMED
that Walter Reed had forwarded as an attachment to BUMED in an October 01, 2012 3:09PM email. BUMED had the
records all along.

| thought then, and still believe, that WRNMMC, BUMED, DON FOIA/PA, DHA did not want me to have those records.
Why? These records are required by DOJ to be made publicly available, allowing requsters to see how — or even if — their
requests and appeals are being reported to the Attorney General of the United States. Accurate reporting is the
cornerstone of accountability.

Also, in my appeal package, you will find discussion relating to an appeal of a FOIA request that Walter Reed had
improperly denied claiming that | had not offered to pay, even though the request clearly offers to pay $200. By that
unethical action any FOIA request could be denied. DON JAG sustained the appeal. Ms. Patterson interjected that matter
into her letter. '

Through OGIS, | sought only the basis of denial of that request as DON JAG and Walter Reed had reported it in their
Annual FOIA Reports. Rather than answer that question, Mr. Lattin proclaimed that he was prepared to defend his
decision in court. | felt that response was arrogant. DON JAG ultimately conceded that | “was improperly advised,” but
did not disclose the basis for denial. Long story short, | sought DON JAG's Appeals Processing Log via FOIA, which,
although heavily and improperly redacted, shows that DON JAG had not reported that appeal denial along with others.
As I recall, there is a critical performance element for Mr. Lattin’s position related to the accuracy of the FOIA/Appeals
Logs.

In over 40 years of serving DOD, it is my experience that by-in-large, FOIA/Privacy Officers are good and decent people
trying to do a good job. Decisions are typically made by management, following legal review, sometimes placing those at
the bottom rung, leadership and the Department in peril.

When will this all end? What will it take? These are easy audits.

In my view, integrity matters; accountability begins at the top; leadership is key.

This is a DOD matter.

| am asking for your help.

That said, I am open to considering timely, reasonable mediation with DOD regarding some records that | am currentiy
seeking.

Thank you.
With my deep respect,

Robert Hammond



In a message dated 9/28/2017 3:33:45 PM Eastern Standard Time [(YXE) Daol.com writes:

Dear Vice Admiral Faison, Rear Admiral Moulton, Ms. Chung, Ms. Allard,
With deep respect, please see the email below that | received today. From the perspective of the accuracy and
integrity of BUMED, DON JAG, DON FOIA processes and reporting through DOD to the Attorney General of the United

States - not good. Potentially premeditated. Gets worse.

I have similar concerns regarding the accuracy and integrity of BUMED/DON Privacy Act reporting through DOD
to Congress.

Please address this as to the accuracy and integrity of the BUMED/DON FOIA process and reporting of this
Request/Appeal and whether or not there is willful false reporting plus an attempt to cover up same. DOD has all
records contained in my appeal, along with the DON JAG reply, which | may address later. Ugly.

Ms, Chung, Ms. Allard, this is a DoD matter. | will greatly appreciate knowing your findings.

With my deep respect,

'Robert Hammond

CC: Multiple

From:[QXE) ®navy.mil < Caution-mailto[{S)KE)] @navy.mil >
=(b) (6) @ao0l.com < Caution-mailto{HXE) @aol.com >
Sent: 9/28/2017 8:56:33 AM Eastern Standard Time

Subject: FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Your request for Fee Waiver for the FOIA request DON-NAVY-2016-000246 has been partially granted
with $ 0.0 waived. Additional details for this request are as follows:

* Request Created on: 10/14/2015
Fee Waiver Disposition Reason: This request is a partial grant and part denied

* Request Long Description: THIS IS AN APPEAL, NOT A FOIA REQUEST. | am appealing my FOIA
request of September 14, 2014 to BUMED (which is shown at page 12 of the attached PDF} seeking the Walter Reed
National Military Medical Center (WRNMMC}) Fiscal Year 2012 Annual FOIA Report Submission. Basis for Appeal. This
request remains open and unanswered, and | have not been provided an FY 2014 case tracking number. Despite
factually inaccurate assertions by Ms. Patterson in the attachment, BUMED has not provided a reply to this FOIA
request, nor has there been any letter of referral to Walter Reed National Military Medical Center. No responsive
documents have been provided. I am further asserting that my FOIA request was not included in the DON FY 2014
Annua! FOIA Report Submission to the Attorney General, nor has it been included in the FY 2015 submission. As shown
in the attachment, DON is aware that this FOIA request has not been included in its Annual FOIA Report submission.
Please address this matter in your response to my appeal. -



* CLASSIFICATION: UNCLASSIFIED

CLASSIFICATION: UNCLASSIFIED



Garcia, Della W CIV USN BUMED FCH VA (US)
L~

e

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 9:38 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: FW: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted
Hi.

Also, this is the one Jim Hogan called me on yesterday--he was going to call Mr. Hammond and explain.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office

7700 Arlington Blvd Ste ((QXQ)
Falls Church, VA 22042-5124

covm (XS]

(b) (6) @ mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

----- Original Message-----

From:[{9)X(S)] IV USN BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 9:26 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Cc: Garcia, Della W CIV USN BUMED FCH VA (US}

Subject: FW: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

Pam,

Let's discuss. Not sure why () was responding directly to a FOIA, may need to provide some training. Additionally,
you and Della should take a look and see if we need to take additional action on this one.

v/r,
(D) (6)

From: Moulton, Terry J RADM USN BUMED FCH VA (US)
Sent: Wednesday, October 04, 2017 9:21 AM

To! IV USN BUMED FCH VA {US
Cc: Mitton, Robert H CAPT USN BUMED FCH VA |US); DR USN BUMED FCH VA (US); LeFavour, John W

CAPT USN BUMED FCH VA (US); CDR USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

1



FYSA and action as appropriate.
Vr,

Terry J. Mculton
RADM MSC USN

----- Original Message-----
From:\M@aol.com imailto{{)R(E); Daol.com]
Sent: Wednesday, October 04, 2017 6:37 AM

To{{K(E) IV USN BUMED FCH VA (US)
Cc: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry J RADM USN BUMED FCH VA (US)
Subject: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

All active links contained in this email were disabled. Please verify the identity of the sender, and cenfirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

i (b) (6)
"Offices" are not people.

With respect, do you personally have knowledge of responsive records that existed at the time of my request that were
not released?

With respect, do you personally have knowledge of responsive records that were destroyed subsequent to my request?
With respect, do you personally have knowledge of any Privacy Act Complaints that were not reported?

With respect, do you recall the details of our telephone conversations?

Thanl you.
With my respect,

Robert Hammond

tn @ message dated 10/3/2017 8:35:46 AM Eastern Standard Time, (6) @mail.mil writes:

Mr. Hammond,

Good morning. After a thor'ough review of your FOIA request my office determined the files you requested for
that particular time-frame were not managed by the BUMED M31 Privacy Office and we redirected your inquiry to
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BUMED Legal/FOIA for action. More recent Privacy Act Reports (those directed by Congressional Oversight via DoD and
DON}) have been assigned to BUMED's M31 Privacy Office for action; however, the oversight is still maintained by
BUMED MO0O0J Legal Office and any FOIA requests should be directed to Ms. Garcia first. The M31 Privacy Cffice has no
concerns about your request for public interest files requiring disclosure under a FOIA request. Feel free to contact me if
you have any HIPAA privacy related concerns or questions.

V/R,
(b) (6)

Privacy Program Office (Code: M31)

U.S. Navy Bureau of Medicine and Surgery (BUMED)
Detachment Jacksonville

H2005 Knight Lane, PO Box 140

NAS Jacksonville, FL 32212-0140

BX¥COMM: 804-542-3559 (New Office Number)***

DSN: b
Emai ( ) ( ) @mail.mil < Caution-mailto: (X)) @mail.mil >

UNCLASSIFIED DCCUMENT - For Official Use Only (FOUQ). This document may contain information covered
under the Privacy Act, 5 USE 552(a), and/or the Health insurance Portability and Accountability Act (PL 104-191) and its
various implementing regulations and must be protected in accordance with

those provisions. If you have received this correspondence in error, please notify the sender at once and destroy
any copies you have made.

V/R,

(b) (6)

(b) (6)

Privacy Program Office {Code: M31)

U.S. Navy Bureau of Medicine and Surgery (BUMED)
Detachment Jacksonville

H2005 Knight Lane, PO Box 140
NAS Jacksonville, FL 32212-0140

*E¥COMM: 904-542-3559 (New Office Number)*** _
DSN: b 6
Email @mail.mil < Caution-mailto{{S)(E)] Bmail.mil >

UNCLASSIFIED DOCUMENT - For Official Use Only {FOUO). This document may contain information covered
under the Privacy Act, 5 USE 552(a}, and/or the Health insurance Portability and Accountability Act (PL 104-191) and its
various implementing regulations and must be protected in accordance with

those provisions. If you have received this correspondence in error, please notify the sender at once and destroy
any copies you have made.



From:((QX&) @aol.com < Cauticn-mailto {{) X)) aol.com > [Caution-
mailtd{JRE)} @aol.com < Caution-mailto[(JXE) @aol.com? > ]

Sent: Thursday, September 14, 2017 9:10 PM
ik(b) (6) IV USN (US)
o (D) (6) IV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: [Non-DoD Source] Re: Re: FOIA Request DON-NAVY-2017-009256 Submitted

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser,

PDear Captain Meyers,
| received your interim reply indicating that you are gathering responsive records.Thank you.

My interest in seeking these records is very, very narrow. BUMED, Ms Garcia, M (QXE) need not be concerned
in that regard.

That said, while | am not anticipating any issues with BUMED's impending reply being a complete one, | am very
mindful of some DOD FOIA practices. As a career naval officer, you would be aware of various avenues of redress. |
would very much like to avoid any of that.

| am providing you below narrative information that | normally include in other FOIA requests, just so that you
have it.| omitted this in my FOIA Request to BUMED, not anticipating then and still not anticipating any disputes.

Regarding judicidl review, should that be necessary (along with sworn declarations), please consider, from the
perspective of BUMED:

IMPACT OF IMPROPERLY WITHHOLDING RECORDS
Pursuant to FOIA:

“Whenever the court orders the production of any agency records improperly withheld from the complainant
and assesses against the United States reasonable attorney fees and other litigation costs, and the court additionally
issues a written finding that the circumstances surrounding the withholding raise questions whether agency personnel
acted arbitrarily or capriciously with respect to the withholding, the Special Counsel shall promptly initiate a proceeding
to determine whether disciplinary action is warranted against the officer or employee who was primarily responsible for
the withholding. The Special Counsel, after investigation and consideration of the evidence submitted, shall submit his
findings and recommendations to the administrative authority of the agency concerned and shall send copies of the
findings and recommendations to the officer or employee or his representative. The administrative authority shall take
the corrective action that the Special Counsel recommends.” 5 U.S.C. § 552(a){4)}(F)(i).

DESTRUCTION, ALTERATION OR FALSIFICATION OF RECORDS

"Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a false entry in any
record, document, or tangible object with the intent to impede, obstruct, or influence the investigation or proper
administration of any matter within the jurisdiction of any department or agency of the United States or any case filed
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under title 11, or in relation to or contem plation of any such matter or case, shall be fined under this title, imprisoned
not more than 20 years, or both." 18 U.S. Code § 1519 - Destruction, alteration, or falsification of records.

PERGURY
Whoever-

{1) having taken an oath before a competent tribunal, officer, or person, in any case in which a law of the United
States authorizes an oath to be administered, that he will testify, declare, depose, or certify truly, or that any written
testimony, declaration, deposition, or certificate by him subscribed, is true, willfully and contrary to such oath states or
subscribes any material matter which he does not believe to be true; or

(2) in any declaration, certificate, verification, or statement under penalty of perjury as permitted under section
1746 of title 28, United States Code, willfully subscribes as true any material matter which he does not believe to be
true;

is guilty of perjury and shall, except as otherwise expressly provided hy law, be fined under this title or
imprisoned not more than five years, or both. This section is applicable whether the statement or subscription is made
within or without the United States.

18 U.S. C. § 1621 - Perjury generally (June 25, 1948, ch. 645, 62 Stat. 773 < Caution-Caution-
http://uscode.house.gov/statviewer.htm?volume=62&page=773 < Caution-
http://uscode.house.gov/statviewer.htm?volume=62&page=773 > > ; Pub. L. 88-619, §1, Oct. 3, 1964, 78 Stat. 995 <
Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=78&page=995 < Caution-
http://uscode.house.gov/statviewer. htm?volume=78&page=995 > > ; Pub. L. 94-550, §2, Oct. 18, 1976, 90 Stat. 2534 <
Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=90&page=2534 < Caution-
http://uscode.house.gov/statviewer.htm?volume=90&page=2534 > >; Pub. L. 103322, title XXXIIl, §330016(1){I), Sept.
13, 1994, 108 Stat. 2147. < Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=1088&page=2147 <
Caution-http://uscode.house.gov/statviewer.htm?volume=108&page=2147 > >

Thank you.

With my respect,
Robert Hammond

In a message dated 9/7/2017 5:40:41 AM Eastern Standard Time, (b) (6) aol.com < Caution-

mailto (b) (6) @aol.com > writes:

Dear Ms. Garcia, Mr (b) (6)

As a polite reminder, my attached FOIA Request seeking FY 2013 Privacy Act Report submissions is now timely
for judicial review.

In good faith, please promptly release all records that | am seeking without redaction. These records were all in
the Agency's custody at the time of my request for them.

I am adding the Defense Privacy and Civil Liberties Office for information. Ms. Chin and Ms Allard have, to date,
been very helpful in timely resolving such matters within DOD. There are also multiple avenues for redress.

5



Thank you.

Best...

With my respect,
Robert Hammond

Copy to: No others

In a message dated 8/31/2017 12:43:04 PM Eastern Standard Time, [(JXG) aol.com < Caution-
mailt (6) @aol.com > < Caution-Caution-mailto{{s)K(S)) @aol.com < Caution-

mailto Daol.com? > > writes:

Dear Ms. Garcia,

To assist you in your timely review of the responsive records that are in your possession, there should be no
redaction of information related to the report submitter. The names, phone numbers and email addresses of the Privacy
Officers are posted on public web sites and in the public domain through countless correspondences and FOIA request-
released records, which is also true for Agency FOIA Officers. Attached is one sample.

Also, all Privacy Act related records are required to be retained for six years.

Please contact me if you have any questions or if | may assist you further.

Thank you, again. Best...
With my respect,

Robert Hammond

aol.com < Caution-mailtd{JXE))
paol.com < Caution-mailto[(JX(S)}
mail.mil < Caution-mailto (X&)

aol.com > < Caution-Caution-
aol.com? > >
@mail.mil > < Caution-Caution-

@mail.mil < Caution-mailto{XE G ail.mil? > >

: pmail.mil < Caution-mailto [{(JXE) @mail.mil > < Caution-Caution-
mailto| @mail.mil < Caution-mailto[{<)X(E)] pmail.mil? > >

Sent: 8/27/2017 8:56:20 AM Eastern Standard Time
Subject: Re: RE: [Non-DoD Source] Fwd: FOIA Request DON-NAVY-2017-009256 Submitted

Dear Ms. Garcia,



i am following up on my request below.

The records that | am seeking were in the agency’s possession at the time of my FOIA Request for them. My
Request identifies the legal requirement to preserve such records and records of your searches for judicial review. This
request will soon be timely for judicial review. As you know there are also other remedies for redress, if records are
deleted.

Thank you so very much for your prompt consideration of my request.

With my respect,

Robert Hammond

ated 8/9/2017 9:40:47 AM Eastern Standard Time (XS] /@ mail.mil < Caution-
Dmail.mil > <Caution-Caution-mailto: (6) Dmail.mil < Caution-

@mail.mil? > > writes:

Good morning.| have received your request and will process it as quickly as possible.
v/r Della

Della W. Garcia

FOIA/PA Paralegal SpecialistBureau of Medicine and SurgeryMedical-Legal Affairs Office7700 Arlington Blvd Ste
5124Falls Church, VA 22042-5124COMM pmail.milFOR < Caution-

mai!to (6) @mail. milFOR < Caution-

mailto

(b) (6) @aol.comSubject < Caution-mailtc[(YKE @aol.comSubject > < Caution-Caution-
mailto{{Q)X(E)] @aol.comSubject < Caution-mailto{(QXE G 2 o!.comSubject? > > : [Non-DoD
Source] Fwd: FOIA Request DON-NAVY-2017-009256 SubmittedAll active links contained in this email were disabled.
Please verify the identity of the sender, and confirm the authenticity of all links contained within the message prior to
copying and pasting the address to a Web browser. Dear Ms Garcia,Please see
the FOlAonline submission of this request, forwarded to Mr ((RQlvesterday for cross-reference to your files. Thank you
in advance for your prompt consideration of my request. Please let me know if there is any clarification or anything
more that you need from me.Thank you again.With my respect,Robert '

Hammond From: DONFOIA-PA@navy.mil < Caution-mailto:PA@navy.mil > <
Caution-Caution-mailto:PA@navy.mil < Caution-mailto:PA@navy.mil? > > To: ((KE)] Daol.com < Caution-
mailto aol.com> < Caution-Caution-maiItoaol.com < Caution-
mailtom;mi.com? > > Sent: 8/7/2017 9:08:27 PM Eastern Standard Time Subject: FOIA Request DON-
NAVY- - ubmitted This message is to confirm your request submission to the FOlAonline application: View
Request < Caution-Caution-Caution-.
https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2814dacd4 < Caution-
https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2814dacd4 > < Caution-
Caution-https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2814dacd4 <
Caution-https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2814dacd4 > > >.
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Request information is as follows: * Tracking Number: DON-NAVY-2017-009256 * Reo
Date Submitted: 08/07/2017 * Request Status: Submitted * Description: (b) (6)
@mail.mil < Caution-mailt

uester Name: robert hammond *
Navy Bureau of Medicine and
(b) (6) @mail.mil > < Caution-Caution-
@maif.mil < Caution-maiito @mail.mil? > > < Caution-Caution-Caution-
@mail.mil < Caution-mailto ( b ) (6 @mail.mil? > < Caution-Caution-
@mail.mil < Caution-mailto @mail.mil? > ? > >[I ubject: FOlA
Request — Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports Requester Personal Reference Number:
FOIA DON 17-D References: {a} The Freedom of Information Act (“FOIA”), 5 U.S.C. § 552 et seq., as amended, (b) Joint
publication of U.S. Department of Justice, Executive Office of the President and U.S. General Services Administration of
July 2011, “Your Right to Federal Records” (c} The Privacy Act (“PA”) of 1974, 5 U.S.C. § 5523, et seq., as amended (d)
DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program (e) DoD 5400.7-R, September 1998, DoD
Freedom of Information Act (FOIA) Program (f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program
(g) DoD 6025.18-R, Jan. 24, 2003, DaD Health Information Privacy Regulation (i) GAO Report GAO-12-828 of July 2012,
subject Freedom of Informaticn Act (j) Department of Justice Handbook for Agency Annual Freedom of Information Act
Reports Dear Sir: | am submitting this request under the Freedom of Information Act (“FGIA”), 5 U.S.C. § 552 et seq., as
amended. If you deny all or any part of this request, please cite each specific exemption you think justifies your decision
not to release the information and notify me of appeal procedures available under the law. References cited above
apply. This confirms my conversation with Mr.ﬂﬁ@h of today who is on possession of the records that 1 am
seeking. Thank you, sir. BACKGROUND. Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quarterly (now semi-annual}
Privacy Reports to Congress, The DOD report is cansolidated and submitted by the Defense Privacy and Civil Liberties
Office (DPCLO). FY 2014 and later reports may be found at Caution-Caution-Caution-http://dpcld.defense.gov/Reports/ <
Caution-http://dpcld.defense.gov/Reports/ > < Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > > < Caution-Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > < Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > >>. RECORDS SCUGHT VIA FOIA. | am respectfully seeking all of the sub-unit/sub-
element reports input subm .




Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 11.06 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: RE: [Non-DoD Scurce] Re: FOIA Request DON-NAVY-2017-009256 Submitted
Hi.

| agree--we have no action.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste[(QJE)
Falls Church, VA 22042-5124

comm{X(E)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

From: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 10:16 AM

To: Garcia, Della W CIV USN BUMED FCH VA {US)

Subject: RE: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

| noticed the number on this one is not the same as the email from the 28th or the email from the 30th -
Since Mr. Hogan is calling him, we have no action on this one at this point - do you agree -
Thanks - Vr, pam

Captain Pamella A. Myers, JAGC, USN

Staff Judge Advocate

Navy Medicine Headquarters Legal/

Bureau of Medicine and Surgery (M00J-SJA)
7700 Arlington Blvd., Falls Church, Virginia 22042

Telephone: (X)) DSN 761

Facsimitie: 703-681-9604

FOR OFFICIAL USE ONLY - PRIVACY SENSITIVE: ANY MISUSE OR UNAUTHORIZED DISCLOSURE OF THIS INFORMATION
MAY RESULT IN BOTH CRIMINAL AND CIVIL PENALTIES. The information contained in this e-mail, and any attachments,
is UNCLASSIFIED, but SENSITIVE or PERSONAL INFORMATION, and may also be LEGALLY PRIVILEGED. This information is
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intended for the sole use of a particular recipient for a proper business purpose. If you are not the intended recipient of
this information, any disclosure, copying, distribution, or the taking of any action in reliance upon contained information
is strictly prohibited. The sender has not waived any applicable privilege by sending this transmission. If you received
this e-mail in error, please notify the sender immediately, either by return e-mail or by using the telephone or fax
numbers provided. If you have any questions regarding this notice, please contact the sender. Thank you.

----- Qriginal Messag@-----

From: Garcia, Della W CIV USN'BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 9:38 AM

To: Myers, Pamelia A CAPT USN BUMED FCH VA {US)

Subject: FW: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

Hi.
Also, this is the one Jim Hogan called me on yesterday--he was going to call Mr. Hammond and explain.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste [QKQ)
Falls Church, VA 22042-5124

comm [(DXE)
(b) (6) @mail.mil

FOR OFFIC!AL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

----- Original Message-----
From:[&!@hcw USN BUMED FCH VA (US)

Sent: Wednesday, October 04, 2017 9:26 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Cc: Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: FW: [Non-DoD Source] Re: FOJA Request DON-NAVY-2017-009256 Submitted

Pam,

Let's discuss. Not sure whymas responding directly to a FOIA, may need to provide some training. Additionally,
you and Della should take a ook and see if we need to take additional action on this one.

"

-----Origina! Message--—-
From: Moulton, Terry J RADM USN BUMED FCH VA (US)
Sent: Wednesday, October 04, 2017 9:21 AM



To:mw USN BUMED FCH VA (U
Cc: Mitton, Robert USN BUMED FCH VA (US}; CDR USN BUMED FCH VA (US); LeFavour, John W

CAPT USN BUMED FCH VA (US) DR USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

Sal - FYSA and action as approptiate.
Vr,

Terry J. Moulton
RADM MSC USN

----- Original Message-----

From{{X(©) @aol.com [mailto (K] @aol.com]

Sent: Wednesday, October 04, 2017 6:37 AM

To: IV USN BUMED FCH VA (US)

Cc: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry J RADM USN BUMED FCH VA (US)
Subject: [Non-DoD Source] Re: FOIA Request DON-NAVY-2017-009256 Submitted

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

Dear Mr. (6)

"Offices" are not people.

With respect, do you personally have knowledge of responsive records that existed at the time of my request that were
not released?

With respect, do you personally have knowledge of responsive records that were destroyed subsequent to my request?
With respect, do you personally have knowledge of any Privacy Act Complaints that were not reported?

With respect, do you recall the details of our telephone conversations?

Thank you.
With my respect,

Robert Hammond

in a message dated 10/3/2017 8:35:46 AM Eastern Standard Time, (b) (6) @mail.mil writes:



Mr. Hammond,

Good morning. After a thorough review of your FOIA request my office determined the files you requested for
that particular time-frame were not managed by the BUMED M31 Privacy Office and we redirected your inquiry to
BUMED Legal/FOIA for action. More recent Privacy Act Reports (those directed by Congressional Oversight via DoD and
DON) have been assigned to BUMED's M31 Privacy Cffice for action; however, the oversight is still maintained by
BUMED MO0/ Legal Office and any FOIA requests should be directed to Ms. Garcia first. The M31 Privacy Office has no
concerns about your request for public interest files requiring disclosure under a FOIA request. Feel free to contact me if
you have any HIPAA privacy related concerns or questions.

V/R,

(b) (6)

Privacy Program Office (Code: M31)

U.S. Navy Bureau of Medicine and Surgery (BUMED)
Detachment Jacksonville

H2005 Knight Lane, PO Box 140

NAS Jacksonville, FL 32212-0140

**¥XCOMM: 904-542-3559 (New Office Number)***

DSN{QXE)
email {{QX(E)] @mail.mil < Caution-maitto{{)XE @mail.mil >

UNCLASSIFIED DOCUMENT - For Official Use Only (FOUO). This document may contain information covered
under the Privacy Act, 5 USE 552(a), and/or the Health insurance Portability and Accountability Act (PL 104-191) and its
various implementing regulations and must be protected in accordance with

those provisions. If you have received this correspondence in error, please notify the sender at once and destroy
any copies you have made.

(b) (6)
Privacy Program Office (Code: M31)
U.S. Navy Bureau of Medicine and Surgery (BUMED)
Detachment Jacksonville
H2005 Knight Lane, PO Box 140
NAS Jacksonville, FL 32212-0140 -

*EECOMM: 904-542-3559 (New Office Number)***
psn:{{S]

Email:{{)X(S) ®mail.mil < Caution-mailto[{JXE); Pmail.mil >

UNCLASSIFIED DOCUMENT - For Official Use Only (FOUO). This document may contain information covered
under the Privacy Act, 5 USE 552(a), and/or the Health insurance Portability and Accountability Act (PL 104-191) and its
various implementing regulations and must be protected in accordance with

those provisions. If you have received this correspondence in error, please notify the sender at once and destroy
any copies you have made.




————— Original Message-----

From{{JXG))] @aol.com < Caution-mailto[{e) K(S)) Daol.com > [Caution-
mailto {{JXE)) @aol.com < Caution-mailto{{)K(E)] @aol.com? > |

Sent: Thursday, September 14, 2017 9:10 PM :
14 (b) (6) IV USN (US)
o (D) (6) IV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: [Non-DoD Source] Re: Re: FOIA Request DON-NAVY-2017-009256 Submitted

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links cantained within the message prior to copying and pasting the address to a Web browser.

Dear Captain Meyers,
{ received your interim reply indicating that you are gathering responsive records.Thank you.

My interest in seeking these records is very, very narrow. BUMED, Ms Garcia, Mr (b) (6) need not be concerned
in that regard.

That said, while | am not anticipating any issues with BUMED's impending reply being a complete one, | am very
mindful of some DOD FOIA practices. As a career naval officer, you would be aware of various avenues of redress. |
would very much like to avoid any of that.

I am providing you below narrative information that | normally include in other FOIA requests, just so that you
have it.| omitted this in my FOIA Request to BUMED, not anticipating then and still not anticipating any disputes.

Regarding judicial review, should that be necessary (along with sworn declarations), please consider, from the
perspective of BUMED:

IMPACT OF IMPROPERLY WITHHOLDING RECORDS
Pursuant to FOIA:

“Whenever the court orders the production of any agency records improperly withheld from the complainant
and assesses against the United States reasonable attorney fees and other litigation costs, and the court additionally
issues a written finding that the circumstances surrounding the withholding raise questions whether agency personnel
acted arbitrarily or capriciously with respect to the withholding, the Special Counsel shall promptly initiate a proceeding
to determine whether disciplinary action is warranted against the officer or employee who was primarily responsible for
the withholding. The Special Counsel, after investigation and consideration of the evidence submitted, shall submit his
findings and recommendations to the administrative authority of the agency concerned and shall send copies of the
findings and recommendations to the officer or employee or his representative. The administrative authority shall take
the corrective action that the Special Counsel recommends.” 5 U.S.C. § 552(a}{(4)(F){i).

DESTRUCTION, ALTERATION OR FALSIFICATION OF RECORDS



"Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes a false entry in any
record, document, or tangible object with the intent to impede, obstruct, or influence the investigation or proper
administration of any matter within the jurisdiction of any department or agency of the United States or any case filed
under title 11, or in relation to or contemplation of any such matter or case, shall be fined under this title, imprisoned
not more than 20 years, or both." 18 U.S. Code § 1519 - Destruction, alteration, or falsification of records.

PERGURY
Whoever-

(1) having taken an oath before a competent tribunal, officer, or person, in any case in which a law of the United
States authorizes an oath to be administered, that he will testify, declare, depose, or certify truly, or that any written
testimony, declaration, deposition, or certificate by him subscribed, is true, willfully and contrary to such oath states or
subscribes any material matter which he does not believe to be true; or

(2) in any declaration, certificate, verification, or statement under penalty of perjury as permitted under section
1746 of title 28, United States Code, willfully subscribes as true any material matter which he does not believe to be
true; '

is guilty of perjury and shall, except as otherwise expressly provided by law, be fined under this title or
imprisoned not more than five years, or both. This section is applicable whether the statement or subscription is made
within or without the United States.

18 US. C. § 1621 - Perjury generally (June 25, 1948, ch. 645, 62 Stat. 773 < Caution-Caution-
http://uscode.house.gov/statviewer.htm?volume=628&page=773 < Caution-
http://uscode.house.gov/statviewer.htm?volume=628&page=773 > >; Pub. L. 88-619, §1, Oct. 3, 1964, 78 Stat. 995 <
Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=78&page=995 < Caution-
http://uscode.house.gov/statviewer.htm?volume=78&page=995 > > ; Pub. L. 94-550, §2, Oct. 18, 1976, 90 Stat. 2534 <
Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=90&page=2534 < Caution-
http://uscode.house.gov/statviewer.htm?volume=90&page=2534 > > ; Pub. L. 103-322, title XXXllI, §330016(1)(1), Sept.
13, 1994, 108 Stat. 2147. < Caution-Caution-http://uscode.house.gov/statviewer.htm?volume=1088&page=2147 <
Caution-http://uscode.house.gov/statviewer.htm?volume=108&page=2147 > >

Thank you.

With my respect,

Robert Hammond

In a message dated 9/7/2017 5:40:41 AM Eastern Standard Time, (b) (6) @aol.com < Caution-
mailto{{($)X(E) aol.com > writes:
Dear Ms. Garcia, Mr. (b) (6)

As a polite reminder, my attached FOIA Request seeking FY 2013 Privacy Act Report submissions is now timely
for judicial review.

In good faith, please promptly release all records that | am seeking without redaction. These records were all in
the Agency's custody at the time of my request for them.



| am adding the Defense Privacy and Civil Liberties Office for information. Ms. Chin and Ms Allard have, to date,
been very helpful in timely resolving such matters within DOD. There are alsc multiple avenues for redress.

Thank you.
Best...

With my respect,
Robert Hammond

Copy to: No others

In a message dated 8/31/2017 12:43:04 PM Eastern Standard Time [(SK(S) @aol.com < Caution-
mailto ( b) (6) F0aol.com > < Caution-Caution-mailto (b) (6) @aol.com < Caution-

mailto aol.com? > > writes:

Dear Ms. Garcia,

To assist you in your timely review of the responsive records that are in your possession, there should be no
redaction of information related to the report submitter. The names, phone numbers and email addresses of the Privacy
Officers are posted cn public web sites and in the public domain through countless correspondences and FOIA request-
released records, which is also true for Agency FOIA Officers. Attached is one sample.

Also, all Privacy Act related records are required to be retained for six years.

Please cantact me if you have any questions or if | may assist you further.

Thank you, again. Best...
With my respect,

Robert Hammond

@aol.com > < Caution-Caution-
@aol.com? > >

@mail.mil > < Caution-Caution-
[@mail.mil? > >

(113
: ) ( @mail.mil < Caution-mailto[(QXG)] ®mail.mil > < Caution-Caution-
mailto ((SXKE) @mail.mil < Caution-mailto (b) (6) @mail.mil? > >
Sent: 8/27/2017 8:56:20 AM Eastern Standard Time
Subject: Re: RE: [Non-DoD Source] Fwd: FOIA Request DON-NAVY-2017-009256 Submitted




Dear Ms. Garcia,
I am following up on my request below.

The records that | am seeking were in the agency’s possession at the time of my FOIA Request for them. M\)
Request identifies the legal requirement to preserve such records and records of your searches for judicial review. This

request will soon be timely for judicial review. As you know there are also other remedies for redress, if records are
deleted.

Thank you so very much for your prompt consideration of my request.
With my respect,

Robert Hammond

In a message dated 8/9/2017 9:40:47 AM Eastern Standard Time, (b) (6) @mail.mil < Caution-
mailto ) (6) mail.mil > < Caution-Caution-mailto [{)K(E)} @mail.mil < Caution-
mailto @mail.mil? > > writes:

Good morning.l have received your request and will process it as quickly as possible.
v/r Della

Della W. Garcia

FOIA/PA Paralegal SpecialistBureau of Medicine and Sur

geryMedical-Legal Affairs Office7700 Arlington Blvd Ste
5124Falls Church, VA 22042-5124comMM{{S)KG))

@mail.milFOR < Caution-
@mail.milFOR < Caution-

@aol.com? > > [Caution-Caution-
@aol.com? > < Caution-Caution-
a0l.com? > 7 > ] Sent: Tuesday, August 08,
: . Garcia, IV USN BUMED FCH VA (US);
(b) (6) @aol.comSubject < Caution-mailtd QO IIGzg 220! .comSubject > < Caution-Caution-

(b) (6) paol.comSubject < Caution-mailto{{)R(S)) Daol.comSubject? > > : [Non-DoD
Source] Fwd: FOIA Request DON-NAVY-2017-009256 SubmittedAll active links contained in this email were disabled.

Please verify the identity of the sender, and confirm the authenticity of all links contained within the message prior to
copying and pasting the address to a Web browser. Dear Ms Garcia,Please see
the FOlAonline submission of this request, forwa rdemmesterday for cross-reference to your files.Thank you

in advance for your prompt consideration of my request. Please let me know if there is any clarification or anything
more that you need from me.Thank you again.With my respect,Robert

Hammond From: DONFOIA-PA@navy.mil < Caution-mailto:PA@navy.mil > <
Caution-Caution-mailto:PA@navy.mil < Caution-mailto:PA@navy.mil? > > To{{JX(S)] @aol.com < Caution-
mailto (b) (6) @aol.com > < Caution-Caution-mailto: [N Gz 20! com < Caution-

mailto @aol.com? > > Sent: 8/7/2017 9:08:27 PM Eastern Standard Time Subject: FOIA Request DON-

NAVY-2017-009256 Submitted This message is to confirm your request submission to the FOlAcnline application: View
Request < Caution-Caution-Caution-

https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectid=090004d2814dacd4 < Caution-
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https://foiaonline.regulations.gov:443/foia/action/public/view/request?object|d=090004d2814dacd4 > < Caution-
Caution-https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d28 14dacd4 <
Caution-https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectid=090004d2814dacd4 > > > .
Request information is as follows: * Tracking Number: DON-NAVY-2017-009256 * Requester Name: robert hammond *

Request ~ Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports Requester Personal Reference Number:
FOIA DON 17-D References: {a) The Freedom of Information Act (“FOIA”), 5 U.S.C. § 552 et seq., as amended, (b) Joint
publication of U.S. Department of Justice, Executive Office of the President and U.S. General Services Administration of
July 2011, “Your Right to Federal Records” (c) The Privacy Act (“PA”) of 1974, 5 U.S.C. § 552a, et seq., as amended (d)
DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program (e) DoD 5400.7-R, September 1998, DoD
Freedom of Information Act (FOIA) Program (f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program
(g} DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation (i) GAO Report GAO-12-828 of July 2012,
subject Freedom of Information Act (j} Department of Justice Handbook for Agency Annual Freedom of Information Act
Reports Dear Sir: | am submitting this request under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552 et seq., as
amended. If you deny all or any part of this request, please cite each specific exemption you think justifies your decision
not to release the information and notify me of appeal procedures available under the {aw. References cited above
apply. This confirms my conversation with Mr (X)) of today who is on possession of the records that | am
seeking. Thank you, sir. BACKGROUND. Pursuant to 42 U.5.C. 2000ee-1, DOD submits Quarterly (now semi-annual)
Privacy Reports to Congress, The DOD report is consolidated and submitted by the Defense Privacy and Civil Liberties
Office (DPCLO). FY 2014 and later reports may be found at Caution-Caution-Caution-http://dpcld.defense.gov/Reports/ <
Caution-http://dpcld.defense.gov/Reports/ > < Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > > < Caution-Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > < Caution-Caution:http://dpcld.defense.gov/Reports/ < Caution-
http://dpcld.defense.gov/Reports/ > > >. RECORDS SOUGHT VIA FOIA. | am respectfully seeking all of the sub-unit/sub-
element reports input subm



Garcia, DeIIEW CIV USN BUMED FCH VA (US)

e S
From: Garcia, Della W C1V USN BUMED FCH VA (US)
Sent: Wednesday, October 04, 2017 3:33 PM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Sourcej DOD Policy, Exemption 6. Aiso, Exemption 5 + FOIA/PA
Reporting

FYI...No action, addressed to Ms. Allard.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd st GGl
Falls Church, VA 22042-5124

oYl (b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

----- Original Message-----

From:[(DXE) Dapl.com [mailto[(DXE)] @aol.com]

Sent: Wednesday, October 04, 2017 3:26 PM

To: Allard, Cindy L CIV OSD ODCMO (US)

Cc: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry J RADM USN BUMED FCH VA (US); Bano,

Raquel C VADM USN DHA (US);[(DXE) pdha.mil

Subject: [Non-DoD Source] DOD Palicy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

Dear Ms. Allard,
First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA processes and the accuracy of
reporting. | appreciate it. ‘
With my deep respect, | am seeking a policy determination from your office regarding DOD’s interpretation of/policy for
using the FOIA (b)(6) privacy exemption.
May I ask:
. Do the names of Agency’s have privacy rights?
Ordinary building names?
Military Treatment Facility names?
FOIA Officer names?
. Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up recently WRT Walter
Reed.
As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along with three other federal
agencies) regarding concerns over miss-use of this exemption, misuse the (b)(5) exemption and errant FOIA tracking and



reporting to the Attorney General. For some time, DOJ required DOD to submit quarterly FOIA Reports and ODCMO

required additional data.

As you know, I am concerned that many of these same errant practices that DOD promised to fix are still ongoing and
that internal controls may he being overridden.

Still a DOJ/GAO concern.

With my deep respect,

Robert Hammond



Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Thursday, October 05, 2017 9:35 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: FW:. [Non-DaoD Source] Appeal , DON-NAVY-2017-009256; also, BUMED F17-073
Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports

Attachments: Appeal DON 17D FY 2013 Quarterly PA Reports.w attachments.pdf

Good morning.
FYI....no action from us at this time.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Se(b) (6)

Falls Church, VA 22042-5124
ali¥ (b) (6)
(b) (6) pmail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

————— Original Message---—-

From {{)X(S)) @aol.com [mailto[{(JXE) @aol.com]

Sent: Thursday, October 05, 2017 9:14 AM

To: Lattin, Grant E CIV USN NAVCIVLAWSUPPACT DC (US); dam.inch@navy.mil

Cc: Faison, C Forrest {Farrest) VADM USN BUMED FCH VA (US}; Moulton, Terry ] RADM USN BUMED FCH VA (US)
Subject: [Non-DoD Source] Appeal ,DON-NAVY-2017-009256; also, BUMED F17-073 Compeonent Input to BUMED; FY
2013 Quarterly Privacy Act Reports

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

Appeal of FOIA Request — Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports

1



My Personal Reference Number: FOIA DON 17-D

DON Assigned Agency FOIA Case Number: DON-NAVY-2017-009256; also, BUMED F17-073

From: DONFOIA-PA@navy.mil

leH(b) (6) @aol.com

Sent: 10/5/2017 8:57:19 AM Eastern Standard Time
Subject: FOIA Request DON-NAVY-2018-C00111 Submitted

This message is to confirm your request submission to the FOlAonline application: View Request < Caution-
https://foiaonline.regulations.gov:443/foia/action/public/view/request?object!d=090004d28162¢f5f > . Request
information is as follows:

Tracking Number: DON-NAVY-2018-000111

Requester Name: robert hammond

Date Submitted: 10/05/2017

Request Status: Submitted

Description: This is an appeal of DON Assigned Agency FOIA Case Number: DON-NAVY-2017-009256;
also, BUMED F17-073. Entering here to ensure that is electronically recorded, which has been problematic in the past. .
Appeal of FOIA Request — Component input to BUMED; FY 2013 Quarterly Privacy Act Reports . Basis for Appeal. 1. | am
appealing that the Records that | am seeking were in the possession of BUMED at the time that | sought them in m
Request. 2. See FOIA Request at Enclosure 1. 3. See also and address as part of this appeal the questions for Mr.
(QXE)at Enclosure 3, noting that offices are not persons (and office designations can change over time). Those
guestions for Mr. are, quote: a. With respect, do you personally have knowledge of responsive records that
existed at the time of my request that were not released? b. With respect, do you personally have knowledge of
responsive records that were destroyed subsequent tc my request? c. With respect, do you personally have knowledge
of any Privacy Act Complaints that were not reported? d. With respect, do you recall the details of our telephone
conversations? 4. | am appealing that BUMED did not conduct an adequate search for responsive records that at existed
at the time of my request in a manner likely to locate all responsive records. BUMED has been advised to preserve all
potentially responsive records and all records of any searches until judicial review. 5. | am appealing that, in addition to
BUMED, responsive record were in the possession of DOD or one of its components at the time of my request. DOD,
DON, BUMED conducted no searches for these records. 6. | am appealing that the Agency has improperly denied
portions of my request under 5 U.S.C. 552(b)(6). 7. Please see and address as part of my appeal, the appellate
authority’s coordination with ODCMO regarding my correspondence seeking (prior to this appeal) DOD’s position
regarding Exemption 6. ....

* ¥ ¥ O F *
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(b) (6) @aol.com

Octobher 5, 2017

Office of the Judge Advocate General
General Litigation Division {Code 14)
1322 Patterson Ave., SE, Suite 3000
Washington Navy Yard, DC 20374-5066

Via; Caution-https://foiacniine.regulations.gov

Subject: Appeal of FOIA Request —Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports

My Personal Reference Number: FOIA DON 17-D

DON Assighed Agency FOIA Case Number: DON-NAVY-2017-009256; also, BUMED £17-073

References: (a) The Freedom of Information Act (FOIA)

{b) The Privacy Act

{c) CFR 164.526

(d) DoD 5700.7-R, September 1998, DoD Freedom of Information Act (FOIA) Program

(e) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation

{e) Joint publication of U.S. Department of Justice, Executive Office of the President and U.S. General
Services Administration of July 2011: “Your Right to Federal Records” (see Caution-
http://publications.usa.gov/USAPubs.php?PublD=6080 < Caution-http://publications.usa.gov/USAPubs.php?PublD=6080
>)

(g) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program

(h) Department of Justice Freedom of Information Act Guide, May 2004 at Exemption 6 Caution-

http://www.justice.gov/aip/foia-guide-2004-edition-exemption-6 < Caution-http://www.justice.gov/oip/foia-guide-
2004-edition-exemption-6 >



(i) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act
Dear Sir:

This appeal is submitted under the references above for my FOIA request at Enclosure 1. The Agency’s reply is at
Enclosure 2.

My correspondence to Navy BUMED, including Vice Admiral Clinton F. Faison (b) (6) 0 mail.mil <
caution-mailto{(QXE) @ mail.mil > ), and Admiral Terry. J. Moulten ({QKE) ®@mail.mil < Caution-

mailto{(SXE] 2 mail.mil > ), is at enclosure 3. My correspondence to the DOD Office of the Deputy Chief
Management Officer seeking, with deep respect and appreciation, the DOD policy regarding the (b)(5) exemption is at
enclosure 4

This appeal will be timely for judicial review within twenty working days. Please preserve all records for judicial
review. There are also other avenues for redress, particularly in the event that responsive records were deleted
subsequent to my request.

BACKGROUND. Pursuant to 42 U.S.C. 2000ee-1, DOD submits Quarterly (now semi-annual) Privacy Reports to
Congress, The DCD report is consolidated and submitted by the Defense Privacy and Civil Liberties Office (DPCLO). FY

2014 and later reports may be found at Caution-http://dpcld.defense.gov/Reports < Caution-
http://dpcid.defense.gov/Reports > .

Records Sought Under the FOIA.

“I am respectfully seeking all of the sub-unit/sub-element reports input submissions to Navy BUMED for the four
FY 2013 Quarterly Privacy Act Reports, including the forwarding correspondences thereof (whether by email, fax or
other) and any attachments. FY 2013 began on October 1, 2012 and ended on September 30, 2013,

| am also seeking any FY 2013 data call emails governing reporting.
Mr. (6) is in possession of these records, [as well as others in DOD].

| am also requesting that a copy of this FOIA Request (which is an agency record) be included as a responsive
record integral to my Request.”

Basis for Appeal.



1. lam appealing that the Records that | am seeking were in the possession of BUMED at the time that |
sought them in my Request.

2. See FOIA Request at Enclosure 1.

3. See also and address as part of this appeal the questions for Mr (b) (6) pt Enclosure 3, noting that
offices are not persons (and office designations can change over time). Those questions for Mr. [DXGEMre, quote:

a.  With respect, do you personally have knowledge of responsive records that existed at the time of my
request that were not released?

b.  With respect, do you personally have knowledge of résponsive records that were destroyed subsequent to
my request?

c.  With respect, do you personally have knowledge of any Privacy Act Complaints that were not reported?

d.  With respect, do you recall the details of our telephone conversations?

4. lam appealing that BUMED did not conduct an adequate search for responsive records that at existed at
the time of my request in a manner likely to locate all responsive records. BUMED has been advised to preserve all

potentially responsive records and all records of any searches until judicial review.

5. lam appealing that, in addition to BUMED, responsive record were in the possession of DOD or one of its
components at the time of my request. DOD, DON, BUMED conducted no searches for these records.

6. lam appealing that the Agency has improperly denied portions of my request under 5 U.S.C. 552(b)(6).

7. Please see and address as part of my appeal, the appellate authority’s coordination with ODCMO regarding
my correspondence seeking (prior to this appeal) DOD's position regarding Exemption 6. The appellate authority’s final
determination becomes the DOD position with respect to this appeal in any further proceedings.

8. BUMED, a component of DON and DOD, is improperly redacting under exemption (b)(6):

a.  Agency names;

b.  Ordinary building names;

¢.  Military Treatment Facility names;

d.  Privacy Officer names.

9. lam appealing that the Agency did not provide records in the requested format as single PDF file by return
email.

10. 1am appealing that the Agency did not return a copy of my Request as part of their initial determination
letter, which is a record sought in my Request.

Appellate Authority Action Reguested. | am asking that:
(1) each of the elements of the basis of my appeal be addressed separately;

{2) each element of my appeal be sustained;



(3) all records of agency searches and FOIA case files be brought fully into your appeal files;
(4) my FOIA request be remanded back to the Agency for direct reply to me; and that,

{5) 1be granted new appellate rights following a subsequent reply by the Agency.
With my respect,

Robert Hammond

Enclosures:

1. Hammond FOIA Request DON 17-D; Component Input to BUMED; FY 2013 Quarterly Privacy Act Reports
2. Agency Initial Determination Letter

3. Hammond email thread of Wed, Oct 4, 2017 6:36 am to (b) (6) Vice Admiral Clinton f. Faison and
Admiral Terry. J. Moulton (and others in that thread)

4. Hammond email of Wed, Oct 4, 2017 3:26 pm to ODCMO seeking policy guidance on Exemption 6, with copies
to Vice Admiral Clinton F. Faison (BUMED), Admiral Terry. J. Moulton (BUMED), Vice Admiral Rachael C. Bono (DHA) and
Mr. Guy. T. Kiyokowa (DHA) and others



October 5, 2017

Office of the Judge Advocate General
General Litigation Division (Code 14)
1322 Patterson Ave., SE, Suite 3000
Washington Navy Yard, DC 20374-5066
Via; https://foiaonline.regulations.gov

Subject: Appeal of FOIA Request — Component Input to BUMED; FY 2013
Quarterly Privacy Act Reports

My Personal Reference Number: FOIA DON 17-D

DON Assigned Agency FOIA Case Number: DON-NAVY-2017-009256; also, BUMED F17-
073

References: (a) The Freedom of Information Act (FOIA)

(b) The Privacy Act

(c) CFR 164,526

(d) DoD 5700.7-R, September 1998, DoD Freedom of Information Act (FOIA)
Program

{¢) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation

(e) Joint publication of U.S. Department of Justice, Executive Office of the
President and U.S. General Services Administration of July 2011: “Your Right to
Federal Records™ (see http:/publications.usa.gov/USAPubs.php?PublD=6080)

(g) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program

(h) Department of Justice Freedom of Information Act Guide, May 2004 at
Exemption 6 http://www.justice.gov/oip/foia-guide-2004-edition-exemption-6

(1) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act

Dear Sir:

This appeal is submitted under the references above for my FOIA request at Enclosure 1. The
Agency’s reply is at Enclosure 2.

My correspondence to Navy BUMED, including Vice Admiral Clinton F, Faison
(EONC M i 1, 0 Al Tere. 1. Mouton (TGN <.,

is at enclosure 3, My correspondence to the DOD Office of the Deputy Chief Management
Officer seeking, with deep respect and appreciation, the DOD policy regarding the (b)(5)
exemption is at enclosure 4



This appeal will be timely for judicial review within twenty working days. Please preserve all
records for judicial review. There are also other avenues for redress, particularly in the event that
responsive records were deleted subsequent to my request.

BACKGROUND, Pursuant to 42 U.S.C. 2000¢e-1, DOD submits Quarterly (now semi-annual)
Privacy Reports to Congress, The DOD report is consolidated and submitted by the Defense
Privacy and Civil Liberties Office (DPCLO). FY 2014 and later reports may be found at

http://dpeld.defense.gov/Reports.
Records Sought Under the FOIA.

“I am respectfully seeking all of the sub-unit/sub-element reports input submissions to Navy BUMED for
the four FY 2013 Quarterly Privacy Act Reports, including the forwarding correspondences thereof
(whether by email, fax or other) and any attachments, FY 2013 began on October 1, 2012 and ended on
September 30, 2013.

I am also seeking any FY 2013 data call emails governing reporting.

el (b) (6) s in possession of these records, [as well as others in DOD].

[ 'am also requesting that a copy of this FOIA Request (which s an agency record) be included as a
responsive record integral to my Request.”

Basis for Appeal.

1. Iam appealing that the Records that I am seeking were in the possession of BUMED at
the time that I sought them in my Request.

2. See FOIA Request at Enclosure 1.

3. See also and address as part of this appeal the questions for Mr [SXE NGk
Enclosure 3, noting that offices are not persons (and office designations can change over
time). Those questions for Mr (K@ ke, quote:

a. With respect, do you personally have knowledge of responsive records that
existed at the time of my request that were not released?

b. With respect, do you personally have knowledge of responsive records that were
destroyed subsequent to my request?

¢. With respect, do you personally have knowledge of any Privacy Act Complaints
that were not reported? ,

d. With respect, do you recall the details of our telephone conversations?

4. 1am appealing that BUMED did not conduct an adequate search for responsive records
that at existed at the time of my request in a manner likely to locate all responsive
records. BUMED has been advised to preserve all potentially responsive records and all
records of any searches until judicial review.

5. Iam appealing that, in addition to BUMED, responsive record were in the possession of
DOD or one of its components at the time of my request. DOD, DON, BUMED
conducted no searches for these records.

6. Lam appealing that the Agency has improperly denied portions of my request under 5
U.S.C. 552(b)(6).

7. Please see and address as part of my appeal, the appellate authority’s coordination with
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ODCMO regarding my correspondence seeking (prior to this appeal) DOD’s position
regarding Exemption 6. The appellate authority’s final determination becomes the DOD
position with respect to this appeal in any further proceedings.
8. BUMED, a component of DON and DOD, is improperly redacting under exemption
(bX(6):
a. Agency names;
b. Ordinary building names;
c. Military Treatment Facility names;
d. Privacy Officer names.
9. Lam appealing that the Agency did not provide records in the requested format as
single PDF file by return email.
10. I am appealing that the Agency did not return a copy of my Request as part of their
initial determination letter, which is a record sought in my Request.

Appellate Authority Action Requested. T am asking that:

(1) each of the elements of the basis of my appeal be addressed separately;
(2) each element of my appeal be sustained;

(3) all records of agency searches and FOIA case files be brought fully inte your appeal
files;

{4) my FOIA request be remanded back to the Agency for direct reply to me; and that,

(5) I'be granted new appellate rights following a subsequent reply by the Agency.

With my respect,

(b) (6)

Robert Hammond

Enclosures:

1. Hammond FOIA Request DON 17-D; Component Input to BUMED; FY 2013 Quarterly
Privacy Act Reports

2. Agency Initial Determination Letter 4

3. Hammond email thread of Wed, Oct 4, 2017 6:36 am (b) © Vice Admiral

Clinton F. Faison and Admiral Terry. J. Moulton (and others in that thread)

4. Hammond email of Wed, Oct 4, 2017 3:26 pm to ODCMO seeking policy guidance on
Exemption 6, with copies to Vice Admiral Clinton F. Faison (BUMED), Admiral Terry.
J. Moulton (BUMED), Vice Admiral Rachael C. Bono (DHA) and Mr. Guy. T.
Kiyokowa (DHA) and others
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ENCLOSURE 1

Hammond FOIA Request DON 17-D: Component Input to
BUMED; FY 2013 Quarterly Privacy Act Reports



(b) (6)

August 7,2017

Navy Bureau of Medicine and Surgery, (BUMED)

(b)(6) Sl

Subject: FOIA Request — Component Input to BUMED; FY 2013 Quarterly

Privacy Act Reports

Requester Personal Reference Number: FOIA DON 17-D

References: (a) The Freedom of Information Act (“FOIA”). 5 US.C. § 552 et seq., as

Dear Sir:

amended,

(b) Joint publication of U.S. Department of Justice, Executive Office of the
President and U.S. General Services Administration of July 2011, “Your
Right to Federal Records™

(c) The Privacy Act (“"PA™) of 1974, 5 U.S.C. § 552a, et seq., as amended

(d) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program

(e) DoD 5400.7-R, September 1998, DoD Freedom of Information Act
(FOIA) Program

(f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy
Program

(g) DoD 6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation

(i) GAO Report GAO-12-828 of July 2012, subject Freedom of Information Act

(j) Department of Justice Handbook for Agency Annual Freedom of Information

Act Reports

I am submitting this request under the Freedom of Information Act (“FOIA™), 5 U.S.C. §
552 et seq., as amended. 1f you deny all or any part of this request, please cite each specific
exemption you think justifies your decision not to release the information and notify me of
appeal procedures available under the law. References cited above apply.

This confirms my conversation with Mr. (b) (6) of today who is on possession of the
records that I am seeking. Thank you, sir.

BACKGROUND. Pursuant to 42 U.S.C. 2000¢e-1, DOD submits Quarterly (now semi-annual)
Privacy Reports to Congress, The DOD report is consolidated and submitted by the Defense



Privacy and Civil Liberties Office (DPCLO). FY 2014 and later reports may be found at
http://dpeld.defense.gov/Reports/.

RECORDS SOUGHT VIA FOIA,

[ am respectfully seeking all of the sub-unit/sub-element reports input submissions to Navy
BUMED for the four FY 2013 Quarterly Privacy Act Reports, including the forwarding
correspondences thereof (whether by email, fax or other) and any attachments. FY 2013 began
on October 1, 2012 and ended on September 30, 2013.

I am also seeking any FY 2013 data call emails governing reporting.

n

(o) (6) is en possession of these records.

[ am also requesting that a copy of this FOIA Request (which is an agency record) be included as
a responsive record integral to my Request.

REQUESTED FORMAT. I am respectfully requesting that documents be provided as a
single PDF file by return email

AGREEMENT TO PAY FEES, [ agree to pay fees for searching or copying the records up to
$150. If the fees exceed this amount please advise me of the cost before proceeding. 1 do not

“believe that there should be any charge for providing these records, as there is public interest in
government operations. I am a private individual not seeking documents for commercial use,
such that the following applies: “No fees may be charged by any DoD Component if the costs of
routine collection and processing of the fee are likely to equal or exceed the amount of the fee.
With the exception of requesters seeking documents for a commercial use, Components shall
provide the first two hours of search time, and the first one hundred pages of duplication without
charge.” ] would note that because [ am requesting a PDF file, there should not be a per page
copy fee.

PUBLIC INTEREST. The subject of the requested records concerns "the operations or
activities of the government.” The disclosure is "likely to contribute™ to an understanding of
government operations ot activities. There is no commercial interest. There is significant public
interest in Privacy Act reporting to Congress.

PRESERVATION OF RECORDS AND SEARCHES PERFORMED. Please preserve all
responsive or potentially responsive records and records of vour searches in your FOIA case
file until the statutory date for judicial review has passed (should that be necessary) or in
accordance with a NARA approved records schedule, if longer. Records of responsive searches
would include but not be limited to: Searches conducted for each specific record sought and all
other records known to the Agency, including dates, manner of searching, responsible agent or
employee conducting each search and the results thereof.

LEGAL FRAMEWORK OF FOIA




1. The definition of “records” includes: :

“[A]ll books, papers, maps, photographs, machine readable materials, or other
documentary materials, regardless of physical form or characteristics, made or received
by an agency of the United States Government under Federal law or in connection with
the transaction of public business and preserved or appropriate for preservation by that
agency or its legitimate successor as evidence of the organization, functions, policies,
decisions, procedures, operations, or other activities of the Government or because of the
informational value of data in them.” 44 U.S.C. § 3301 (emphasis supplied).

2. FOIA requires that “each agency, upon any request for records which (i)
reasonably describes such records and (ii) is made in accordance with published rules stating the
time, place, fees (if any), and procedures to be followed, shall make the records promptly
available to any person” 5 U.S.C. § 552(a)(3)(A).

3. FOIA requires that “each agency shall establish a system to assign an
~ individualized tracking number for each request received that will take longer than ten days to
process and provide to each person making a request the tracking number assigned to the
request” 5 U.S.C. § 522(a)(7)}(A).

4. FOIA requires that each agency shall “establish a telephone line or Infernet
service that provides information about the status of a request to the person making the request
using the assigned tracking number, including the date on which the agency originally received
the request; and an estimated date on which the agency will complete action on the request. 5
U.S.C. § 522(a)(7X(B).

5. FOIA also requires federal agencies to make a final determination on
FOIA administrative appeals that it receives within twenty days (excepting Saturdays,
Sundays, and legal public holidays) after the receipt of such appeal, unless the agency
expressly provides notice to the requester of “unusual circumstances” meriting
additional time for responding to a FOIA request. 5 U.S.C. § 552(a)(6)(A)(ii).

6. FOIA expressly provides that a person shall be deemed to have
constructively exhausted their administrative remedies if the agency fails to comply with
the applicable time limitations provided by 5 U.S.C. § 552(a)(6 )X A)(1) - (ii}. See also 5
U.S.C. § 552(a)(6)(C).

7. FOIA provides that any person who has not been provided the records
requested pursuant to FOTA, after exhausting their administrative remedies, may seek
legal redress from the Federal District Court to enjoin the agency from withholding
agency records and to order the production of any agency records improperly
withheld from the complainant.

8. Regarding he names of the FOIA requesters, the courts have held hat under
the FOTA requesters do not have an expectation of privacy. Stauss v. IRS, 516 F. Supp.

1218, 1223 (D.D.C. 1981),

9. Under FOIA, the federal agency has the burden of sustaining its
actions. 5 U,S.C.§ 552(a)(4XB).
10.  Pursuant to FOTIA, a Court may assess attorney fees and litigation costs

against the United States if the Plaintiff prevails in an action thereunder. 5 U.5.C. §
552(a)(4)(E).

11.  Department of Justice (DOJ) has issued a handbook addressing FOIA Annual
Reports. See DOJ, Handbook for Agency Annual Freedom of Information Act Reports,
“Disposition of FOTA Requests,” (available at



http://www.justice.gov/sites/default/files/oip/pages/attachments/2014/11/04/department_of justi
ce_handbook for_agency annual freedom_of information_act_reports.pdf) (“DOJ
Handbook™).

12.  Among other things, the DOJ Handbook states, “All requests (perfected and non-
perfected), appeals, and consultations that were pending at any time during the relevant fiscal
year [October 1st through September 30th] will be captured.”

13.  The DOJ Handbook also states:

“[E]ach agency is ultimately responsible for the accuracy and completeness of its

Annual FOIA Report. It is therefore essential for agencies to take steps that will

ensure that they are adequately tracking all of the information necessary to

complete the Annual FOIA Report sections detailed below. Agencies that utilize a

tracking or case management system for this purpose are responsible for ensuring

that the system they are using can produce an accurate Annual FOIA Report that

is in compliance with the law and Department of Justice guidance.” DOJ

Handbook, at 3.

[ believe that I have adequately described the records that [ am secking. If you believe that my
request is unclear, if you have any questions, or if there is anything else that you need from me to
complete this request in a timely manner, please contact me in writing, so that [ may perfect my
request. If you deem that any portion of my request is unclear, answer the remaining portions and
I will perfect a request for additional material as needed.

Thank you very much in advance.

With my respect,
(b) (6)

Robert Hammond



ENCLOSURE 2

Agency Initial Determination Letter



DEPARTMENT OF THE NAVY
BUREAY OF MEDIGINE AND SURGERY
7700 ARLINGTON BOULEVARD
FALLS CHURCH, VA 22042

IN REPLY REFER TO
5720/F17-073
Ser MOOIE/17UMO0070200
September 20, 2017

Mz, Robert Hammond

(b) (6)

Deat Mr. Hammond,

SUBJECT: FREEDOM OF INFORMATION ACT (FOIA) REQUEST ~ BUMED F17-073

This is a supplemental response to your Freedom of Information Act (FOIA) request of
August 7, 2017 to the Chief of Naval Operations Freedom of Information Act office. In your
request, you are seeking FY 2013 Quarterly Privacy Aet Reports inchuding “forwarding
correspondences thereof (whather by email, fax or other) and any attachments,”

Under the guidelines of the FOIA I have reviewed the responsive docuients over which
BUMED has cognizance, determined that they are releasable under FOILA and have enclosed
themi; however, certain identifiers have been removed in accordance with the Freedom of
Information Act, 5 U.8.C. § 552 (b)(6) {o prevent a clearly unwarranted invasion of personal
privacy. :

Additionally, BUMEI does not possess documents responsive to yotr request for
“forwarding correspondences thereof (whether by email, fax or other) and any attachments” as it
follows the guidance established in the Department of the Navy Records Manageinent Program
which establishes policies and procedures for life cycle manggement (creation, maintenance, use,
and disposition) of Navy records.

Since your request has been partially denied, you are advised of your right to appeal this
determination in writing, Such an appeal, if any, should be addressed to:

Office of the Judge Advocate General (Code 14)
Washington Navy Yard

1322 Patterson Avenue

‘Washiington DC 20374-5066

The appeal must be received within 90 calendar days from the date of my lefter and a
copy of this correspondence should be attached, along with a statement regarding the basis of
your appeal. It is recommended that the letter of appeal and the envelope both bear the notation,
"Freedom of Information Act Appeal.”

For this determination, you have the right to seek dispute resolution services from the
DoD Navy Component FOIA Public Liaison, Mr. Chris Julka, at Christopher.a.julka@navy.mil
or (703) 697-0031,




5720/F17-073
Ser MOOJE/1TUMO0I0194
Septemiber 20, 2017

There are no assessable fees associated with the processing of your request. If you have

juestions v paint of contact | arcia, who may be contacted at
@rmail.mil or

Sincerely,

Qs

P. A. MYERS

Captain 4

Judge Advocate General’s Corps
United States Navy

Staff Judge Advocate

By direction of the Chief,
Bureau of Medicine and Surgery

Enclosure: FY13 Quarterly Privacy Act Reports
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BUREAU OF MEDICINE AND SURGERY

SECTION 803 OF 9/11 COMMISSION ACT OF 2007
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS
IST QTR FY13 ~ OCTOBER 1, 2012 - DECEMBER 31, 2012

(LG

Agency Name:

Complaint #1

Deseription of Complaint: Naval Branch Health Clinic ™" reported & missing
Medical Board package. ‘

Findings: The mail réceipts show that the Medical Board package was mailed from
ol 8) and was signed for by the mail room.

Disposition: The Medical Board package was found at the ™ Clinic. A close
out report was being filed.

Complaint #2

(bg?sm‘ipﬁon of Complaint: 22 patient forms weére discovered in a hotel room in
Findings: An Army Government worker was checking out of the™® and
was checking the drawers and dlscovered the forms. The vonceined individual placed the
forms in FEDEX immediately to™"  for examination.
Disposition: The case was turned over to Cormmand Legal. AHLTA inquiry was
initiated on all 22 patients, Letters were sent out,

Complaini #3

Deseription of Cﬁmpl_ziint: 135 Medical Records were discovered on 2 window ledge on
the ward floor-at "'

Findings: Patient Spouse while walking the ward floor came across the Medacal Records
on the ledge and reported it to staff nurse.

Disposition: Concern was reported ta duty COC and PAD filed report w11:1m required
time frame. The case was turned over t0®®  Legal,

Complaint #4

Description of Complaint: Concerned ex-significant other states that she believes her
child’s father whom is Active Duty at™®  may be lopking In theit child’s medical
repord, _

Findings: AHLTA inquiry was ran.

. Pk p i §13)
Disposition: The case was turned over to™' "

Legal.




Ageney Name: ™

Complaint # § )
Description of Complaint: Complaint submitted from former employee that her PIL was
disclosed without anthorization to another employee.

Findings: The complaint is still pending investigation due to review of emails and
witness statements.  To date™™ has not been able to validate the conplaint;
however, the agency belisves the disclosuze, 1f it océurred, was not maticious based on
preliminary findings and the complaint would have been incidental with minimal
disclosure.

Disposition: A review of policies and practices were conducted per current standard
operating procedure. Investigation is still pending,

by s

Complaint #6

Description of Complaint; A patient requested fo have a diagnosis expunged from her
medical record. '

Findings: unsubstantiated, denied

Disposition: Complaint Closed

Complaint #7

Description of Complaint: Unautherized disclosure of a patient’s PHI
Findings: substantiated

Disposition: Complaiat Closed

Complaint #8 _ ,
Deseription of Complaint: Unauthorized disclosure of a patient’s PHI
Findings: substantiated,

Disposition: Complaint Closed

Complaint # 9

Description of Complaint: Unauthorized disclosure of a patient’s PHI
Findings: unsubstantiated

Disposition: Complaint Closed

Complaint #10

Description of Complaint: Unauthorized disclosure of a patient’s PHI and accesstog the
HER without the need to know.

Findings: Investigntion is ongoing

Pisposition: Pending

Complaint#11

Description of Complaint: Unauthorized disclosure of a patient’s PHI. Clinic phone was
forwarded to a patient’s personal cell phone.

Findings: Substantiated.

Disposition: Complaint Closed



Complaint #12

Description of Complafnt; Staff member forwarded PHI from a government computer to his
personal computer at hotne.

Findings: Investigation is ongoing.

Disposition: Pending ‘

Complaint #13

Deseription of Complaint; Staff member alleges other stalf members accessed her PHI
without the need to know,

¥Findings: Investigation is ongoing.

Disposition: : Pending

Complaint #14

Description of Complaint: (8JA Office (LegalyBUMED Complaint) Complajinant alleges
that ship personnel electronically accessed his medical records without appropriate
authorization or “riced-to-know”,

Findings: Substantiated.

Disposition; Cloged.

Complaint #13

Description of Complaint; Complainant alleges that she observed members of the medical
center allowing inappropriate access to patient’s health information.

Findings: Undexr investigation,

Disposition: Pending

Complaint #16

Deseription of Complaint: Complainant alleges that members in her chaia of command
accessed her medical information without 4 need-to-know or approptiate authorization,
Additionally, complainant alleges staff at the medical center disclosed her patient information
withoitt appropriate authorization.

Findings: Unsubstantiated.

Dispesition: Closed

Complaint #17

Description of Complaint: Complainant alleges that medieal center staff acoessed and
disclosed her electronic PHI to an individual that she did not authorized to have her medical
information. ,

Findings: Under Investigation

Disposition: Pending.

Complaint #18

Pescription of Complaint: Staff member acknowledged that she copied incorreet
information into a pafient’s record and requested to have ervoneous information expunged.
Findings: Under Investigation

- Disposition: Pending,



Complaint #19 :

Description of Complaint: Clinic representative requested to have erroneous information
" expunged from patient files, '

Findings: Under Investigation

Disposition: Pending,

Complaint #20

Description of Complaint: Complainant alleges that someone in his chain of command
accessed and diselosed his medical information without approprlate authorization,
Findings: Under Investigation

Disposition: Pending.

Complaint #21

Description of Complaint; Complainant alleges that someone in her chdin of command
accessed and disclosed her medical information without appropriate authorization,
Findings: Unsubstantiated.

Disposition: Closed.

Complaint #22

Description of Complaint: Complainant alleges that persons without the appropriate
authorization forwarded their protected health information in an unprotected electronic
message. .

Findings: Under Investigation.

Disposition: Pending,

Complaing #23

Description of Complaint: Complainant alleges that one of the areas at the command
accessed and disclosed her medical information without appropriate authorization.
Findings: Under Investigation.

Disposition; Pending. )

Complaint #24

Deseription of Comaplaint: Complainant alieges that one of the areas at the command
accessed and diselosed her medical information without appropriate authorization.
Findings: Under Lnvestigntion.

Disposition: Pending,

Agency Name: 7@

Complaint #25
Description of Complaint: Compliant that ex-spouse, who is a contract worker for the
Naval Hospital, inappropriately accessed patient records.
Findings: An AHLTA audit was requested and it was found that the accused had
?c)gze_ssad her ex-husband’s records on mimerous occasions, even before his transfer to

b (B .
Disposition: The matter has been turned over to Command Legal and an investigation
has ensued. The case is still pending the investigation.



Complaint #26 _

Description of Complaint: Patient came to Medical Records requested a copy of her
records and before she left the hospital noticed another’s patient medical information
within her record,

Findings: She immediately returned with the other patient’s medical record o
QutPatient Records, _
Disposition: The receiving Corpsmat shredded the records without making note of the
patient’s name. A notification letter could ot be sent,

Complaint #27 -

Description of Complaint: Patient complains that a pharmacy staff merber violated his
rights by talking to him from across the room,

Findings: The pharmacy staff did address the patient without calling him to the window
for a mote discrete conversation.

Disposition; The Department Head of Pharmacy spoke to the patient, apologizing for the
actions of the staff member.

Coimplaint #28

Description of Complaint; Patient receives her ex-spouses medical record copy, rather
than her own,

¥indings: The Qutpatient staff member failed to verify whose records he was printing.
Disposition: The ex-spouse was contacted and he had recéived the records from her. A
corpsman delivered the correct records to her later that evening.

Complaint #29 ,

Deseription of Complaint: Marines receive spreadsheet that has other names and last 4
of 88N,

Findings: The spreadsheet was to notify Marines of the immunizations needed for
medical readiness

Disposition: Scheduled training and to remove 8SN from spreadsheets prior to sending
them out. '

Complaint #30

Description of Complaint: 35 Medical records lost by sceidentally placed in dumpster.
Findings: Corpsman staged 35 medical records for the iext day appointment in a black
trash bag at the front desk. Later on, it was mistaken for trash and taken to the durapster.
It was discovered what happened the next day.

Disposition: The 35 medical records are reported as lost and unrecoverable. The
affected individuals have been notified by mail,



Agency Name; ©'®

Complaint #31

Deseription of Complaint: Complaint from staff member that the retiring Department
Head removed her personnel file from the office to her residence. The personnel file
contained PIT as well as medical information.

Fiudings: The departing Department Head was cleaning what she thouglit were personal
files from her office. The personnel file of thé staff member was taken home accidentally
and réturned the next day.

Disposition: DONCIO report submitted. The complainant was notified. US Cert #
INC000000246662

Complaint #32
Descrtptmn of Complaint: On 15 Nov12, a DONCAF report of a sailor attached to the
was lost by the ship's security manager while in route,  On 16 Nov 12,

tige ship's security manager reported the loss of the DONCAF to Naval Hospital

) )
Findings: The ship's security manager improperly handled PHI/PII by placing the
material in the trunk of his personal vehicle and took his kids to the basehall park for a
game. Baseball gear was also in the trunk and it is presumed during the removal of sports
bags, the PHI/PII maferial was inadvertently pulled and dropped outside the vehicle.
PHI/PI material was not recovered,
Disposition; DONCIO report submitted. The complainant was notified. US Ceri #
INC000000247420

{05}

Agency Name:

Complaint #33

Deseription of Complaing: A patient (who is also a staff member) reported that she

learned that her laboratory test restlts were verbally disclosed by another staff methber to

individuals who did not have a need to know. .

Findings: A HIPAA-based investigation revealed that the allegation has inerit. A

subsequent legal investigation has been launched that included an AHLTA andit of the

EMR to determine if unauthorized access took place and it appears that this may have

been the case.

Disposition: Two®™™ staff tnembets ave scheduled for NIP #s a result of the

investigating officer’s recommendations, To date, NIP has not been conducted, but is
scheduled for the very near future,



Complaint #34

Description of Complaint: A patient’s spouse filed a HIPAA compliant alleging that a
sénlor staff member discussed the patient’s medical condition with the office door opened
resulting in other staff members hearing protected health information,

Findings: A HIPAA-Dased investigation was conducted in which all staff members on
board on the day of the alleged violation were interviewed. Staff stated that cither they
were unaware of the event or heard either none of the conversation or nothing of a
sensitive natare that would constitute PHI,

Disposifion: The patient’s spouse received notification that a confirmed HIPAA
violation does not appear to have taken place, but was assured that greater diligence
would be taken to protect PHI and that siaff were reminded to close office doors when
sensitive information i to be discussed.

Complaint #35

E)escrlpﬁan of Complaint: A patient list of appointments fora Spemﬁe gpecialty olinic
was given to another patient in error. The list contained P11

Findings: The violation did occur and appears 1o be & careless error.

Disposition: The list of appointments was returned by the other patient. The patienit to
whom the list applied was notified of the unauthorized disclosure. The staff of this
specialty clinic reviewed the steps that occur when patients request a list of appointments
and safeguards were put in place to prevent further unauthorized disclosures,

Complaint #36

Deseription of Complaint: AHLTA records for a medical encounter were inadvertently
misfiled in another patient’s medical record,

Findings: The staff of the clinic did misfile the regord of the encounter, most likely due
o lack of attention to detall.

Dispositions The patient fAnding the misfiled paperwork returned the copies to the clinic.
The patient whose records were disclosed was notified of the situation. Clinic staff
revigwed the process for filing AHLTA encounters in the medical record and established
safeguards to prevent furiher unauthorized disclosures.

Cormplaint #37

Deseription of Complaint: An active duty service member was transferred to another
command and was provided his medical and dental record. The member contacted the
NHCNE clinie to report that another service member’s record was “packaged” with his
records.

Findings: The staff of the clinic did misfile the record, most likely due to lack of
attention to detall. The misfifed record was returned to the medical department of the
command where the patieat is now assigned.

Disposition; Process review was conducted with the records staff



Agency Name; ™"

Complaints #38, 39, 40, 41

Description of Complaint: Received opened package back from ™®

et which was missing ene patient record and contained three Request for
Medical/Dental Records or Information Form (DD877), being sentto™"®

Findings: Missing record was located and verified no information was lost. The three
DD877 forms were included in the paper envelope with the missing record being seot
from ®® Medical Record Department to® ©
Package was opened during shipping and was returned by™®  Information had the
possibility of being compromised.

Disposition: Medical Record and DID 877s were secured in fiber envelope and resent to
@ The three sponsors identified on the DD877s were sent Notification of
potential compromise of Personal Identifiable Information involving themselves and their
dependents.

Complaint #42

Description of Complaint: Complaint received from patient that a breach of her
protected health information had oceurred when a Naval Health Clinic staff member
discussed her medical condition with others staff membeérs, and in front of others, at a
location outside of the medical treatment facility.

Findings: Ihvestigation was performed by the command agsigned investigating officer
and allegations were supporied by the findings.

Disposition: The patient was informed of the conelusion, Disciplinary and legal actions
were taken by the command, Additional HIPAA training was mandated for all staff
members involved. Staff members were reassigned to non patient care duties.
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SECTION 803 OF 9/11 COMMISSION ACT OF 2007
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS
2ND QTR FY13 - JANUARY 1, 2013 - MARCH 31, 2013 -

B

Complaint #1

Deseription of Complaint: Staff member established a contract without a Privacy Impact
Assessinent, BAA, Legal approval or authority.

Findings: substantiated, The contract used unencrypted, coded PHL

Disposition: Contract cancelled Complaint Closed

Complaint 42

Description of Complaint: Complainant alleged her PHI (Electronic Medical Record) was
aceess by her staff without anthority.

Findings: Member was provided an audit report to identify staff that she believed entered her
record illegally. Member failed to respond after several atternpts.

Disposition: Complaint Closed

Complaint #3

Description of Complaint: Complainant allgged that incorrect information had been placed
in bis sensitive patient record. Clinical Department Head approved corrections o medical
record.

Findings: Substantiated.

Disposition: Expungement pending,

Complaint # 4 )
Deseription of Complaint: Complainant alleged that incorrect information had been put in
her sensitive patient record.

Findings: Substantiated Clinical Department approved corrections to medical record,
Disposition: Expungement pending

Complaint #3

Deseription of Complaint; Complainant alleu‘&d that incorrect information had been put in
hier Immunization patient record.

Findings: Substantiasted, Clinical Department approved corrections to medical record,
Disposition: Record Amended, Clased,

Complaint #6

Description of Complaint: Medical records containing PYH were inadvertently given to
another patient upon discharge. Patient records were returned

Findings: Substantiated. Nurse admits to error, Division Officer notified,

Disposition: Clesed,



Complaint #7

Description of Complaint: Complainant alleged that incorrect information had been put in
her electronic health record,

Findings: Substantiated. A positive [ab result was placed in the patient’s medical record due
to mislabeled specimen by the clinic. Record has been amended.

Disposition: Closed.

Complaint #8

Deseription of Complaint; Complainant alleged that incorrect information was placed in a
patient’s record..

¥Findings: Substantiated. The Department cut and pasted personal identifiable information
into the medical record of another patient. _

Disposition: Closed. Record has been amendad.

Complaint #9

Description of Complaint: Complainant alleged that incorrect infbrmation had been placed
in her glectronic health record,

Findings: On-going

Disposition: Pending,

{bl (&

Asgency Name:

Complaint #10

Deseription of Complaint: Complaint from a patient that a staff member disclosed to a
roommate that she was at the clinic for care.

Findings: 1t could not be determined rathier the staff member disclosed the information
or not. The individual who the information was allegedly disclosed to would not provide
a statément.

Dispositiont DONCIO report submitted. The complainant was notified. US Cert #
INCO000000256900

Complaint #11

Description of Complaint: The wrong medical record was provided to a patient to take
to an appointment

Findings: The front desk clerk did not verify the patient’s information when pulling the
Tecord.

Disposition: DONCIO report submitted. The complainant was notified, US Cert#
INCQ00000259702

Compleint #12

Description of Complaint; Staff member faxed patient information to a residence.
Findings: The staff member did not follow policy/guidelines when she atterapted to fax
medical tecords to patients to an putside provider's office.

Disposition: DONCIO report submitted, US Cert # INCO00000267982



10} 16}

Agency Name:

Complaint #13

Deseription of Complaint: A DOD active duty member was mailed a radiology CD of
another {veteran) patient

Findings: A ward secretaty mismailed the CD,

Disposition: The mismailing was discussed Wlth hoth the employee and supervisor.

Procedures are currently being reviewed with the supervisor. Ward secretaries are not o
mail out CD"s.

Complaint #14

Description of Complaint: Unencrypted e-mail containing sensitive infosmation sent by
DOD member.

Findings: No breach oceurred.

Disposition: Metber educated and ticket closed,

Complaint #15

Deseription of Complaint: DOD contractor received an unencrypied ematl from a DOD
provider with a screenshot displaying PII of one active duty patient.

Findings: Ticket still open.

Disposition: Provider was educated.

Complaint #16

Description of Complaint: DOD active duty member accessed information about
another active duty member without a need to know.,

Findings; 5till under investigation,

Disposition: Still under investigation,

Complaint #17

Description of Cemplaint: DOD provider discussed medical information about a DOD
member to a DOD co-worker without anthorization.

Findings: The complainant hrought the co-worker with him to his appointment. The
provider thought the co-worker was the complainant’s boss, and the co-worker helped
him fill out a chit form to work from home. Diagnosis was divilged, but co-worker
already knew that.

Disposition: Complairant was sent an apology letter.



0

Apency Name:

Complaint #18

Description of Complaint: Unencrypted email containing Personal Identifigble
Information (PIT) was sent to two personal email accounts by a staff member,

Findings: Naval staff member was sending PII data, nanie, and last four to personal
email acoount. HIPAA Privacy Officer was notified who in turned notified the CIO of
ineident.

Disposition: CIO instructed to send notification letter to patient. Staff member received
HIAA trafning and instructions referencing proper use of encrypted emails,

Complaint #19

Description of Complaint: A patlent was given the appeintment information of another
patient.

Findings: Multiple staff using the same printer. Patient called HIPAA Privacy Officer
when the information was not hers. HIPAA Privacy Officer filed m@ideut report, CIO
dirécted no action necessary.

Disposition; Staff members received fraining to confirm patient information before
handing PHI or PI to & patient. Use Kdentifyitig methods such as name and date of birth,

Agency Name; ™®

Complaint #20

Description of Complaint: Compliant a contract worker for the Naval Hospital,
inappropriately accessed patient records.

Findings: An AHLTA audit was requested and it was found that the accused had
accessed Co-workers PHI and an investigation revealed that she spoke to other co-
weorkers about the PHI; incident happened in Oct 2012 and wasn’t repotted to Privacy
Office. Contract employee received a final warning counseling in Oct 2012; however,
she continued to access his account.

Disposition: BEven though she had received permission to access his account (three times
since Qct), the member was not notified of the original breach of PHI when she did not
have permission to access his account. The findings were that in light of the final
warning counseling, her continued access of her co-worker's AHLTA record was
inappropriate. Had her co-worker had been notified of the PHI breach in Oct 2012, most
likely would not have asked her 1o access the account. It was decided that her access to
CHCS/AHLTA be revoked, Ultimately, she was unable to perforin her job and
employment was terminated.



Comploint #21

Description of Complaint: Patient alleged a Privacy breach when she reads information
in a provider’s notes, who she was referred to. She claims that she filed a complaint with
the provider's office.
Findings: No Privacy breach, HIPAA Privacy Rules allow transfer of PHI between
MTF for treatment purposes.

Disposition: Patient notified of the Privacy Rule and informed that this Privacy office
does not handle complaints against other facilities,

Complaint #22

Description of Complaint: Patient complains that Family Practice Nurse violated her
privacy rights by talking loudly and asking lier questions from anothet room.

Findings: The nurse did speak to the patient from another room and door to hallway
was ajar.

Disposition: The Department Head of Pharmacy spoke to the patient, apologizing for the
- actions of the staff member, Family Practice was given HIPAA and Privacy {raining
regarding minimizing incidental disclosures.

Complaint #23
Deseription of Complaint: Provider verbally disclosed spouse PHI to patient. Spouse

- complained about breach,
Findings: The provider realized right away that he accidentally spoke PHI about the
patient’s spouse. The Patient informed his spouse of the breach.
Disposition: The provider was instructed how 1o file a privacy complaint, if the spouse
wished to make g complaint. The provider did apologize to the spouse for his disclosure.
No complaint has been received by the Privacy Office to date from spouse.

Complaini #24

Description of Complaint; Receiving multiple faxes of PHI in credentialing office.
Findings: PHI being sent to wrong fax number form other facilities,

Disposition: Failed to locate a “source”, Privacy office is to receive the faxed
documentation and contact the faxing facilities directly, PHI has been minimized,
continuing to resolve the problem.

Complaint #23

Description of Complaint; PHI documents for shred found at landfill durap site.
Findings: Corpsman placed PHI in bin thinking it was & shred bin. Supervisor at the
landfill spotted the “trash® and contacted the Privacy Office. The PHI was picked up and
disposed of properly.

Disposition: Additional Shred bins were erdered for the elinic and staff trained on the
importance of paying attention to where the shred bins are and not placing PHI in trash
bins.
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Agenecy Name:

Complaint #26

Description of Complaint: Compliant from patient {a staff member) that provider stated
—outloud — that the patient was taking controlled substances. Allegedly, other staff
members were within range of the provider to hear the comment,

Findings: Interviews conducted with staff tor include the provider. Staff do not recall
hearing the statement. Provider dendes the allegation. :

Disposition: The Privacy Officer will pass the results of the interviews to the patient.
As of the date of this report, the information was not passed to the patient,

Ageney Name:

Complaint #27

Description of Complaint: Complaint rom™®  that received ynencrypted tracker
containing PI{ and PHI from Health Benefit Advisor of a BHC.

Findings: Health Benefit Advisor e-mail was not pioperly set up to enorypt messages
Disposition: Worked with Supervisor to correctly set up e-mail account. Counseling and
education was provided to the individual who's been assigned a remedial training.

Compluini #28

Description of Complaint; One of our Command's member sent an unencrypted e-mail
containing her own PII to her personal commereial e-mail address

Findings: Member didn’t realize she could not use her commercial e-mail for messages
containing P11 _

Disposition: Education provided

Complaint #29

Deseription of Complaint; Support Services Staff sent general traffic message vis
NICH system. Message contained last four digit of SSN, name and renk of individual..
Findings: Message downloaded from secure site and distributed incorrectly to people
who didn’t have a need to know.

Disposition: Working with site to limit access lo general message teaffic.
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SECTION 803 OF 9/11 COMMISSION ACT OF 2007
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS
3RD QTR FY13 (25 JUNE 2013)

Agency Name: ™
gency Name:

Compluint #1

Description of Complaint: A breach occurred when an employee sént an unencryptc:d
report containing PII to an unintended recipient outside of the network.

Findings: Information Management sofiware logged an event where patient information
was sent to an individual outside of the network. The email included PHI, name and
SSN. The individual wag intended for a provider in the hospital but instead was sent to

-an eivilian account of & persen with the same first nate.

"Disposition: The staff members' account was disabled while she completed P11, Cyber
Awareness and HIPAA training. The concerned staff member was reminded of the
importance of verifying the e-mail addresses of intended recipients and encrypting patient
information. Notification was completed to the individual whose mformation was in the
email.

Complaint #2

Deseription of Complaint; An active duty staff member complained that her medical
information had been accessed by her department head.

Findings: An AHLTA audit was completed and it showsd that her information was
accessed on two occasions.

Disposition: The department head was education on authorized disclosures and uses of
health information. More specifically, he was educated on requesting information ont
military members when required to do so in the performance of his assigned duties.

iy
Agency Name: Ee

Complaint #3

Description of Complaint: Medical records for a dependent child were not packaged
mdividually and sent to & pavent.

Findings: Medical dacumentatmn for a dependent child was not properly released to the
parent,

Disposition: CIO instructed to send notification letter to patient. Staff member received
HIPAA training and instructions referencing proper mailing of dependént children’s
medlical records.



Complaint #4 '
Description of Complaint: A patient’s medical records were included in another
patient’s medical record. The medical records were returned to the clinic.
Findings: Multiple staff using the same printer. Second verification check was not
properly performed,

Disposition; Staff members reveived training to confirm patient information before
releasing medical records.

Complaint #3

Description of Complaint: A patient’s medical records were sent to the wrong medical
facility, The medical facility contacted the patient to inform him of the violation.
Finglings: Staff miglabeled envelope. Second verification check was not properly
performed.

Disposition: Staff members received training to confirm patient information and mailing
labels before releasing medical records.

Complaint #6

Description of Complaint: Non custodial parent received immunization information,
Findings: Legally the parent has the rights to the patients information if no legal
restrictions are in place.

Disposition: Informed custodial parent of non custodial parents right. Advised to seek
legal counsel and place restrictions in child’s medical record.

b {4
Agency Names i

Compluint #7

Description of Complaint; A DOD Employee stored a document in the SharePoint
(mysite) containing PHI/PIL of an active duty service member.

Findings: Founded

Disposition: DoD employee has renioved the documents from the SharePoint My site.

Complaint #8

Description of Complaint: A DOD active duty member took a picture of an unknown
patient on his cell phone, without authorization, went home and uploaded the pieture onto
his personal facebook

Findings; Founded

Disposition: The picture was deleted from the cell phone and facebook. The DOD
member will be having a review board with our local Senior Enlisted. If no further
actions on the part of the member are determined to be found by the board, then the
member will receive formal written counseling/instruction on. his actions, how they are
unaceeptable, and what acceptable behavior is regarding patients and PHL



Complaint #9

Description of Complaint: DOD employee advised another DOD employee what his
PIN number was,

Findings: IT specialist witnessed exchange of confidential information,
Disposition: The user’s VA network access was disabled.

Complaint #10

Description of Complaint: A veteran’s wristband containing PU/PH! was placed on a
DOD patient’s wrist.

Findings: Nurse placing wrong wiistband identified. Two identifiers not used, per
policy.

Disposition: Credit monitoring offered the veferan. Patient incident report completed.

Ageney Name: V'

Conplaint #11

Description of Complaint: May 3 at™® reported an All Hands
Ernail that weat out to all of ™ and their underlying Clinics to a total of 1861 staff
members. The wrong address was selected before sending out,

Findings: The email was sent out not encrypted. 1t was recalled when discovered. MID
did remove it from the server. The email had an attachment which included a security
clearance information and financial information with divorce decree.

Disposition: The Medical record has not showed up. Letter was mailed out. Staff
member took online PHI classes and did further education on electronie safe guards.

Complaint #12

Description of Complaint. May 9™ at®® a patient requested their record,
‘When picking up their record and reviewing it later, miss filing of other medical chits
were discovered,

Findings: The documentation of the patient’s previous spouse and three other
independent individual’s medical docurnentation were discoverad in the one record.
Disposition: Bducation was also done to staff and a re-check process was implemented
for copying records. Letter went sent out.

Complaint #13 _
Description of Complaint: May 20" at
record was discovered that had other Individual’s chits in it.. _
Findings: The patient record had one other individual’s chits in it. The patients both had
the same first letter of the last name. The chits were removed and filed in the proper
record.

Disposition: Bducation was done on proper filing to staff. No letter was required to go
out,

48 in lnpatient Adiin &



Complaint #14
Description of Complaint: June 21 at Naval Hospital *'® MID discovered aun
accounted laptop.
Findipgs: While doing inventory of equipmient a Fujitsu laptop was discovered un
accounted for. It was encrypted and did not show to have ever been plugged into the
network.
Disposition: Education was done on with staff on doing regular inventory checks,
Letters are not required 1o go out.

Agency Name: M@

Complaint #15

Description of Complaint: (8JA Office (Legal) Complaint) Complainant alleges that a
menber of the NMCP staff electranically accessed her medical records without
appropriste authorization or “need-to-know.

Findings: Unsubstantiated/Other, see ‘Disposition’

Disposition: Determined by another Agency/Office (Closed).

Complaint #16

Description of Complaint: (SJA Office (Legal) Comiplaing) Complainant alleges that &
member of the NMCP staff electronically accessed her medical records without
appropriafe authorization or “need-to-know.

Findings: Unsubstantiated/Other, see ‘Disposition’

Disposition: Determined by another Agency/Office (Closed).

Complaint #17

Deseription of Complaint: (STA Office (Legal) Complaint) Complainant alleges that a
memmber of the NMCP staff placed incorrect information in her electronic medical record.
Findings: Unsubstantiated/Other, see ‘Disposition’

Disposition: Closed, Complainant did not submit requested information,

Complaint #18

Description of Complaint; Cormplainant alleges that her husband who works at ™ ®
has been accessing her electronic medical record.

Findings: Under Investigation

Disposition: Pending.

Complaint#19

Description of Complaint: Complainant alleges that a member of the™™  staffhas
been accessing het medical information and disclosing it to individuals in the court
systent without her authorization or a need-to-know,

Findings: Unsubstantiated

Disposition: Closed.



Complaint #20

Description of Complaint: Complainant alleges that members in het chain of command
accessed ber medical information without a need-to-know or appropriate authorization.
Findings: Under investigation.

Disposition: Pending

Complaint #21

Description of Complaint; Complainant alleges that a member of the ™™ staff
electronically accessed his medical records without appropriste authorization or “need-to-
know.

Findings: Under investigation,

Disposition: Pending

Complaint #22

Description of Complaint: Complainant alleges that a member of the ™®  staff
glectronically accessed his medical records without appropriate authorization or “need-to-
know.

Findings: Under investigation.

Dispasition; Pending

Complaint # 23 7 e

PDescription of Complaint: Complainant alleges that a member of the”™  staff
glectronically accessed his medical records without appropriate authorization or “need-to-
know.

Findings: Under investigation,

Digposition: Pending

Complaint # 24

Deseription of Complaint: (SJA Office (Legal) Complaint) Complainant alleges that a
member of the™  staff electronically accessed her medical records without
appropriate authorization or “need-to-know,

Findings: Under investigation.

Disposition: Pending

Complaint # 25

Deseription of Complaint: (S8]A Office (Legal) Complaint) Complainant alleges that a
mentber of the NMCP staff electronically accessed her medical records without
appropriate authorization or “need-to-know.

Findings: Under investigation.

Disposition: Pending




Complaint# 26

Deseription of Complaint: ™®  staffmember identified incorrect tnformation in four
patients’ records, Complainant alleged that incorrect information had been put in her
sensitive patient record,

Findings: Unsubstantiated; Request to amend patient records forwarded to System
Administrator

Disposition: Amendments pending.

Complaint # 27
Deseription of Complalnt HIPAA Officer at another Covered Futtity alleges that

member at NMCP put incorrect information in one of their active duty members medical
regord,

Findings: Unsubstantiated; Request to amend patient records forwarded to site System
Administrator

Disposition: Amendments pending.

Complaint #28
])escr;ptinn of Complaint; HIPAA Officer at another Covered Entity alleges that
memberat” " put incorrect information in one of their active duty membcrs

dependent’s medical record,

Findings: Unsubstantiated; Request to amend patient records forwarded to site System
Administrator '

Disposition: Amendments pending,

Complaint #29

Description of Complaint: staff member identified incorvect information in
patient's record. Complainant alleged that incoreect Information had been put in her
sensitive patient record.

Findings: Unsubstantiated; Request to amend patient records forwarded to System
Administrator

Disposition: Amendments pending.

{0y (8

Complaint #30

Description of Complaint: Patient at
put into her medioal record.

Tindings: Unsubstantiated; Request to amend patlent records waiting for verification of
alleged error.

Disposition; Amendments pending,

@® alleges that incorrect information has been

Complaint #31

Description of Complaint:™®  impermissibly disclosed a patient’s Protected Health
Information te his Chain of Corsmand, -

Findings: Unsubstantinted,

Disposition: Cloged.



Complaini #32

Description of Complaint: Patient’s Chain of Command required her to disclosed her
Protected Health information

Findings: Substantiated;

Dispasition: Chain of Command inform of privacy policies, Case Closed.

Complaint #33

Description of Complaint; Patient’s Protected Health information was delivered to
wrong patient as part of a request for a copy of a medical record.

Findings: Substantiated;

Disposition: Case Closed.

Complaint #343

Pescription of Complaint: Patient’s Protected Health Information was scanned into
another patient’s medical record.

Findings: Substantiated;

Disposition: Case Closed.

Complaint #35

Description of Complaint: Patient’s request for Protected Health information was not
complete. The patient requested his inpatient and cutpatient medical records and ooly
received his outpatient records.

Findings: Under Investigation

Disposition: Pending.

Complaint #36

Deseription of Complaint: Complainant received Protected Health Information of
another patient as part of a vequest for a copy of her medical records.

Findings: Under Investigation |

Disposition: Pending,

Complaint #37

Deseription of Complaint: Complainant’s pharmaty medications were given to another
patient.

Findings: Under Investigation

Disposition: Pending.

. {6}

Agency Name:

Complaint #38

Deseription of Complaint: Staff took home medical records to complete
Yindings: Staff member admitted to taking home medical records to complete.
Disposition: Staff member counseled and understands that he cannot take medical
resords home without proper autharization. Low risk, individuals ot notified,



Complaint #39

Deseription of Complaint: Patient complains that daughter’s biological father receives
medical information over the phone on daughter, Daughter is listed under another
SPONSOT,

Findings: No Privacy breach. Child has father’s last pame and listed under both her
biological father and sponsor in DEERS,

Disposition: Biological father has right to minor child’s medical information.

Complaint #40 :

Description of Complaint: Patient in Radiology receives wrong CD with incorrect
patient information on the label.

Findinps: Patient was very rude to staff and in & hurry and may have answered when the
name of the other patient was called, He grabbed the CD and hurried away without an
opportunity to verify.

Disposition: CD was returned. Was password protected, Low risk, individuals not
notified.

Complaint #41 ‘
Description of Complaint: Provider verbally ﬁxsciosed spouse PHI to patient. Spouse
coinpldined about breach. : _

Findings: The provider realized right away that he accidentally spoke PHI about the
patient’s spouse. The Patient informed his spouse of the breach.

Disposition: The provider was instructed how to file a privacy complaint, if the spouse
wished to make a complaint. The provider did apologize to the spouse for his disclosure,
No complaint has been received by the Privacy Office to date fiom spouse,

Complaint #42

Description of Complaint: Staff member complaing that another staff member called
her ex-boyiriend (whor she has a child with) regarding the status of ey surgery.
Findings: TInconclusive

Disposition: Ex-boyfriend does not collaborate the story. He works in surgery and he
was only contacted by the other staff to let him know that of being called info surgery on
a weekend, He maintains that the information he recetved about the surgery was from the
member herself.



Agency Name; ¥®

Complaint # 43,

Deseription of Complaint: PIL disclosed to incorrect patient.

Findings: Two patients were assisted at the front desk area in the Military Medicine
Clinic, An appointment was booked for one patient and his Military ID Card was placed
ot the desk. The first patient left without pleking up his 1D Card. The second patient
came into the clinic for an appointment. After checking into the clinic, he picked up both
IDs without realizing it. The second patient then present the other patient’s 1D eard for
his pregeriptions not-aware that be had the incorrect ID card.

Disposition: 1D card returned to correct person. In-service was held for the Front Desk

Staff on retuning the patient’s ID card directly to the patient and not sefting it dowi on
the desk for the patient to pick up.

Ageney Name: ®¢

Complaing # 44;

Description of Complaint; Palient coniacted™® with & complaint of recetving
another patient's dental data, along with SSN. Patient stated he received an email
containing dental form, NAVMED 6600/13, which belonged to another patient.
Findings: NAVMED 6600/13 was sent to incorrect patient/unintended party and email
was not encrypted. Email was sent from mil.com to mil.com and per DoN Privacy
Office, notification to the intended party was not required.

Dispositions Directorate-witle training was provided for dental clinie which mcluded
HIPAA, PII, and PHI. Procedures for transferring member records were reviewed for
front desk staff and all members of the clinic. Traming petty officer reviewed all training
. records for all members to ensure HIPAA and PII training were current. Members of the
dental directorate reviewed proper procedures of transferring medical records and
implications of HIPAA vielations for the hospital, patients, and staff.

Agency Name: @

Complaint # 435:

Description of Complaint: Label on preseription medication-—iwo individuals
involved. First individual had prescription medication filled with label on the meds
(which had her narne and the medication name on 1t) First patient did ot pick up her
refiil. Mechuahun fhen had brand new label covering the original label with name on new
patient, 2° patieit removed the new label and saw the name of the first individual on the
old label.

Findings: Stopped the use of using new labels 1o cover old labels to save amount of
containers being used.

Disposition: Per feedback received from DONCIO this was not 4 significant issue;
however, new SOP was put in place for pharimacy and all the techs retrained on not using
the new labels to cover old labels on medication containers,



Agency Name: ' 6

Complaint #46

Description of Complaint: Complaint from ®1®

Department receiving unencrypted e-mail containing PII

Findings: Axn International SoS patient tracker, was sent unencrypted by an ISeS staff
metaber to a Branch Clinic Staff Member. The Staff Member sent, unencrypted, the same
tracker, with PII data, dates of birth, name and last four, to®®

Operations Departinent Tor routine TRICARE business . The Staff Member was not
correctly set up to encrypt e-mails.

pisposition: Worked with Staff Member to correctly set up e-mail account,
Counseling and education was provided to the individual who's been assigned a remedial
training.

Complaint #47 :

Description of Complaint: Photographs were scanned into the wrong patient’s AHLTA
medical encounter. The encounter is in Updated statug and is sensitive,

Findings: Provider realized error and inmediately contacted the Command HIPAA
Privacy Officer to route authorization for expungement to the Commanding Officer,
Disposition: Provider deleted the note instead of editing it. Staff was advised to use
extra caution when working with patient medical reconds and to review the
docurnentation at the end of the appoiniment.

Complaint #48

Description of Complaint: Medical report from a local™®  provider was scanned
and unintentionally placed in the wrong patient’s AHILTA record.

Findings: Staff Member realized error and immediately contacted the Command HIPAA
Privacy Officer to toute authorization for expungement fo the Cominanding Officer.
Disposition: Bxpungement authorized by Commanding Officer and Staff' was advised to
use extra caution when working with patient medical records and to review the
documentation at the end of the appointment,

Complaint #49

Deseription of Complaint: E-mail containing PIT and PHI was erroneously sent
unerypted.

Tindings: Staff Member immediately realized mistake and notified the Command
HIPAA Privacy Officer. _

Disposition: No notification of individual was needed as recipients had a need to know
and everything happened within DoD firewall. Staff was advised to use extra caution
when managing e-mail with PII and PHI

10
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NME COMBINED SECTION 803 OF 9/11 COMMISSION ACT OF 2097
DETAILS OF PRIVACY COMPLAINTS AND DISPOSITIONS
4TH QTR FY13 - JULY 1, 2013 - SEPTEMBER 30, 2013

BUMED COMPLAINTS

Ageney Name: ©'®

Complaint #1

Deseription of Complaint: One Navy Cotpsman exposed PIL without encryption
Findings: Founded

Disposition: Corpsman educaied and ticket closed.

i {6
Agency Name; V'

Complaint #2

Description of Complaint: A staff member working in the call center at™* filed
complaint stating that her coworker counseled a patient in the work area and she
overhead it,

Findings: Tt was confirmed that the co-worker did hear the conversation but reasonably
safeguards were used in this case,

Disposition: Resolved. The complainant was hotified. No breach was reported but staff
was advised that more safeguards shall be used to avoid overhearing of conversation as
much as possible.

Complaint #3

Description of Complaint: Mental health provider complained that a medieal records
staff menyber access and printed mental health notes.

Findings: It was confinmed that staff members were printing these notes and did so
within their line of work of verifying patient charts and reconciling all notes from
ALTHA into the official record (§TR).

Disposition: Resolved. Tlhe complainant was notified. No breach was reported because
staff was working within their scope. The provider was advised that if they did not want
potes put in the official record they should not be placed in ALTHA.

{0 53

Complaint #4

Deseription of Complaint: A staff member scanned wrong information into a patient’s
electronic health record.

Findings: Substantiated

Disposition: In the process of being expunged.

Complaint #5
Deseription of Complaint: A patient took photos of another patient’s PHY left
unattended in an exam room and reported the incident.



Findings: Substantiated
Disposition: Procedural update, Case Closed

Complaint #6

Description of Complaint: Patient provided medical documentation from another
hospital and was lost by the Emergency Room,

Findings: Unsubstantiated

Disposition: Tocumentation was located in Emergency Room patient record and
returned to patient. Case closed

Complaint #7

Description of Complaint: Member alleges another staff member entered electronic
hgalth record without the need o know.

Findings: Unsubstantiated

Disposition: Case Closed

Complaint #8

Description of Complaint; Member alleges another staff member entered electronic
health record without the need to know.

Findings: After contacting patient several times, patient failed to file a formal complaint,
Unsubstantiatad

Disposition: Case closed

Complaint #9

Description of Complaint: Patient alleges a staff member violated his privacy rights by
denying him access to his medical recorils

Findings: Substantiated _

Disposition: Procedural Change, Member provided copies of medical record, Case
closed

Complaint #10

Deseription of Complaint: Staff member alleges another staff member entered his
wife's Blectronic Health record without the naed to kiow,

Findings:; Ongoing

Disposition: TRD

Complaint #11

Description of Complaint: Complatnant alleges that members in his chain of command
aceessed her medical information without a need-to-know or approptiate authorization.
Findings: Unsubstantiated..

Disposition: Closed

Complaint #12

Description of Complaint: Complainant alleges that members in her chain of command
accessed her medical information without a need-to-know or appropsiate authorization,
Findings: Unsubstantiated,




Disposition; Closed

Complaint #13

Deseription of Complaint; Complainant alleges that member in her chain of command
aceessed patients medical information without a need-to-know or appropriate
authorizatioh.

Findings: Substantiated.

Disposition: Closed

Complaini #14 _

Description of Complaint: (SJA Office (Legal) Health & Human Services) Complainant
alleges that™®  staff disclosed her medical information to persons that did not havea
need-to-know or without.appitpriate authorization,

Findings: Under Investigation,

Disposition: Pending

b} 8)

Agency Name:

Complaint #15

Description of Complaint: A patient was given images of another patient’s surgery.
They were printed on the same sheet as the patient’s surgical images.

Findings: Ambulatory Sutgery Unit equipment printed images of another patient's
surgical images on the same sheet as 4 patient who received surgery that same day. The
staff did not follow standard operating procedure to clear the images from the previous
surgery prior to taking more images for the next patient’s surgery. HIPAA Privacy
Officer was notified who in turned notified the CI0 of incident.

Disposition: CIO instructed no notification was required since the imagey did not
contain anything harmful to the patient. Staff member received training and insteuctions
for seeond check prior to giving information fo the patient,

Agency Name: '

Complaint#16

Deseription of Complaint: On Septomber 24™ NHP was riotified of a patient’s medical
record that was sent through certified mail and inoorfectly delivered by the US Postal
Service, '

Findings: Medical record was lost in the mail.

Disposition: Currently working with the US Postal Service to find out the current status
of the package o verify if it has been recovered.

Complaint #17 ,

Description of Complaint: On September 18" pulled an aydit regarding an active
duty member went into the electronic medical records of two active duty personnel whom
he was not providing any patient care to and fooked at their labs, previous encounters,
and information related to any problems with their medical care.



Findings: The active duty member was not authorized to look at these member’s health
information. The twe member’s information he looked at had the same name with
different spellings, .

Disposition: Active duty member’s whose records were accessed were notified and
disciplinary action is being taken on the member who accessed their records,

Complaint #18

Description of Complaint: On August 21st®®  wag notified that an enerypted email
was sent with a patient’s personal information to a staff member who was not authorized
to recetve such information on the individual,

Findings: The staff member who recefved the email was incorrectly sent the information
dug to his name being similar to the proper recipient’s name. The stalf member who did
receive the information emailed the sender immediately and notified them of the error,
Disposition; Education on improved atterttion to detal.

Complaint #19

Description of Complaint: On August 167%™ was notified that a staff member sent an
unencrypted email containing full social security numbers of six military personnel.
Findings: Ernail was sent to one individual,

Disposition: Conducted training on the use of encrypted email messages.

Ageney Name: ¢

Complaint #20

Description of Complaint: Complaint from patient that nurse faxed referral containing
PII to patient’s place of work.

Findings: Nurse tried to contact patient to provide referral, Patient worked the overnight
shift and could not be reached durlng normal business hours, Nurse then sent referral
contaiiiing P11 data and name to patient’s place of work, Fax was received by the
patient’s supervisor and placed in his office mailbox,

Dispositions Department Head of the nutse was notified who in<turn counseled and
provided further traiting to the employee on HIPAA and PIL

Agency Namey M1

Complaint #21

Deseription of Complaint: Photos taken of patient injury on smart phone

Findings: Staff member took photos of patient unique injury with no identifiers
Disposition: Incident ocourred in the Emergency Department. According to DH, photos
were deleted by stafl member while DH watched. Conducted additional HIPAA training
on instricted proper procedures of requesting patient injury photos, Note: Complaint riot
initiated by patient, however, patient was contacted.

Comploint #2.2



ENCLOSURE 3

Hammond email thread of Wed, Oct 4, 2017 6:36 am to

(b) (6) Vice Admiral Clinton F. Faison and

Admiral Terry. J. Moulton (and others in that thread)



Daol.com>
) mail.mil>

mail.mil>; [(KE) @mail. mil>
Sent Wed, Oct 4,

Subject; Re: FOIA Request DON-NAVY-2017-009256 Submitted
Dear Mr.[(X®)]
"Offices" are not people.

With respect, do you personally have knowledge of responsive records that existed at
the time of my request that were not released?

With respect, do you personally have knowledge of responsive records that were
destroyed subsequent to my request?

" With respect, do you personally have knowledge of any Privacy Act Complaints that
were not reported?

With respect, do you recall the details of our telephone conversations?

Thank you.
With my respect,

Robert Hammond

In a message dated 10/3/2017 8:35:46 AM Eastern Standard Time,
OXCM i vitos:

Mr. Hammond,

Good morning. After a thorough review of your FOIA request my office determined the
files you requested for that particular time-frame were not managed by the BUMED M31
Privacy Office and we redirected your inquiry to BUMED Legal/FOIA for action. More
recent Privacy Act Reporis (those directed by Congressional Oversight via DoD and
DON) have been assigned to BUMED's M31 Privacy Office for action; however, the
oversight is still maintained by BUMED MO00J Legal Office and any FOIA requests
should be directed to Ms. Garcia first. The M31 Privacy Office has no concerns about
your request for public interest files requiring disclosure under a FOIA request. Feel free
to contact me if you have any HIPAA privacy related concerns or questions.

VIR,
(b) (6)

Privacy Program Office (Code: M31)
U.S. Navy Bureau of Medicine and Surgery (BUMED)



Detachment Jacksonville
H2005 Knight Lane, PO Box 140
NAS Jacksonville, FL 32212-0140

**COMM: 904-542-3559 (New Office Number)***
DSN:
Emalil mail.mil

UNCLASSIFIED DOCUMENT - For Official Use Only (FOUO). This document may
contain information covered under the Privacy Act, 5 USE 552(a), and/or the Health
insurance Portability and Accountability Act (PL 104-191) and its various implementing -
regulations and must be protected in accordance with

those provisicns. If you have received this correspondence in error, please notify the
sender at once and destroy any copies you have made.

VIR,
(b) (6)

(b) (6)

Privacy Program Office (Code: M31)

U.S. Navy Bureau of Medicine and Surgery (BUMED)
Detachment Jacksonville

H2005 Knight Lane, PO Box 140

NAS Jackseonville, FL 32212-0140

***COMM: 904-542-3559 (New Office Number)***
DSN:
Email mail.mil

UNCLASSIFIED DOCUMENT - For Official Use Only (FOUO). This document may
contain information covered under the Privacy Act, 5 USE 552(a), and/or the Health
insurance Portability and Accountability Act {(PL 104-191) and its various implementing
regulations and must be protecied in accordance with

those provisions. If you have received this correspondence in error, please notify the
sender at once and destroy any copies you have made.

-----Original Message-—--

From{DIE) @aol.com [mailto (X IIEGB220.com]

hursd vtember 14, 2017 9:10 PM

CIV USN (US)

CIV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED




FCH VA (US)
Subject: [Non-DoD Scurce] Re: Re: FOIA Request DON-NAVY-2017-009256 Submitted

All active links contained in this email were disabled. Please verify the identity of the
sender, and confirm the authenticity of all links contained within the message prior to
copying and pasting the address to a Web browser.

Dear Captain Mevyers,

| received your interim reply indicating that you are gathering responsive records.Thank
you.

My interest in seeking these records is very, very narrow. BUMED, Ms Garcia, Mr
Martin, need not be concerned in that regard.

That said, while | am not anticipating any issues with BUMED's impending reply being a
complete one, | am very mindful of some DOD FOIA practices. As a career naval

- officer, you would be aware of various avenues of redress. | would very much like to
avoid any of that.

| am providing you below narrative information that | normally include in other FOIA
requests, just so that you have it.| omitted this in my FOIA Request to BUMED, not
anticipating then and still not anticipating any disputes.

Regarding judicial review, should that be necessary (along with sworn declarations),
please consider, from the perspective of BUMED:

IMPACT OF IMPROPERLY WITHHOLDING RECORDS
Pursuant to FOIA:

“Whenever the court orders the production of any agency records improperly withheld
from the complainant and assesses against the United States reasonable atiorney fees
and other litigation costs, and the court additionally issues a written finding that the
circumstances surrounding the withholding raise questions whether agency personnel
acted arbitrarily or capriciously with respect to the withholding, the Special Counsel shall
promptly initiate a proceeding to determine whether disciplinary action is warranted
against the officer or employee who was primarily responsible for the withholding. The
Special Counsel, after investigation and consideration of the evidence submitted, shall
submit his findings and recommendations to the administrative authority of the agency



concerned and shall send copies of the findings and recommendations to the officer or
employee or his representative. The administrative authority shall take the corrective
action that the Special Counsel recommends.” 5 U.S.C. § 552(a)(4)}(F)(i).

DESTRUCTION, ALTERATION OR FALSIFICATION OF RECORDS

"Whoever knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or makes
a false entry in any record, document, or tangible object with the intent to impede,
obstruct, or influence the investigation or proper administration of any matter within the
jurisdiction of any department or agency of the United States or any case filed under
title 11, or in relation to or contemplation of any such matter or case, shall be fined
under this title, imprisoned not more than 20 years, or both." 18 U.S. Code § 1519 -
Destruction, alteration, or falsification of records.

PERGURY
Whoever-

(1) having taken an oath before a competent tribunal, officer, or person, in any case in
which a law of the United States authorizes an oath to be administered, that he will
testify, declare, depose, or certify truly, or that any written testimony, declaration,
deposition, or certificate by him subscribed, is true, willfully and contrary to such oath
states or subscribes any material matter which he does not believe to be true; or

(2) in any declaration, certificate, verification, or statement under penalty of perjury as
permitted under section 1746 of title 28, United States Code, willfully subscribes as true
any material matter which he does not believe to be true;

is guilty of perjury and shall, except as otherwise expressly provided by-law, be fined
under this title or imprisoned not more than five years, or both. This section is applicable
whether the statement or subscription is made within or without the United States.

18 U.S. C. § 1621 - Perjury generally (June 25, 1948, ch. 645, 62 Stat. 773 < Caution-
http://uscode.house.gov/statviewer.htm?volume=62&page=773 > ; Pub. L. 88-619, §1,
Oct. 3, 1964, 78 Stat. 995 < Caution-
http://uscode.house.qgov/statviewer.htm?volume=78&page=395 > ; Pub. L, 94-550, §2,
Oct. 18, 1976, 90 Stat. 2534 < Caution-
http://uscode.house.gov/statviewer.htim?volume=90&page=2534 > ;: Pub. L. 103-322,
title XXXI1I, §330016(1)(1), Sept. 13, 1994, 108 Stat. 2147. < Caution-
hitp://uscode.house. gov/statviewer.htm?volume=108&page=2147 >

Thank you.

With my respect,



Robert Hammond

In a message dated 9/7/2017 5:40:41 AM Eastern Standard Time,

Dear Ms. Garcia, Mr. (6)

As a polite reminder, my attached FOIA Request seeking FY 2013 Privacy Act Report
submissions is now timely for judicial review.

In good faith, please promptly release all records that | am seeking without redaction.
These records were all in the Agency's custody at the time of my request for them.

| am adding the Defense Privacy and Civil Liberties Office for information. Ms. Chin and
Ms Allard have, to date, been very helpful in timely resolving such matters within DOD.
There are also multiple avenues for redress.

Thank you.

Best...

With my respect,

Robert Hammond

Copy to: No others

In @a message dated 8/31/2017 12:43:04 PM Eastern Standard Time,
(X E -o\ com < Gaution-mailto G MENol.com > writs:

Dear Ms. Garcia,

To assist you in your timely review of the responsive records that are in your
possession, there should be no redaction of information related to the report submitter.
The names, phone numbers and email addresses of the Privacy Officers are posted on
public web sites and in the public domain through countless correspondences and FOIA
request-released records, which is also true for Agency FOIA Officers. Attached is one
sample, '

Also, all Privacy Act related records are required to be retained for six years.



Please contact me if you have any questions or if | may assist you further.

Thank you, again. Best...
With my respect,

Robert Hammond

[@acl.com >

Cc:
Sent: 8/27/2017 8:56:20 AM Eastern Standard Time

Subject: Re: RE: [Non-DoD Source] Fwd: FOIA Request DON-NAVY-2017-009256
Submitted

[@mail.mil >

Dear Ms. Garcia,

| am following up on my request below.

The records that | am seeking were in the agency’s possession at the time of my FOIA
Request for them. My Request identifies the legal requirement to preserve such records
and records of your searches for judicial review. This request will soon be timely for
judicial review. As you know there are alsc other remedies for redress, if records are
deleted.

Thank you so very much for your prompt consideration of my request.

With my respect,

Robert Hammond
In a message dated 8/9/2017 9:40:47 AM Eastern Standard Time,
(OYC I @ meil.mil < Caution-mailto mail.mil > writes:

Good morning.l have received your request and will process it as quickly as possible.
v/r Della
Della W. Garcia



FOIA/PA Paralegal SpecialisiBureau of Medicine and SurgeryMedical-Legal Affairs
Office7700 Arlinaton Blvd Ste 5124Falls Church, VA 22042-5124COMM [iﬂ@-
iILMIIFOR < Caution-

@mail.milFOR > QFFICIAL USE ONLY (FOUO) -

®aol.com > [Caution-
(aol.com < Caution-mailto

[@aocl.comSubject > : [Non-DoD Source] Fwd: FOIA Request
DON-NAVY-2017-009256 SubmittedAll active links contained in this email were
disabled. Please verify the identity of the sender, and confirm the authenticity of all links
contained within the message prior to copying and pasting the address to a Web
browser. Dear Ms Garcia,Please see the
FOlAonline submission of this request, forwarded to MrMyesterday for cross-
reference to your files.Thank you in advance for your prompt consideration of my
request. Please let me know if there is any clarification or anything mare that you need
from me.Thank you again.With my respect,Robert
Hammond From: DONFOIA-PA@navy.mil <

i ilto: .mil > TOW < Caution-
acl.com > Sent: 2017 9:08:27 PM Eastern Standard

Time Su : equest DON-NAVY-2017-009256 Submitted This message is to
confirm your request submission to the FOlIAonline application: View Request <
Caution-Caution-
https://foiacnline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2
814dacd4 < Caution-
https://foiaonline.regulations.gov:443/foia/action/public/view/request?objectld=090004d2
814dacd4 > > . Request information is as follows: * Tracking Number: DON-NAVY-
2017-009256 > Requester Name: robert Submitted: 08/07/2017 *
Request Status: Subm * D Navy Bureau of Medicine and
Surgep (BUMED ( ) (6) @ ma1l mil < Caution-
mallt (6) [@mail.mil > < Caution-Cauticn-

\ \ B mail.mil < Caution-mailto mail.mil? > >
904-542-3559 Subject FOIA Request — Component Input to BUMED; FY 2013
Quarterly Privacy Act Reports Requester Personal Reference Number: FOIADON 17-D
References: (a) The Freedom of information Act (“FOIA”), 5 U.S.C. § 652 et seq., as
amended, (b) Joint publication of U.S. Department of Justice, Executive Office of the
President and U.S. General Services Administration of July 2011, "Your Right to
Federal Records” (c) The Privacy Act ("PA”) of 1974, 5 U.S.C. § 552a, et seq., as
amended (d) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program
(e) DoD 5400.7-R, September 1998, DoD Freedom of Information Act (FOIA) Program
(f) DoD 5400.11-R, May 14, 2007, Department of Defense Privacy Program (g) DoD
6025.18-R, Jan. 24, 2003, DoD Health Information Privacy Regulation (i) GAO Report
GAO-12-828 of July 2012, subject Freedom of Information Act (j} Department of Justice




Handbook for Agency Annual Freedom of Information Act Reports Dear Sir: | am
submitting this request under the Freedom of Information Act (“FOIA™), 5 U.S.C: § 552
et seq., as amended. If you deny all or any part of this request, please cite each specific
exemption you think justifies your decision not to release the information and notify me
of appeal procedures available un rences cited above apply. This
confirms my conversation with Mr, of today who is on possession of the
records that | am seeking. Thank you, sir. BACKGROUND. Pursuant to 42 U.S.C.
2000ee-1, DOD submits Quarterly {(now semi-annual) Privacy Reports to Congress, The
DOD report is consolidated and submitted by the Defense Privacy and Civil Liberties
Office (DPCLO). FY 2014 and later reports may be found at Caution-Caution-
http://dpcld.defense.gov/Reports/ < Caution-http://dpcld.defense.qov/Reports/ > <
Caution-Caution-http://dpcld.defense.gov/Reports/ < Caution-
hitp://dpcld.defense.gov/Reports/ > > . RECORDS SOUGHT VIA FOIA. | am
respectfully seeking all of the sub-unit/sub-element reports input subm




ENCLOSURE 4

Hammond email of Wed, Oct 4, 2017 3:26 pm to ODCMO
seeking policy guidance on Exemption 6, with copies to
Vice Admiral Clinton F. Faison (BUMED),
Admiral Terry. J. Moulton (BUMED),

Vice Admiral Rachael C. Bono (DHA) and
Mr. Guy. T. Kiyokowa (DHA) and others



Qaol.com>

i mil>

| 0 mail.mil>' (6) @mail.mil>;
@mail mil>{{JXE)] adha.mil>
Sent: Wed, Oct 4, 2017 3:26 pm

Subject: DOD Policy, Exemption 6. Alsc, Exemption 5 + FOIA/PA Reporting

Dear Ms. Allard,

First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA
processes and the accuracy of reporting. I appreciate it.

With my deep respect, [ am seeking a policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b)(6) privacy exemption.

May I ask:

Do the names of Agency’s have privacy rights?
Ordinary building names?

Military Treatment Facility names?

FOIA Officer names?

Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up
recently WRT Walter Reed.

As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along
with three other federal agencies) regarding concerns over miss-use of this exemption, misuse
the (b)(5) exemption and errant FOIA tracking and reporting to the Attorney General. For some
time, DOJ required DOD to submit quarterly FOIA Reports and ODCMO required additional
data.

As you know, [ am concerned that many of these same errant practices that DOD promised to fix
are still ongoing and that internal controls may be being overridden.

Still a DOJ/GAQ concern.
With my deep respect,

Robert Hammond



Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Tuesday, October 10, 2017 7:36 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: FW: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA
Reporting

FYI...

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste
Falls Church, VA 22042-5124

ZWN(b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ}) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

----- Original Message-----
From:@l@_lv USN BUMED FCH VA (US)

Sent: Sunday, October 08, 2017 8:27 AM

To: Moulton, Terry J RADM USN BUMED FCH VA (US); Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US)
Ce CIV USN BUMED FCH VA (US); Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: Re: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

SG, DSG,
. . (b) (6), . . .
Good morning. I've added.and our FOIA Officer, Ms. Garcia, for their awareness.

V/r,
(b) (6)

Sent from mi iPhone

On Oct 8, 2017, at 6:59 AM, (Y@ @aol.com” {{JXE)] Daol.com> wrote:



Dear Ms, Allard,

With my deep respect, | am seeking a further policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b}{6) privacy exemption.

First question, once records have been released through FOIA without redaction, can that very same
information later be redacted under the FOIA (b)(6) privacy exemption?

Second question, does it make a difference if that very same information was released through FOIA without
redaction both before and after one's request?

Third question, does it make a difference if the redacted information is the email addresses of FOIA Officers,
FOIA responders and FOIA Office personnel contained in those emails?

Forth question, does it make a difference if the redacted information is the email addresses of Privacy Officers,
Privacy Act Report responders and Privacy Office personnel contained in previously released emails?

Fifth and sixth questions, again, what about multi-function printer, copier, scanner, fax machines? WRT Walter
Reed?

In the absence of a pelicy determination, the DOD agency responses become the DOD position in any further
proceedings and venues. .

I'am concerned that use of the FOIA {b}(6) privacy exemption in such cases may (perhaps) be being used to
cover up errant/false reporting to your office for consolidation in reports to the Attorney General of the United States
and Congress. | don't know the motive. However, this would be a concern in a variety of venues.

Please also reinforce that all FOIA (b)(6), (b){5} denials, etc., must be properly reported. That has been
problematic. Also, please reinforce that "refusing to respond” to a FOIA request is not an appropriate option/response
and that the applicable FOIA exemption, if any, must be cited. Also, what happens if a FOIA Officer may personally know
that records exist within the agency/DOD and that FOIA Officer does not search for those records? What would be the

consequences in various venues, particularly wrt my concern above? What if records are then deleted? What would
DOD's position be? Others?

These are broad guestions, applicable across the Department.



Please advise Ms..Chung and {through her) Mr. Tillotson of my concerns,

Stifll a DOJ/GAOQ concern. Congress also. Others.
With my deep respect and appreciation,

Robert Hammond

_____ o T
@aol.com>

[@mail.mil>
@mail.mil>;
@mail.mil>; ddha.mil>
Sent: Wed, Oct 4, 2017 3:26 pm
Subject: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

@mail.mil>;

Dear Ms. Allard,

First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA processes and the
accuracy of reporting. | appreciate it.

With my deep respect, | am seeking a policy determination from your office regarding DOD’s interpretation
of/policy for using the FOIA (b)(6) privacy exemption.

May | ask:

. Do the names of Agency’s have privacy rights?

Ordinary building names?
Military Treatment Facility names?
FO!A Officer names?

: Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up recently WRT
Walter Reed.

As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along with three other
federal agencies) regarding concerns over misuse of this exemption, misuse the (b)(5} exemption and errant FOIA
tracking and reporting to the Attorney General. For some time, DOJ required DOD to submit quarterly FOIA Reports and
ODCMQO required additional data.

As you know, | am concerned that many of these same errant practices that DOD promised to fix are still
ongoing and that [promised] internal controls to prevent them may be being overridden.

Still a DOJ/GAOQ concern.

With my deep respect,

Robert Hammond



Garcia, Della W CIV USN BUMED FCH VA (US)

L
From:  Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Tuesday, October 10, 2017 7:37 AM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA
Reporting
FYL...
v/r Della
Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste
Falls Church, VA 22042-5124

comm{{QXE);
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQC) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

-----Qriginal Message-----
From: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US)

Sent: Sunday, October 08, 2017 8:39 AM

To:m_cw USN BUMED FCH VA (US)

Cc: Moulton, Terry J RADM USN BUMED FCH VA (US)_CIV USN BUMED FCH VA (US); Garcia, Della
W CIV USN BUMED FCH VA (US)

Subject: Re: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

Than |(SWE

C. Forrest Faison lil, M.D.

VADM MC USN

Surgeon General, U.S. Navy

Chief, Bureau of Medicine and Surgery

On Oct 8, 2017, at 08:26,{{JX(S) Iv usn BUMED FcH VA (Us) [(DXE) @mail.mil> wrote:

5G, DSG,

, () (6) , . .
Good morning. I've addedand our FOIA Officer, Ms. Garcia, for their awareness.

1



\7i
(b) ()

Sent from mi iPhone
On Oct 8, 2017, at 6:59 AM, (b) (6) @aol.com” [(JX(E)] @aol.com> wrote:

Dear Ms, Allard,

With my deep respect, | am seeking a further policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b)(6) privacy exemption.

First question, once records have been released through FOIA without redaction, can that very same
information later be redacted under the FOIA (b}{6) privacy exemption?

Second question, does it make a difference if that very same information was released through FOIA
without redaction both before and after one's request?

Third question, does it make a difference if the redacted information is the email addresses of FOIA
Officers, FOIA responders and FOIA Office personnel contained in those emails?

Forth question, does it make a difference if the redacted information is the email addresses of Privacy
Officers, Privacy Act Report responders and Privacy Office personnel contained in previously released emails?

Fifth and sixth questions, again, what about multi-function printer, copier, scanner, fax machines? WRT
Walter Reed?

In the absence of a policy determination, the DOD agency responses become the DOD position in any
further proceedings and venues.

1am concerned that use of the FOIA {b)(6) privacy exemption in such cases may (perhaps} be being used
to cover up errant/false reporting to your office for consolidation in reports to the Attorney General of the United States
and Congress. | don't know the motive. However, this would be a concern in a variety of venues.



Please also reinforce that all FOIA (b)(6), (b){5) denials, etc., must be properly reported. That has been
problematic. Also, please reinforce that "refusing to respond" to a FOIA request is not an appropriate option/response
and that the applicable FOIA exemption, if any, must be cited. Also, what happens if a FOIA Officer may personally know
that records exist within the agency/DOD and that FOIA Officer does not search for those records? What would be the
consequences in various venues, particularly wrt my concern above? What if records are then deleted? What would

DOD's position be? Others?

These are broad questions, applicable across the Department.

Please advise Ms. Chung and (through her) Mr. Tillotson of my concerns.

Still a DOJ/GAO concern. Congress also. Others.
With my deep respect and appreciation,

Robhert Hammond

@acl.com>

: (b) (6)
~ @mail.mil>[{)X(S)]
{OXC < ha.mil>

Sent: Wed, Oct 4, 2017 3:26 pm

Subject: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

Dear Ms. Allard,
First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA processes and

the accuracy of reporting. | appreciate it.
With my deep respect, | am seeking a policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b){6) privacy exemption.
May | ask:
Do the names of Agency’s have privacy rights?
Ordinary building names?
Military Treatment Facility names?
FOIA Officer names?



Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up recently

WRT Walter Reed.
' As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along with three
other federal agencies) regarding concerns over misuse of this exemption, misuse the {b)(5) exemption and errant FOIA
tracking and reporting to the Attorney General. For some time, DOJ required DOD to submit guarterly FOIA Reports and
ODCMO required additional data.

As you know, | am concerned that many of these same errant practices that DOD promised to fix are still
ongoing and that [promised] internal controls to prevent them may be being overridden.

Still a DOJ/GAO concern.

With my deep respect,

Robert Hommond



Garcia, Della W CIV USN BUMED FCH VA (US)

I
From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Friday, September 29, 2017 9:12 AM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] BUMED False Reaporting? FOIA Fee Waiver Disposition Reached

for DON-NAVY-2016-000246

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd StQXGH
Falls Church, VA 22042-5124

comm [(JX(E)

(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties. '

-----QOriginal Message-----
From:({{JX®)} @aol.com [mailt (6) Daol.com]
Sent: Thursday, September 28, 2017 3:34 PM

To: Faison, C Forrest {Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry ) RADM USN BUMED FCH VA {US);
Chung, Joo Y SES OSD ODCMO (US); Allard, Cindy L CIV OSD ODCMO (US)

Cc: Tillotson, David [11 SES OSD ODCMO {US); Bono, Raquel C VADM USN DHA (US); 6
(b) (6) @dha.mil; @med.navy.mil[{)XE)] @mail.mil;{{)

voiceofthecustomer@dha.mil
Subject: [Non-DoD Source] BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Dmail.mil;
@mail.mil;

Dear Vice Admiral Faison, Rear Admiral MoUIton, Ms. Chung, Ms. Allard,

With deep respect, please see the email below that | received today. From the perspective of the accuracy and integrity
of BUMED, DON JAG, DON FOIA processes and reporting through DOD to the Attorney General of the United States - not
good. Potentially premeditated. Gets worse.

| have similar concerns regarding the accuracy and integrity of BUMED/DON Privacy Act reporting through DOD to
Congress.

Please address this as to the accuracy and integrity of the BUMED/DON FOIA process and reporting of this
Request/Appeal and whether or not there is willful false reporting plus an attempt to cover up same. DOD has all

records contained in my appeal, along with the DON JAG reply, which | may address later. Ugly.

Ms, Chung, Ms. Allard, this is a DoD matter. | will greatly appreciate knowing your findings.



With my deep respect,

Rabert Hammond

CC: Multiple
From[{)X(&)] @ navy.mil
To{OX®) ®aol.com

Sent: 9/28/2017 8:56:33 AM Eastern Standard Time
Subject: FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Your request for Fee Waiver far the FOIA request DON-NAVY-2016-000246 has been partially granted with $ 0.0
waived. Additional details for this request are as follows:

* Request Created on: 10/14/2015
* Fee Waiver Disposition Reason: This request is a partial grant and part denied
* Request Long Description: THIS IS AN APPEAL, NOT A FOIA REQUEST. { am appealing my FOIA request of

September 14, 2014 to BUMED (which is shown at page 12 of the attached PDF) seeking the Walter Reed National
Military Medical Center (WRNMMC) Fiscal Year 2012 Annual FOIA Report Submission. Basis for Appeal. This request
remains open and unanswered, and | have not been provided an FY 2014 case tracking number. Despite factually
inaccurate assertions by Ms. Patterson in the attachment, BUMED has not provided a reply to this FOIA request, nor has
there been any letter of referral to Walter Reed National Military Medical Center. No responsive documents have been
provided. | am further asserting that my FOIA request was not included in the DON FY 2014 Annual FOIA Report
Submission to the Attorney General, nor has it been included in the FY 2015 submission. As shown in the attachment,
DON is aware that this FOIA request has not been included in its Annual FOIA Report submission. Please address this
matter in your respanse to my appeal.



Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Delta W CIV USN BUMED FCH VA (US)

Sent: Tuesday, Cctober 10, 2017 7:40 AM

To: Myers, Pametla A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: BUMED False Reaporting?
FYL...

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office

7700 Arlington Blvd St{{)K(S);
Falls Church, VA 22042-5124

SY(b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

————— Original Message-----

From{{Q)X(&) @aol.com [mailto (b) (6) ®aol.com]

Sent: Friday, October 06, 2017 3:39 PM

To: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry J RADM USN BUMED FCH VA (US)
Cc: Allard, Cindy L CIV OSD ODCMQ (US)

Subject: [Non-DoD Source] Re: BUMED False Reaporting?

All active links contained in this email were disabled. Please verify the identity of the sender, and confirm the
authenticity of all links contained within the message prior to copying and pasting the address to a Web browser.

Dear Vice Admiral Faison,

With my deep respect, regarding the question of whether not BUMED reported my 2014 FOIA request seeking
Walter Reed's FY 2012 Annual FOIA Reports in BUMED's and DON's FY 2014 and FY 2015 Annual FOIA Reports, | had
already advised ODCMO staff that | already know the answer through publically available records and emails. Further,
that it doesn't take a team of lawyers to answer the simple yes/no guestion and that [ do not need a reply. But, ODCMO
does.



Mr. Tillotson is ultimately responsible for ensuring the accuracy of reporting and the integrity of the FOIA processes
within DOD.

| subsequently received a letter from your senior legal staff declining to-address that question. Also, Mr. Lattin, DON
JAG, (improperly) included that matter in an unrelated FOIA appeal (which will therefore carry that matter forward in
any subsequent proceedings involving DOD). Mr. Lattin's irrelevant page-long discourse discussing the electronic
Administrative appeal system has nothing whatsoever to do with whether or not BUMED & DON failed to report the
underlying FOIA request and what actions BUMED took or did not take, having been notified in advance of FY 2014
closure and thereafter. Mr. Lattin's answer will fail in any venue.

Please ask your staff for the facts and relevant correspondence. Please advise Mr. Tillotson or his staff of your
findings (yes/no), along with what actions, if any, BUMED is taking.

Thank you.
With my deep respect,

Robert Hammond

cc: Multiple

@aol.com>
@mail.mil>; [(JXE)) @mail.mil>;

omail.mil>{{QJXE) pmail.mil>;[(JXE)

@mail.mil>;[DXG) @mail.mil>; [(HYE)
@med.navy.mil> (b) (6)
Bmail.mil>; voiceofthecustomer
dha.mil>

Sent: Sat, Sep 30, 2017 8:46 am
Subject: Re: BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Dear Vice Admiral Faison, Vice Admiral Bono, Rear Admiral Moulton, Ms. Chung, Ms. Allard, As a point of clarification,
the accuracy of reporting to this request was not resolved hy the administrative appeal below. Perhaps it will be
accurately documented now.

In his November 16, 2015 final determination letter, Mr. Grant E. Lattin, DON JAG, stated, “You appeal the non-response
of the Navy Bureau of Medicine and Surgery (BUMED) to your September 21, 2014 request for all information they
received from Walter Reed National Military Medical Center (WRNMMC) with regard to the Fiscal Year 2012 FOIA
Report...BUMED was not able to locate a response to your September 21, 2014 request.”

Regarding, whether or not my FOIA Request had been reported and entered into previous Fiscal Year Reports or if such
reports should be amended, Mr. Lattin, stated that no action would be taken... that | had no right to ask... that the
agency had no requirement to respond.



This followed a 7 Jan 15 letter (Ser DNS-36JP/15U105010), from Ms. Robin L. Paterson (OPNAV DNS 36 (DON FOIA/PA)) -
that included BUMED, DHA, Walter Reed, Defense FOIA Policy Office - in which Ms. Patterson states, “BUMED indicated
that their offices have no record of a FOIA Annual Report submission from WRNMMC since Fiscal Year 2009.”

In doubt, | sought through FOIA and obtained from Ms. Patterson, the “Fiscal Year 2012 Subcomponent/Component or
Agency” addendum supporting her FY 2012 Annual Report. That addendum shows National Naval Medical Center as the
first subcomponent under BUMED.

In partially granting my appeal, Mr. Lattin released Walter Reed’s FY 2012 Annual FOIA Report submission to BUMED
that Walter Reed had forwarded as an attachment to BUMED in an October 01, 2012 3:09PM email. BUMED had the
records all along.

| thought then, and still believe, that WRNMMC, BUMED, DON FOIA/PA, DHA did not want me to have those records.
Why? These records are required by DOJ to be made publicly available, allowing requsters to see how — or even if — their
requests and appeals are being reported to the Attorney General of the United States. Accurate reporting is the
cornerstone of accountability.

Also, in my appeal package, you will find discussion relating to an appeal of a FOIA request that Walter Reed had
improperly denied claiming that | had not offered to pay, even though the request clearly offers to pay $200. By that
unethical action any FOIA request could be denied. DON JAG sustained the appeal. Ms. Patterson interjected that matter
into her letter.

Through OGIS, | sought only the basis of denial of that request as DON JAG and Walter Reed had reported it in their
Annual FOIA Reports. Rather than answer that question, Mr. Lattin prociaimed that he was prepared to defend his
decision in court. | felt that response was arrogant. DON JAG ultimately conceded that | “was improperly advised,” but
did not disclose the basis for denial. Long story short, | sought DON JAG’s Appeals Processing Log via FOIA, which,
although heavily and improperly redacted, shows that DON JAG had not reported that appeal denial along with others.
As | recall, there is a critical performance efement for Mr. Lattin’s position related to the accuracy of the FOIA/Appeals
Logs.

tn over 40 years of serving DOD, it is my experience that by-in-large, FOIA/Privacy Officers are good and decent people
trying to do a good job. Decisions are typically made by management, following legal review, sometimes placing those at
the bottom rung, leadership and the Department in peril.

When will this all end? What will it take? These are easy audits.

In my view, integrity matters; accountahility begins at the top; leadership is key.

This is a DOD matter.

l am asking for your help.

That said, | am open to considering timely, reasonable mediation with DOD regarding some records that [ am currently
seeking.
Thank you.



With my deep respect,

Robert Hammond

In a message dated 9/28/2017 3:33:45 PM Eastern Standard Time, [(JX(&) @aol.com < Caution-
mailt aol.com > writes:

Dear Vice Admiral Faison, Rear Admiral Moulton, Ms. Chung, Ms. Allard,

With deep respect, please see the email below that | received today. From the perspective of the accuracy and
integrity of BUMED, DON JAG, DON FOIA processes and reporting through DOD to the Attorney General of the United
States - not good. Potentially premeditated. Gets worse.

I have similar concerns regarding the accuracy and integrity of BUMED/DON Privacy Act reporting through DOD
to Congress.

Please address this as to the accuracy and integrity of the BUMED/DON FOIA process and reporting of this
Request/Appeal and whether or not there is willful false reporting plus an attempt to cover up same. DOD has all
records contained in my appeal, along with the DON JAG reply, which | may address later. Ugly.

Ms, Chung, Ms. Allard, this is a DoD matter. | will greatly appreciate knowing your findings.

With my deep respect,

Robert Hammond

CC: Multiple

From:{(QXC); pnavy.mil < Caution-mailto[(XE) @navy.mil >

i (b) (6) @aol.com < Caution-mailto[{$)(E)) @aol.com >
Sent: 9/28/2017 8:56:33 AM Eastern Standard Time

Subject: FOIA Fee Waiver Disposition Reached for DON-NAVY-2016-000246

Your request for Fee Waiver for the FOIA request DON-NAVY-2016-000246 has been partially granted
with $ 0.0 waived. Additional details for this request are as follows:

Request Created on: 10/14/2015
Fee Waiver Disposition Reason: This request is a partial grant and part denied

* Request Long Description: THIS IS AN APPEAL, NOT A FOIA REQUEST. | am appealing my FOIA
request of September 14, 2014 to BUMED (which is shown at page 12 of the attached PDF) seeking the Walter Reed
National Military Medical Center (WRNMMC) Fiscat Year 2012 Annual FOIA Report Submission. Basis for Appeal. This
request remains open and unanswered, and | have not been provided an FY 2014 case tracking number, Despite
factually inaccurate assertions by Ms. Patterson in the attachment, BUMED has not provided a reply to this FOIA
request, nor has there been any letter of referral to Walter Reed National Military Medical Center. No responsive
documents have been provided. | am further asserting that my FOIA request was not included in the DON FY 2014
Annual FOIA Report Submission to the Attorney General, nor has it been included in the FY 2015 submission. As shown
in the attachment, DON is aware that this FOIA request has not been included in its Annual FOIA Report submission.
Please address this matter in your response to my appeal.

*



Garcia, Della W CIV USN BUMED FCH VA (US)

From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Tuesday, October 10, 2017 7:40 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)

Subject: FW: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA
Reporting

FYL...

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste [QEGQ)
Falls Church, VA 22042-5124

comv [(QXE)

(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

From {{QXE)] Daol.com [mailto (b) (6) @aol.com]

Sent: Sunday, October 08, 2017 6:59 AM

To: Allard, Cindy L CIV OSD ODCMO (US)

Cc: Faison, C Forrest {Forrest) VADIVI USN BUMED FCH VA (US); Moulton, Terry J RADM USN BUMED FCH VA (US); Bono,

Raquel C VADM USN DHA (US) (IO @ dha. mi!

Subject: [Non-DoD Source] Re: DOD Pollcy, Exemption 6. Alsg, Exemption 5 + FOIA/PA Reporting

Dear Ms. Allard,

With my deep respect, | am seeking a further policy determination from your office regarding DOD’s interpretation
of/policy for using the FOIA (b)(6) privacy exemption.

First question, once records have been released through FOIA without redaction, can that very same information later
be redacted under the FOIA (b)(6) privacy exemption?

Second question, does it make a difference if that very same information was released through FOIA without redaction
both before and after one's request?



Third question, does it make a difference if the redacted information is the email addresses of FOIA Officers, FOIA
respenders and FOIA Office personnel contained in those emails?

Forth question, does it make a difference if the redacted information is the email addresses of Privacy Officers, Privacy
Act Report responders and Privacy Office personnel contained in previously released emails? .

Fifth and sixth questions, again, what about multi-function printer, copier, scanner, fax machines? WRT Walter Reed?

In the absence of a policy determination, the DOD agency responses become the DOD position in any further
proceedings and venues.

I am concerned that use of the FOIA (b)(6) privacy exemption in such cases may {perhaps) be being used to cover up
errant/false reporting to your office for consolidation in reports to the Attorney General of the United States and
Congress. | don't know the motive. However, this would be a concern in a variety of venues.

Please also reinforce that all FOIA (b)(6), (b)(5) denials, etc., must be properly reported. That has been problematic. Also,
please reinforce that "refusing to respond” to a FOIA request is not an appropriate option/response and that the
applicable FOIA exemption, if any, must be cited. Also, what happens if a FOIA Officer may personally know that records
exist within the agency/DOD and that FOIA Officer does not search for those records? What would be the consequences
in various venues, particularly wrt my concern above? What if records are then deleted? What would DOD's position be?
Others?

These are broad questions, applicable across the Department.

Please advise Ms. Chung and (through her} Mr. Tillotson of my cancerns.

Still a DOJ/GAO concern. Congress also. Others.
With my deep respect and appreciation,

Robert Hammond

Daol.com>
dmail.mil>
@mail.mil>;[{)N(S)
@mail.mil>;

@mail.mil>;
dha.mil>

Sent: Wed, Oct 4, 2017 3:26 pm
Subject: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

Dear Ms. Allard,



First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA processes and the accuracy of
reporting. | appreciate it.
With my deep respect, | am seeking a policy determination from your office regarding DOD’s interpretation of/policy for
using the FOIA (b){6) privacy exemption.
May | ask:

Do the names of Agency’s have privacy rights?

Ordinary building names?

Military Treatment Facility names?

FOIA Officer names?

Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up recently WRT Walter
Reed.
As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along with three other federal
agencies) regarding concerns over misuse of this exemption, misuse the (b}{5) exemption and errant FOIA tracking and
reporting to the Attorney General. For some time, DOJ required DOD to submit guarterly FOIA Reports and ODCMO
required additional data.
As you know, | am concerned that many of these same errant practices that DOD promised to fix are stili engoing and
that [promised] internal controls to prevent them may be being overridden.
Still a DOJ/GAO concern.
With my deep respect,
Robert Hammond



Garcia, Della W CIV USN BUMED FCH VA (US)

From: : Garcia, Della W CIV USN BUMED FCH VA {US)
Sent: Tuesday, October 10, 2017 7:42 AM

To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Scurce] Exemption (b)(5)
Attachments: BUMED reply to DON-NAVY-2016-000246.pdf
FYI...

v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste [QXG)
Falls Church, VA 22042-5124

wel¥i¥l(b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUOY} - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

-~---0Original Message----

From:Maol.com [mailto (b) (6) @aol.com]
Sent: Sunday, October 2017 7:34 AM

To DN US (U5)

Cc: Garcia, Della W CIV USN BUMED FCH VA (US); -IV USN BUMED FCH VA (US); Faison, C Forrest
(Forrest) VADM USN BUMED FCH VA (US); Moulton, Terry ) RADM USN BUMED FCH VA (US); Patterson, Robin W CIV
USN CNO (US)

Subject: [Non-DoD Source] Exemption (b)(5)

Dear Captain Meyers,

| received your letter of October 3, 2017 regarding case DON-NAVY-2016-000246 (attached). Water under the bridge.
Moot point, | hope.

With respect, the correct response to matters in litigation is Exemption (b}(5), which is limited. | do not think that it
applies in any relevant context.

Please read it carefully. If you think that it applies to any other requests beyond DON-NAVY-2016-0002456, consider the
consequences for everyone (including DOD) in all venues, cite it, report it, stand by for further action.

Broadly speaking, past mistakes should and can easily be corrected... if not repeated. Water under the bridge. Preferred
approach.

Also, you may not respond on behalf of the Department of Navy in your current capacity. Exceeds your authority.
Thank you.

With my respect,

Robert Hammond



DEPARTMENT OF THE NAVY
BUREAU OF MEDICINE AND SURGERY
7700 ARLINGTON BOULEVARD
FALLS CHURCH, VA 22042

IN REPLY REFER 10

5720
Ser MOOJE/17UMO00J0217
October 3, 2017

Mz. Robert Hammoid

Dear Mr. Hammond,
SUBJECT: FREEDOM OF INFORMATION ACT (FOIA) REQUEST — DON NAVY 2016-000246

Thank you for your emails of September 28, 2017 and September 30, 2017, both with the
subject line of “BUMED False Reaporting? FOIA Fee Waiver Disposition Reached for DON-
NAVY-2016-000246".

[ have been advised that your FOIA request related to the above idontified emails is in active
litigation; therefore, the Department of the Navy will not be responding separately,

Should you have questions that BUMED may assist vou with. v point of contact remains
W{ci& Ms. Garcia may be contacted ai@“@mail.mil or by telephone at

Sincerely,

¥ %}/&jj

P. A. MYERS

Captain

Judge Advocate General’s Corps
United States Navy

Staff Tudge Advocate

By direction of the Chief|
Bureau of Medicine and Surgery




Garcia, Della W CIV USN EUMED FCH VA (US)

L _—
From: Garcia, Della W IV USN BUMED FCH VA (US)
Sent: Tuesday, October 10, 2017 7:44 AM
To: Myers, Pamella A CAPT USN BUMED FCH VA {(US)
Subject: FW: [Non-DoD Source] FOIA DON-NAVY-2017-010608: FY 2013 Quarterly FOIA Reports
Emails, etc.
Attachments: Appeal DON 17-A FY 2013 Quarterly FOIA Report SOP and Emails with enclosure

(1).pdf; Hammond 2017-010608 final Itr (1).pdf

FYL...
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Bivd Ste[JQ)
Falls Church, VA 22042-5124

comm ({JX(E))
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY {FOUO) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

From:[()K(S)) @aol.com [mailto[(JXE) @aol.com]

Sent: Sunday, October 08, 2017 8:23 AM

To: Patterson, Robin W CIV USN CNO (US); Garcia, Della W CIV USN BUMED FCH VA (US)

Subject: [Non-DoD Source] FOIA DON-NAVY-2017-010608: FY 2013 Quarterly FOIA Reports Emails, etc.

Dear Ms. Patterson and Ms. Garcia,

The attached DON JAG remand gives you a second chance to do the right thing and move on. Excellent news!

Please appropriately address all five matters in the DON final determination letter.

Please review my initial FOIA request, search for and provide All responsive records for my request without redaction.
For information, with regard to the appeal final determination, “First issue,” please see page 15 of my appeal, which is
an email entitied FY13 1st FOIA Quarterly Report, sent to:

'DONFQIA-PA’; Patterson, Robin L CIV OPNAYV, DNS-36

Cc: Garcia, Della W. GS BUMED

Once again, please preserve all correspondence and records of your searches in your complete FOIA case file.

Thank you so much.

With my respect,

" Robert Hammond

cc: None



Garcia, Della W CIV_l..lSN BUMED FEH VA (US)

R ————— N
From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Tuesday, October 10, 2017 11:31 AM
To: Myers, Pamella A CAPT USN BUMED FCH VA (US)
Subject: FW: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA

Reporting

FYI...
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste (QK)
Falls Church, VA 22042-5124

anY(b) (6)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUOQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

----- Original Message-----
From: Faison, C Forrest (Forrest) VADM USN BUMED FCH VA (US)

Sent: Sunday, October 08, 2017 8:39 AM
TO:W_ZIV USN BUMED FCH VA (US)

Cc: Moulton, Terry ) RADM USN BUMED FCH VA (Us):[QXE) IV USN BUMED FCH VA {US); Garcia, Della
W CIV USN BUMED FCH VA (US)

Subject: Re: [Non-DoD Source] Re: DOD Policy, Exemption 6. Also, Exemption 5 + FOIA/PA Reporting

Thanks llka!

C. Forrest Faison I, M.D.

VADM MC USN

Surgeon General, U.S. Navy
Chief, Bureau of Medicine and Surgery

On Oct 8, 2017, at 08:26, [(YXE)) v usN BUMED FcH VA (Us) {(JX(E) @mail.mil> wrote:

SG, DSG,
Good morning. I've addedand our FOIA Officer, Ms. Garcia, for their awareness.

v/,



(b) (6)

On Oct 8, 2017, at 6:59 AM, (b) (6) ®@aol.com" (b) (6) @aol.com> wrote:

Dear Ms. Allard,

With my deep respect, | am seeking a further policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b}{6) privacy exemption.

First question, once records have been released through FOIA without redaction, can that very same
information later be redacted under the FOIA (b)(6) privacy exemption?

Second question, does it make a difference if that very same information was released through FOIA
without redaction both before and after one's request?

Third question, does it make a difference if the redacted information is the email addresses of FOIA
Officers, FOIA responders and FOIA Office personnel contained in those emails?

Forth question, does it make a difference if the redacted information is the email addresses of Privacy
Officers, Privacy Act Report responders and Privacy Office personnel contained in previously released emails?

Fifth and sixth questions, again, what about multi-function printer, copier, scanner, fax machines? WRT
Walter Reed?

In the absence of a policy determination, the DOD agency responses become the DOD position in any
further proceedings and venues.

I'am concerned that use of the FOIA (b){6) privacy exemption in such cases may (perhaps) be being used
to cover up errant/false reporting to your office for consolidation in reports to the Attorney General of the United States
and Congress. | don't know the motive. However, this would be a concern in a variety of venues.



Please aiso reinforce that all FOIA (b)(6), (b)({5) denials, etc., must be properly reported. That has been
problematic. Also, please reinforce that "refusing to respond" to a FOIA request is not an appropriate option/response
and that the applicable FOIA exemption, if any, must be cited. Also, what happens if a FOIA Officer may personally know
that records exist within the agency/DOD and that FOIA Officer does not search for those records? What would be the
consequences in various venues, particularly wrt my concern above? What if records are then deleted? What would
DOD's position be? Others?

These are broad questions, applicable across the Department.

Please advise Ms. Chung and {through her) Mr. Tillotson of my concerns.

Still a DOJ/GAO concern. Congress also. Others.
With my deep respect and appreciation,

Robert Hammond

----- Original Message-----

From: QK& Daol.com>

To: [@mail mil>

: G mail.mi|>; (6)
@mail.mil>;[(JXE)] 2mall.mit>;[(YXKE)

@ dha.mil>

Sent: Wed, Oct 4, 2017 3:26 pm

Subject: DOD Policy, Exemption 6. Also, Exempt|on 5+ FQIA/PA Reporting

Dear Ms. Allard,
First, thank you for all that you and your staff are doing WRT the integrity of the FOIA/PA processes and
the accuracy of reporting. | appreciate it,
With my deep respect, | am seeking a policy determination from your office regarding DOD’s
interpretation of/policy for using the FOIA (b)(6) privacy exemption.
May | ask:
Do the names of Agency’s have privacy rights?
Ordinary building names?
Military Treatment Facility names?
FOIA Officer names?
. Multi- function printer, copier, scanner, fax machines? This last rather odd issue came up recently
WRT Walter Reed.



As you know, in a GAO audit requested by the Attorney General, DOD was singled out (along with three
other federal agencies) regarding concerns over misuse of this exemption, misuse the (b)(5) exemption and errant FOIA
tracking and reporting to the Attorney General. For some time, DOJ required DOD to submit quarterly FOIA Reports and
ODCMO required additional data.

As you know, | am concerned that many of these same errant practices that DOD promised to fix are still
ongoing and that [promised] internal controls to prevent them may be being overridden.

Still a DOJ/GAO concern.

With my deep respect,

Robert Hammond



Garcia, Della W CIV USN BUMED FCH VA (US)

L i N
From: Garcia, Della W CIV USN BUMED FCH VA (US)

Sent: Thursday, October 19, 2017 1:16 PM

To: '‘Winston, Wendy A CIV OJAG, CODE 14'

Cc [nch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US)

Subject: RE: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111

Good afternoon.

| have forwarded the requested documentation to you at (b) (6) @navy.mil via AMRDEC,

Please let me know if you need anything else.
v/r Della

Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste[(X)
Falls Church, VA 22042-5124

comm[{XE)
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUO} - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

-—-0riginal Message----

From: Winston, Wendy A CIV OJAG, CODE 14 [mailto{{)RA)) @navy.mil]
Sent: Thursday, October 05, 2017 2:40 PM

To: Garcia, Della W CIV USN BUMED FCH VA (US)

Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US)

Subject: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111

Good Afternoon,

We just received a FOIA appeal from Mr. Robert Hammond; original request
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 Oct 2017.

1) A brief memo justifying the withholding of responsive information also include the search that was conducted.,
2) A copy of any correspondence hetween your command and the requester (both

emails and written correspondence).

3) A copy of all responsive records redacted and unredacted.

Thank you and have a great day!



Very respectfully,

Wendy A. Winston

Paralegal Specialist (FOIA/PA) Coordinator
Office of the Judge Advocate General
General Litigation Division (Code 14)

1322 Patterson Avenue, SE, STE 3000
Washington Navy Yard, DC 20374

TEL:

DSN;



Garcia, Della W CIV USN BUMED FCH_VA (US)

N
From: Garcia, Della W CIV USN BUMED FCH VA (US)
Sent: Thursday, October 05, 2017 3.28 PM
To: '‘Winston, Wendy A CIV OJAG, CODE 14'
Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US); Myers, Pamella A CAPT USN
BUMED FCH VA (US)
Subject: RE: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111

Good afternoon.

| received your email and will get the items to you as quickly as possible--certainly by the 19th.

In the meantime, please give me a call at the number below or on my cell a{{s)X(&)) f you need anything else.
v/r Della
Della W. Garcia

FOIA/PA Paralegal Specialist
Bureau of Medicine and Surgery
Medical-Legal Affairs Office
7700 Arlington Blvd Ste{(9K(S)]
Falls Church, VA 22042-5124

comm (X))
(b) (6) @mail.mil

FOR OFFICIAL USE ONLY (FOUQ) - PRIVACY SENSITIVE. Any misuse or unauthorized disclosure may result in both civil
and criminal penalties.

From: Winston, Wendy A CIV OJAG, CODE 14 [mailto[(QIENEEnavy. mil]
Sent: Thursday, October 05, 2017 2:40 PM

To: Garcia, Della W CIV USN BUMED FCH VA {US)

Cc: Inch, Adam E LCDR USN NAVCIVLAWSUPPACT DC (US)

Subject: FOIA Appeal ICO Mr. Robert Hammond DON-NAVY-2018-000111

Good Afternoon,

We just received a FOIA appeal from Mr. Robert Hammond; original request
number DON-NAVY-2017-009256 (F17-073). Could you please provide to us, by 19 Oct 2017.

1) A brief memo justifying the withholding of responsive information also include the search that was conducted.
2) A copy of any correspondence between your command and the requester (both

emails and written correspondence).

3) A copy of all responsive records redacted and unredacted.

Thank you and have a great day!



Very respectfully,

Wendy A. Winston

Paralegal Specialist (FOIA/PA) Coordinator
Office of the Judge Advocate General
General Litigation Division (Code 14)

1322 Patterson Avenue, SE, STE 3000
Washington Navy Yard, DC 20374

(D) (6)

DSN:





